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Effective Internal Control Framework 

in 101 Questions 

 

i. INTRODUCTION 

Our study aims to introduce 101 questions with its detailed answers containing the control 

function framework of the management, which should be based on the safest and most 

effective systems in modern technology equipment so that the enterprises in the digital era can 

achieve their goals. 

 

The Main Issues: 

❖ Control Function of the Management 

❖ Internal Control Mechanisms 

❖ Internal Control System 

❖ Operational Risks 

❖ Fraud 

❖ Information Technology Risks 

❖ COSO’s Internal Control System-Integrated Framework 

❖ Designing, Implementing and Revising of the COSO Framework 

❖ Conclusion and Suggestions 
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ii. THE CONTROL FUNCTION OF THE MANAGEMENT 

 

1. What is the Basic Role of the Senior Management in an Enterprise? 

The main role of the senior management is using efficiently and in safe, the resources of 

the enterprise and is achieving the strategic business objective being specified in the 

framework of the legislation, the basic values, and mission and vision. In the meanwhile, it 

interacts in a value-creating and harmonic way with the "governance system habitat" of the 

enterprise. 

2. What Does the Concept of "Governance System Habitat" Cover? 

It is the habitat that the enterprise and the followings are involved such as shareholders, 

managers, employees, the internal audit, customers, the affiliates, consultants, business 

partners, suppliers, contractors, certified public accountant, independent external auditors, 

professional bodies, national/international regulatory bodies, public institutions, etc. 

3. So, where is the ‘control’ in it? 

As is known, for achieving the goals, the senior management of an enterprise has five basic 

functions: 

i. planning 

ii. organizing 

iii. managing(executive) 

iv. coordination 

v. control functions...  

Towering financial scandals, which have raised in the global business world in recent years, 

necessitating more strongly to add another to senior executive features, such as ‘business 

developer, ‘top-grossing, ‘maximizer to the marketing value of the enterprise,’ ‘leader with 

high management capacity’, ‘vision holder’, ‘representative’, etc. ‘The executive with an 

active role in the enterprise’… 
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4. Which parts consist of the management’s role of control? 

According to IIA (The Institute of Internal Auditors), control is… 

▪ any action was taken by the management, the board, and other parties, 

▪ to manage risk and 

▪ increase the likelihood that established objectives and goals will be achieved. 

Senior management plans the systematic framework of the precautions required to provide 

a reasonable level of assurance for the achievement of the targets, organizes the enterprise, 

leads the employees, and monitors and evaluates the implementations. 

 

5. Can you chew it finer the subject a little bit more, please…? 

Control activities applied in an enterprise are a preventive, detective, directive, and 

corrective. The primary objective of the control is to minimize the effects of risk factors 

that prevent reaching the targets on the activities performed to reach the targets, by 

determining in advance in a planned systematic process and implementing management 

tools for perceived risks. Business management creates a risk-driven culture inside of the 

corporate governance system. Which not mean that processes are secured and sound about 

the efficiency of activities… 

The main goal is to realize the short-term budget goals and long-term strategic goals of the 

enterprise and to maximize the market value of the business. The term of control also 

includes planning the operational system of the enterprise through secured, effective, and 

economic principles and realizing prognosticative performance levels. So, it is not just about 

the risk. Risk management is to make safe use of the opportunities created to achieve the 

goals. 

As mentioned in the previous answer, the control function has two main roles: 

The first one is the effective management of risks to be faced in achieving the goals, that 

is, conducting business activities with minimal impact of risks. In other words, it is to 

minimize the risks encountered during the decision process and performance process, the 

errors made the effect level of irregularities, and to prevent the repetition of the negativity 

with new instruments to be applied as a result of the analysis of the experiences. 
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In fulfilling the first role, that is, in the effective management of risks to benefit from 

opportunities at the most effective level: 

▪ an effective information and communication infrastructure is formed with the 

control environment, 

▪ risks are identified, numerical and qualitatively measured, evaluated, 

▪ it is decided quickly what the risk management and control framework and tools will 

be, 

▪ relevant framework (instruments based on modern technology with internal 

control mechanisms, and suitable for the resource structure of the enterprise) are 

put into practice, 

▪ practices are reviewed and new potential risks regarding opportunities are 

monitored, 

▪ problems are reported and evaluations are carried out, 

▪ the necessary actions are taken most quickly, 

▪ the implementation levels of the actions are followed, 

▪ the framework is updated with periodic evaluations. 

The second one is to measure the gap between the targeted operational structure 

performance of the enterprise and the actual situation in consideration of the planned 

targets and to take the necessary actions. 

In fulfilling the second role, that is, in measuring the gap between foreseen situation and 

performance: 

▪ an effective information and communication infrastructure is formed with the 

control environment and control activities, 

▪ norms are designed, approved by senior management, published, put into practice, 

▪ internal control mechanisms are activated, 

▪ an independent internal audit takes an active role, 

▪ it is evaluated compliance of the performance with the norms, 
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▪ deviations from norms and gaps are determined, 

▪ the design levels of norms are analyzed, 

▪ identified issues are reported and evaluated at different levels towards the senior 

management, 

▪ actions are taken under the risk profile of the enterprise and the risk appetite of the 

senior management, 

▪ the implementation levels of the actions that have entered into force are followed, 

▪ if necessary, updates are made in the control structure. 

In the realization of both control objectives, it is aimed to create a structure that 

comprises the entire organization, becomes an invisible element of the operational 

system, comprises the intensity of operations and the risks they carry and is assimilated 

by all employees and stakeholders. 

With these actions: 

▪ it is aimed that the enterprise can operate in compliance with the legislation. 

▪ by identifying residual risks, a risk management framework is formed, including 

the efficiency of the organization. 

▪ information and data are ensured to get to the relevant authorities on time and 

in a fully reliable way. 

▪ productivity is achieved in the protection of the institution's assets and the use 

of the institution's resources. 

It is as a result to state that the level of success achieved in the implementation of the 

control function under the responsibility of the enterprise's senior helps to improve -by 

measuring- the performance level of management in its other four basic functions. 
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6. In This Case, What Does the Control Role of Management Involve? 

First of all, the control function of the management is a planned and systematic 

framework. It aims at the control of managers, employees, support services, operational 

infrastructure, units, business processes, and activities. 

 

The control model should be planned by the principles of reliability, efficiency, 

effectiveness, and economy. It should be implemented proactively. Reactive actions to be 

used in the management of foreseen risks should also be included in the given 

systematically. This means that the control role of management is not only based on 

control activities based on past performances and experiences in the enterprise but also it 

essentially shows that it should include forward-looking predictions and application 

qualities. 

The control function of the management is fulfilled like using a night vision binocular. We 

try to bring to light the possible effects of the risks we predicted and could not at nightfall, 

and the uncertainty created by changing conditions. Policies and norms in force, risk 

assessment processes, management attitudes, and behaviors, determining the application 

level of norms, and taking the necessary actions from the building blocks of "night vision 

binoculars" in the effective performance of the control function. The findings outs give the 

senior management a "sight distance" at the needed level to achieve the mission and 

objectives. Thus, it increases the probability of the enterprise reaching the targets with fast 

and effective actions to be applied on time in the management chain. 

The control function of the management is fulfilled by the internal control system based 

in the enterprise. And the internal control system consists of integrated and synchronized 

working internal control mechanisms based on high and secure technology that comprises 

each business process of the enterprise.  

In the following sections, we will use the internal control system instead of the 

management's control function, which we consider synonymous in this study. 
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7. What Happens If an Enterprise Does Not Have an Internal Control 

System? 

▪ An adrift corporate culture environment, 

▪ Faults, discrepancies, malevolent behavior in management decisions, 

▪ Inadequate policies and norms, 

▪ Inadequate risk management, 

▪ Ineffective operational infrastructure as a result of insufficient use of technology, 

▪ Waste of resources, 

▪ Loss of assets, 

▪ Late and unreliable reporting, surveillance activities weaknesses, 

▪ Ineffective information and communication activities, 

▪ Failure of process’s accuracy, 

▪ Forming a basis for fraud, 

▪ Disharmonies to the legislation, 

▪ Cost increases, 

▪ Failure of offering the promised value to the customer, 

▪ Loss of customers and therefore income, 

▪ Unhappy stakeholders... 

As a result, a business structure that does not work efficiently is not secure, loses its 

competitive advantage and goodwill, cannot even realize its periodic targets, as well as its 

strategic goals and goes up to liquidation, comes into question. 
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8. Are Internal Control System and Internal Audit the Same? 

Internal audit is an organization,  

▪ that provides a high level of assurance to senior management, without an 

administrative role in the enterprise, 

▪ which is based on competent and reliable human resources, 

▪ which is in the internal control system in the enterprise, 

with its independent structure and objective view, such as the effectiveness, efficiency, 

economy, reliability, and schematic competence level of governance, risk, and internal 

control systems in the enterprise. 

Besides, upon request, it performs the consultancy function for senior management with 

suggestions for applications that need to be developed in the enterprise. 

Shortly, an internal audit is a reliable internal control mechanism that has strategic 

importance in terms of the control function of the senior management. That is, it is a 

mechanism of the internal control system. It is one of the most indispensable parts of top 

management's night vision binoculars. Likewise, effective, and reliable independent 

internal audit activities and their governance give high goodwill in terms of its 

stakeholders in the environment. 

9. Is There a Limit for the Control Targeted by the Internal Control System? 

Understandably, performing the control function is based on the determination of policies 

and norms, and then based on an effective control environment, and then on the 

operational system practices for the effective internal control mechanisms and the 

systematic monitoring activities of these practices. 

With the integrated and synchronized internal control mechanisms that form the internal 

control system of the enterprise, the company's senior management observes the general 

situation of the enterprise, its business processes/technological infrastructure/ unit 

activities, personal and general views, and the interaction area of stakeholders. It is 

compared with the planning, the necessary actions are taken to eliminate the problems, 

applied and the results are followed. 

Shortly, the business management is under the obligation to perform "control activities 

that will provide reasonable assurance". 
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10.What Does the Concept of ‘’Control That Will Provide Reasonable 

Assurance’’ Mean? 

We have stated that the "main" role of the senior management is the realization of the 

high and safe performance level to be shown in its governance habitat and the strategic 

goals. 

In this sense, the internal control system should also provide the senior management with 

the highest level of assurance as possible for the following issues: protecting assets, 

reliability, quality, and timeliness of the reports, the accordance with internal-external 

legislation of the used technology, and practices being met the foreseen standards by the 

operational performance (if not, giving the reasons). 

The term reasonable is used to mean high level. 

In the evaluation of risks, prediction errors, the human factor in the operational process, 

unexpected great internal and external risks, inadequacies arising from the nature of 

systemic and processual design, breakdowns in the fast adaptation to the system to current 

developments/ to technological changes/ to legislative harmonization, unavoidable frauds, 

and organized crime organization activities. All of these make the absolute assurance level 

of the internal control system in the enterprise impossible. Regarding that one or more of 

these factors cannot always be prevented from happening together, we can talk about high 

assurance. 

Apart from all these, the main goal of an enterprise is to realize its vision, mission, and 

strategic goals by adhering to its corporate values. Control policies and practices to be 

decided by the senior management and then implemented and monitored should be 

literally 'pertinent' in order not to slow down and prevent the targeted business 

performance level and lead to a stray environment. 

Whereas we think that we manage risks, we should not miss the opportunities! 

In this process, senior management should present the risk profile and risk appetite levels 

of the enterprise during the determination of goals and design of the internal control 

system. 
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11.What are the General Features of an Effective Internal Control System? 

The general features of the Internal Control system in articled: 

▪ It is a prerequisite based on systematic planning for the healthy running of 

activities. 

▪ It is based on advanced technological infrastructure and most importantly human 

factor. 

▪ It expects a modern and consistent leadership role from senior management. 

▪ It necessitates effective human policies. 

▪ It helps to realize the vision, mission, and strategic goals based on the values of the 

enterprise. 

▪ It supports the decisions and actions of senior management by providing a 

high-level assurance. 

▪ It is ground on the principles of transparency, accountability, fairness, reliability, 

safety, effectiveness, efficiency, and economy. 

▪ It is risk-driven and supports risk-based corporate culture. 

▪ It considers the whole risk map of the institution. 

▪ It covers the whole enterprise. 

▪ It adopts a holistic approach. 

▪ It provides to apply the risk management and designed norms by sticking to the risk 

profile and risk appetite. 

▪ It interacts dynamically and harmoniously with its governance habitat. 

▪ It is impressed by the attitudes and behaviors of the senior management. 

▪ It measures the level of performance. 

▪ It is circular process-driven, includes business processes and key controls. 

▪ It provides the principle of separation of duties and environments. 
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▪ It ensures that the duties and responsibilities of employees and units are specified 

with its effective organizational structure design. 

▪ It includes confirmation, approval, and agreement mechanisms. 

▪ It requires effective and periodic supervision activities culture and mechanisms. 

▪ It is based on effective manager controls. 

▪ It requires the managing of the report line. 

▪ It includes policies of the backchannel. 

▪ It increases the efficiency level of operational performance. 

▪ It provides on-time and reliably reported to the required units. 

▪ It provides harmony with internal and external legislation. 

▪ It focuses on protecting the assets of the enterprise. 

▪ It contributes to the service and product quality. 

▪ It provides a reasonable level of assurance to the senior management and provides 

visibility distance to them. 

▪ It involves planning, applying, and supervising of control function's integrated 

systematic framework. 

▪ It is at the very center of corporate risk management. 

▪ It includes both proactive and reactive mechanisms. 

▪ It contributes to increased safety and efficiency in the activities of the enterprise. 

▪ It increases with its effectiveness the reputation of the enterprise. 

▪ It ensures the coordination of internal control mechanisms in the enterprise (Thus, 

it ensures efficient use of time by avoiding repetitions in the process of creating 

data, analyzing data, and turning it into quality information). 

▪ It provides information security. 

▪ It provides information technology security. 

▪ It fulfills the condition of operational accuracy. 
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▪ It provides information flow with its top-down, bottom-up, and horizontal 

communication structure. 

▪ It makes the internal-external communication environment more effective. 

▪ It reports the past and current status. 

▪ It includes prospective insight. 

▪ It is a process that makes constantly comparison of the current situation and the 

planned situation. 

▪ It covers both financial and non-financial control issues. 

▪ It provides efficiency in cost-benefit analysis and resource allocation, helps to 

reduce costs. 

▪ It contributes to taking correct and effective measures on time. 

▪ It provides occupational health and safety. 

▪ It guarantees the accord with the quality standards of the product and service. 

▪ It provides cybersecurity. 

▪ It ensures support services, service quality, and safety. 

▪ It contributes to the successful realization of technological projects. 

▪ It provides economy and reliability in purchasing processes. 

▪ It includes business continuity and emergency/contingency management process. 

▪ It helps to minimize errors, deficiencies, and neglections. 

▪ It ensures that the detection of fraud and its prevention processes are effective. 

 

12.What are the General Features of an Effective Internal Control System? 

The senior management of the enterprise takes decisions, forms policies, and takes actions 

to be realized corporate objectives. Concordantly, it is necessary to observe how the 

planned works carry and whether there are unforeseen internal and external risk factors 
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to see whether there is a factor that prevents the enterprise from reaching its goals while 

carrying out operational activities. 

The control environment is one of the elements of the internal control system created in 

the enterprise. It is the basis of information and communication infrastructure, surveillance 

mechanisms, and the effectiveness of control processes and corporate risk management 

performance. 

During performing an operational process, an effective internal control system is required 

to have positive answers to questions, such as: 

▪ Whether periodic surveillance activities are effective? 

▪ The degree to which internal and external legislation is compiled? 

▪ The degree to which the task-authority-responsibility appointment caused by the 

segregation of duties in business processes, procedure approval, and confirmation, 

principles of the agreement are applied? 

▪ Is the work with stakeholders being done as foreseen? 

▪ Are there recurring errors and deficiencies, deliberate actions? 

▪ At which level is the ordinance of recording? 

▪ Do business processes being followed? 

▪ Is the security of information assets provided as planned? 

▪ Are the produced reports reliable? 

 

These answers show us the obstacles in front of the business, that is the risks, for achieving the 

goals. Risk, besides of high and reliable operational performance level, is determined with an 

internal control system, and then undergone to management processes. 

Lastly, the governance, risk management, and internal control system of the enterprise should 

be based on the risk profile of the organization and the risk appetite of the senior management. 

Internal Control System should be able to adapt to internal/external risks and changes 

(especially technological) that may occur in the sector, country, and global scale. 

The internal control system of the enterprise should be reviewed regularly. 
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13.How Is Carried Out the Internal Control System Corporate Culture? 

Control mechanisms ensuring the required performance level are established to achieve 

strategic goals and evaluate opportunities. 

The risk profile and resource structure of the institution, the risk appetite of the senior 

management, the demands of the stakeholders, the risk map studies involving all the cells of 

the enterprise, the security processes for information assets, the use of high technology, 

covering the whole institution of the internal control system, the integration of the 

mechanisms, providing of high coordination level between the elements in the business 

processes, reliable and effective information and communication infrastructure processes, 

surveillance processes and -most importantly- informing of stakeholders, who will be at the 

center during taking a decision and take part in all foreseen processes. The results got from the 

related internal control mechanisms are presented in reports to the management chain 

upwards. Reaction decisions taken by the senior management for the detected problems are 

applied. The implementation level is pursued, and reviews are made. Business and performance 

evaluation meetings of mid-level managers are also especially crucial. 

In Risk Management, an action plan is prepared to determine, evaluate, control, and monitor 

risks, that is, reduce the impact level them. Thus, during the daily workflow, it is aimed to 

create proactive policies for preventing and detecting the risks and taking corrective measures 

and also aimed to minimize the risks. When faced with a risk, the pre-planned reactive reaction 

process is presented. 

Achieving the long-term goals of the enterprise without managing (without keeping a close 

watch on and minimizing it) errors, deficiencies, disunities, security weaknesses, inefficiency, 

the dissatisfaction of employees and other stakeholders, the risks of fraud, and external factors 

is almost impossible. 

Except for operational risks, risks such as market risk, interest-exchange rate risk, reputational 

risk also need to be managed effectively. Besides- serious planning activities, early warning 

mechanisms are also one of the biggest co-instruments of the management chain in this 

process. Business processes and key controls, which are in both the resource structure of the 

enterprise and the effective technological structure and information processing system are 

another basic internal control system tool. 

The control function is needed every passing day because of the business management, the size 

and complexity of the organizational structures, the more effective and safe execution of 

operational services in consequence of the increasing expectations of the stakeholders in the 

governance habitat, including the proactive and reactive process together of risk management, 
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and also because of becoming very important of the security and efficiency in the fierce 

competition condition. 

Due to the multiplier effect of the information technology during occurring of the risk, it is 

getting more difficult to cover almost all business processes, plan the control function and carry 

out of the organization. The ability to benefit from technology and the level of success in 

digital transformation will be the two most important facts that determine the performance 

indicators of enterprises in the coming years. 

 

14. Who Is Responsible for the Process? 

The board management of the institution is primarily responsible for the systematic planning, 

performing, monitoring, and reviewing of the internal control system in parallel with the need 

of the enterprise. 

Senior Management consists of the general manager, assistant general managers, and chefs 

of the department. It is a complementary element in fulfilling the responsibility of the Board 

of Management. 

Middle and lower-level managers in the management chain are responsible for other support 

and control activities defined for them in the application and business processes. 

Employees are the most main part of this chain. The main goal is for each employee to perform 

self-control of their work. 

Likewise, the relationship and interaction with the stakeholders should be carried out 

effectively. Suppliers should conform to the values and operational norms of the enterprise. 

They should ensure the same standard level. 

Shortly, all officials and employees in the business management chain, especially including the 

board of managers, are responsible for the safety, effectiveness, and reliability of the business 

process they are in. 

They should work together in the direction of their job description effectively and 

harmoniously. All stakeholders also should be added. It should also be remembered the 

shadow-role of internal audit to provide the independent and objective evaluation for healthy 

functioning of the system and making the right decisions for the future. 
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15. What Does the Senior Management Pay Attention To, While Planning of 

Internal Audit? 

The senior Management plans: 

▪ vision, mission, values, strategic goals, resources in the enterprise 

▪ technological development, 

▪ legislative changes, 

▪ the necessities of own ecosystem 

▪ sectoral, national, and international effects, 

▪ effective performance operational structure for the demands of stakeholders. 

 

They ensure the development and implementation of the policies, procedures, and internal 

control mechanisms required for the operational structure to perform effectively, economically, 

safely, and at a high-quality level, and supervises the activities. 

 

16. Which Mechanisms Does the Internal Control System Consist of? 

We have previously touched on that the Internal Control System is operated through the 

development of internal control mechanisms, its integrated implementation, evaluation, and 

revision according to new conditions or risks, and taking new reactions. Each of the internal 

control mechanisms is essentially a whole of proactive processes, including reactive 

processes. 

Integrated and synchronized internal control mechanisms consider the requirements of the 

governance habitat, in which the top management has existed, and the vision, mission, values, 

strategic goals, and resource structure of the enterprise. It covers the followings in the 

framework of its target operational performance criteria: 

▪ organizational structure in accordant with the resources and goals of the enterprise, 

▪ appropriate policies, 

▪ ineffective to work speed, simple but receptive standards that do not hinder the pace of 

work, 
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▪ business procedures in accordant with governing legislation, 

▪ leadership-based and confidential management intonation, 

▪ modern technological infrastructure, 

▪ advanced business processes, 

▪ competent teams and high technology instruments for risk management, 

▪ internal audit activities that provide reasonable assurance to senior management by 

independently and objectively auditing the company's governance, internal control, and 

risk management activities, 

 

In recent years, the concept of 'risk' is almost treasured the most, especially both nation- 

and international-wide. With globalization, the followings are needed day by day:  

- application demands and obligations, which are caused by the technological 

developments, governance habitats, legal legislation, and regulatory institutions, 

- organizational complexities in the companies and lack of controls,  

- effective mechanisms to prevent and determine fraud in parallel to the developments in 

information technologies, 

So, the importance of reliable and effective internal control mechanisms has increased. 

 

17. Can You Instantiate Internal Control Mechanisms? 

Examples of the mechanisms forming an internal control system in an enterprise: 

▪ Organizational structure, 

▪ Segregation of duties 

▪ Confirmation, approval, and reconciliation mechanisms, 

▪ Publication of the ethical values, 

▪ Technology Infrastructure, 
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▪ Basic information security policies and practices, 

▪ Information technology software, applications, 

▪ Network topology, 

▪ Configuration management, 

▪ Patch management, 

▪ Firewall, Anti-Virus, Anti-Malware configurations, 

▪ Penetration tests, 

▪ Business standards, procedures, 

▪ Business processes, 

▪ Attitudes and behaviors of the senior management, 

▪ Executive controls, 

▪ Financial and non-financial reporting, 

▪ Risk management policy, technological tools, and applications, 

▪ Credit allocation, extension, mobile and internet transactions, 

▪ Internal control (data analysis, scenario analysis, observation, intervention) activities, 

▪ Information security mechanisms, 

▪ Tools of cybersecurity, 

▪ Purchasing processes, 

▪ Change Management, 

▪ Business Continuity mechanisms, 

▪ Physical security measures and controls, 

▪ Cameras, 

▪ Ordinance of recording, 

▪ Compliance controls, 
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▪ Basic Human Resources policies and controls, 

▪ Employment of talented and reliable workers, 

▪ Active awareness activities, 

▪ Training, 

▪ Orientation activities, 

▪ Employer brand, 

▪ Periodic evaluations, 

▪ Balanced reward and punishment, 

▪ Hotlines, 

▪ Social controls, 

▪ Committees at each level, 

▪ Back door policies, 

▪ Meetings, 

▪ Verbal and written warnings, 

▪ Practices of control and self-evaluation, 

▪ Performance measurements, 

▪ Job security applications, 

▪ Quality checks, 

▪ Measures and actions for risks of fraud, 

▪ Financial control, 

▪ Legal support, 

▪ Implementation of reference standards (ISO Standards, COSO, COCO, COBIT, ITIL, The 

third line of defense), 

▪ Internal audit, 
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▪ Reactions to detected negations, 

▪ Carrying out of the principles of transparency, fairness, accountability, and 

responsibility, 

▪ Risk-oriented corporate culture infrastructure, which can learn... 

 

18. What Does the Internal Control Mechanisms Contribute to Businesses? 

▪ The internal control mechanisms that generate the internal control system of an 

enterprise, 

▪ the governance habitat, which covers the enterprise,  

▪ the performance level of its operational structure, 

are the basic elements of the realization of the business objectives in the management and 

control of the risks. Thus, businesses both achieve their short and long-term goals, and 

improve their performance quality, and ensure sustainability in a globally competitive 

environment. 

The internal control mechanisms catch the effective, safe, efficient, and economic criteria. 

Their relationship with the operational structure, which is integrated and synchronized with 

each other, is in the sort of system of checks and balances. They interiorize the core 

values(culture) of the enterprise, provide a competitive advantage against their 

competitors by helping the enterprises to realize their strategic plans. 

 

19. Which Factors Decrease the Effectiveness of Internal Control Mechanisms? 

There are some factors in the following that reduce the effectiveness of internal control 

mechanisms: 

▪ Non-risk oriented corporate culture 

▪ Attitudes and behaviors of the senior management 

▪ Organizational characteristic 

▪ Human factor 
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▪ Technological deficiencies and selection mistakes 

▪ Size of the enterprise 

▪ Design defects 

▪ Non-Observance to the ordinance of recording 

▪ Weaknesses in information and communication channels 

▪ Lacks education (false training, awareness activities) 

▪ The mentality ‘everything can be solved by information technologies’ 

▪ Non-Fulfilment of effectively performing the surveillance function 

▪ Non-Being of a strong internal audit, which can work independently and objectively 

▪ Incorrect and inadequate human resources policies 

 

20. How to Increase the Effectiveness of Internal Control Mechanisms? 

 

To increase the efficiency level of internal control mechanisms, the below minimum 

requirements should be fulfilled. 

▪ The opportunity attitudes to the resource structure of the senior management, the 

definition of the clear risk appetite, consistent behavior, 

▪ Having a developed integrated internal control system, 

▪ The control environment and processes which interiorizes a strong risk culture, and the 

design and implementation of information and communication infrastructure, 

▪ Ensuring the coordination among the mechanism, and utilizing the third line of defense 

to increase the responsibility of each mechanism, 

▪ Providing that the mechanisms can be integrated and run in synchronism with the 

internal control system and in its entirety, 

▪ Creating a control concept that has been internalized by the employees and 

stakeholders, and can fit in with all of them, 
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▪ With a risk-oriented approach, clear and net determination of the business process with 

the persons and organizations, who take the support services, 

▪ Effective implementation of modern policies for Human Resources, 

▪ Training and activities for active awareness, 

▪ Determining and regarding early warning signals, and taking actions for them, 

▪ Getting the help of feedbacks, 

▪ Applying an open-door policy, 

▪ Providing the effectiveness of surveillance, control, and follow-up mechanisms,  

▪ Updates through regular reviews. 

 

21. Can You Speak to the Problems, which had Difficulty in the Establishment of 

the Internal Control System? 

The problems arise in: 

▪ planning, 

▪ selection of the technology, 

▪ implementation, 

▪ application, 

▪ surveillance processes, 

▪ governance habitat, 

▪ corporate culture level, and 

▪ approaches of the senior management. 
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22. What are the Problems Experienced in the Planning Process? 

In planning the systematic framework of the internal control system to be created in the 

enterprise; 

▪ failure of senior management to provide the necessary support, 

▪ non-presentation off the detailed risk map of the enterprise during the planning 

process, 

▪ non-embracement the entire institution of the designed system, 

▪ non-Being of actions based on patient and modern knowledge, 

▪ non-Benefitting from experts, and using copy-paste method, 

▪ design mistakes,  

▪ the complexity of the project, 

▪ ignoring exceedingly the legislative harmonization, 

▪ Non-using of the designed model in all cells in the governance, risk management, and 

internal control systems of the enterprise 

▪ problems arising from the nature of planning. 

23. What Are the Problems Experienced in Carrying into Action of the Model? 

The Problems in this process are: 

▪ that the senior management does not provide the necessary support, 

▪ weakness arising from test studies, 

▪ incoordination between designed internal control mechanisms and existing business 

processes, 

▪ in-house resistance, 

▪ intracompany skill deficits, 

▪ insufficient training for employees, 

▪ the insufficiency of active awareness activities ... 
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24. What Are the Problems Experienced in Implementing the Model? 

During the implementation of the model, the problems are: 

▪ ineffectiveness of the designed control environment, 

▪ that the control processes do not work effectively, 

▪ insufficiencies in formal and informal communication with quality information 

production, 

▪ deficiencies in the predictions of risks and indecisions, 

▪ effects of management's interference, 

▪ insufficiency of the active awareness level that should be awaked in all stakeholders, 

▪ implementing factor, 

▪ mistakes in the preference of technological infrastructure, 

▪ inconsistencies in human resources and organizational practices in the business, 

▪ the effects of new internal and external factors, 

▪ inadequate practices in surveillance, follow-up, and reaction… 

 

25. What are the Problems Arising from Attitudes of the Senior Management, 

and Habitat and Corporate Culture Level? 

Senior management is sensitive due to the interaction with personal factors and elements in 

the governance system habitat. Nevertheless, they do not produce the required policies, 

because of their different reasons (e.g., "the service production capacities of the units are 

limited by controls," the costs increase, the business profitability decreases, and so, we cannot 

reach the targets at all ") or because of their malicious approaches. They can act inconsistently 

and take the disruptive step in the system in the phase of implementation. 

The key issues about the governance habitat are deficiencies in legislative harmonization, 

communicative inadequacies, discrepancies, and conflicts about the business objectives. 
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The level of corporate culture limits the application in the following cases: 

 if it is not risk-oriented, 

if there is no common language and values, 

if it does not base on effective business processes, 

if the number of qualified and reliable employees is insufficient, 

if there are faulty human resources policies, 

if there are inconsistent attitudes and behaviors of the management, 

if there is no learning organizational structure in the business, 

 

26. Are the Senior Management Exactly Aware of Internal Control System 

Application Level? 

On this point, there is a nice study, KPMG made GfK Turkey research it and released it. In the 

enterprises in our country, it lays the discrepancies in the awareness of senior management 

and their measures for the risk of fraud, which is one of the important. 

For the senior managers, who are working in different sectors in Turkey, and contributes to 

research, it is stated that: 

▪ 93% of them think that fraud is an important issue for Turkey, 

▪ 57% of them think that the risk of fraud will increase in the next two years, 

▪ 81% of them have come across with at least one case of fraud in their working life, 

▪ 23% of them have experienced more than ten fraud cases. 

All the same, participants, the same senior managers: 

▪ 92% of them think that fraud is not a big problem for their companies, 

▪ 30% of them think that there is no risk of fraud in their company and it will not be 

existing in the next three years, 

▪ 66% of them think that the internal control system in their companies is sufficient to 

prevent fraud. 

https://technologydevelopmentgroup.net/


                                         

If you want to read more e-books, please check available books at https://technologydevelopmentgroup.net/ 
27 

27. How Should the Internal Control System Methodology Be? 

For the building and applying of an effective internal control system, which provides a 

competitive advantage in an enterprise, supports sustainability, contributes to the 

establishment of a reputation among stakeholders, and encourages employees to internalize 

the learning corporate culture structure, we present our suggestions below upon of the above 

information. 

▪ Respectful approach and practices for the expectations of stakeholders in the 

governance habitat, 

▪ Overall covering the whole risk map of the enterprise, 

▪ Acceptance of the human factor as the most important factor, 

▪ Successful integration of employee and technology, 

▪ Digitalization in parallel with resources and using of high technological infrastructure, 

▪ Using the institution's culture, vision, mission, basic values, and strategic goals as a 

base, 

▪ Learning the risk-oriented corporate culture and developing the corporate culture, and 

internalizing it by stakeholders, 

▪ Prudential, conscious and consistent attitudes and behaviors of senior management 

(Board of Directors and Executive Board Members), 

▪ Awareness that the main responsibility belongs to senior management in technology 

selection, 

▪ Based on ethical values in the enterprise, creating a controlled environment, which 

grounds on modern practices, suits characteristics of the enterprise, and bases on 

effective and economic principles, 

▪ The building of effective risk management mechanisms, 

▪ Determination of methods, principles, and tools, which are used as a base in control 

activities, determination of quantitative and qualitative indicators with internal and 

external legislation; giving due consideration to non-financial as well as financial 

indicators, 
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▪ Providing of the integration and synchronization in themselves and with each other of 

the internal control mechanisms, 

▪ Effective and active information and communication infrastructure, which accords with 

the governance system, 

▪ Regular and periodic surveillance of the system through feedbacks and general and 

predetermined indicators for updates, 

▪ Monitoring and measuring compliance with the determined policies, legislation, and 

processes, 

▪ Considering potential external and internal factors, such as technology, 

▪ Making preparations, including Business Continuity and Rescue Plans for Emergency 

and Unexpected Situations, 

▪ Being envisaged of corrective measures and monitoring of their fulfillment, 

▪ Allowing for automatic control systems in business processes, and supporting data 

analysis with information technologies, 

▪ Effective implementation of mechanisms, such as separation of duties, approval, 

confirmation, agreement, key controls, etc., 

▪ Modern policies and practices for human resources, 

▪ Giving necessary support and equipment to Internal Audit activities, 

▪ Following innovations such as ISO Standards, ITIL, COBIT, COSO Internal Control System, 

The third line of defense, 

▪ Taking professional support in the phase of planning and applying a systematic side of 

the internal control system. 

 

28. Does the Proactive Internal Control System Contribute to the Competitive 

Advantage? 

With an internal control system, which includes effective reactive processes, and bases on 

proactive control management; 

▪ A risk-oriented corporate culture with business processes is developed, 
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▪ The enterprise is kept safe from potential major and minor damages, 

▪ The reactive measures required during the threat are applied immediately and properly, 

and the actions are taken for "transformable corporate culture", 

▪ Employees are increasingly satisfied with their jobs and the satisfaction of customers 

and suppliers increases, 

▪ Stakeholders feel confident, 

▪ Errors, deficiencies, compliance problems, and fraud risks are prevented well, 

▪ In-house productivity increases and costs decrease, 

▪ Operational performance becomes satisfactory, 

▪ The senior management focuses more on opportunities as a result of effective 

management of the potential risks. 

Consequently, all of these will provide a competitive advantage to the enterprise to achieve 

its strategic goals. 

 

29. Do You Have Anything to Add About the Management Control Function? 

With effective internal control systems, management of the enterprise performs their 

control functions, the governance habitat, the values, vision and mission, strategic plans, 

the size of the enterprise, the level of corporate culture, the technological infrastructure, 

and the regulations. 

 

The prior conditions for all these safe, effective, economical, and effective controls are as 

follows; 

The action of the senior management with the responsibility and awareness ''the true 

owner of the business'', 

Internal control mechanisms are integrated and synchronized in the internal control 

system, which is designed by characteristics of the enterprise and covers the whole 

enterprise. 
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Just as all our organs work-integrated and synchronized with each other for the 

continuation of our lives, likewise, all service units in the enterprise must work 

effectively in coordination by internalizing the corporate culture. This is necessary for 

the enterprise to have a strong immune system against internal and external risks while 

achieving its goals. 

In all these processes, if the following conditions are met, the control function, which 

will create operational high performance and effective risk management will equally 

be effective. 

▪ How effective the internal information and communication channels are, 

▪ If there are advanced communication and integration between people and 

technology, 

▪ If there is senior management sentiment for taking action and following up 

against the feedback of the surveillance activities, 

▪ How higher the rate of adoption of the company and the jobs by employees is, 

▪ If there is a strong risk-oriented corporate culture environment. 

 

iii. OPERATIONAL RISKS 

30. What Does Operational Risk Mean? 

Operational risks are the possibility of loss-making arising from  

 

▪ inadequate or unsuccessful business processes,  

▪ people,  

▪ systems and external actions during the operations of the enterprise. 
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31. What are the Sources of Operational Risks? 

Operation risk sources for financial institutions have been categorized as follows in Basel II. We 

can think that this is the same for all sectors. 

▪ Internal Fraud 

▪ External Fraud 

▪ Employment Practices and Workplace Safety 

▪ Client, Products, and Business Practices 

▪ Damage to Physical Assets 

▪ Business Disruption and System Failures 

▪ Execution, Delivery, and Process Management. 

 

32. What is Fraud? 

According to the International Institute of Internal Auditors (IIA), 

‘’Fraud can be defined as any illegal act characterized by deceit, concealment, or 

violation of trust. These acts are not dependent upon the threat of violence or physical 

force. Frauds are perpetrated by parties and organizations to obtain money, property, or 

services; to avoid payment or loss of services, or to secure personal or business 

advantage.’’ 

 

The Association of Chartered Certified Accountants (ACCA)'s the definition of 'fraud', based 

on the International Standard on Auditing (ISA) 240, is 

''An intentional act by one or more individuals among management, those charged with 

governance, employees, or third parties, involving the use of deception to obtain an 

unjust or illegal advantage.'' 

There are main differences between fraud and mistake. Fraud is a planned and secret action, 

which is done for personal interests. 
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33. What are the Types of Fraud? 

There are two Types of Fraud: 

▪ Internal Fraud is also called occupational fraud, employee fraud, professional abuse. 

▪ External Fraud is made by criminals, such as organized- and cybercriminals, hackers, 

who are outside of the company and professional at fraud. The employees of the 

company can also be collaborators of swindlers. 

Forms of abuse: 

▪ Corruption: to obtain financial advantage by abusing the duty and authority in the 

company 

▪ Abuse to Assets: to embezzle by manipulating accounting records, misconducting a 

duty, authority, stealing stocks, fixed assets, rights, and cash on hand from the 

company. 

▪ Financial Statement: to swindle by misconducting a duty and authority, by a high or low 

showing off the assets and income of the company. 

 

34. Who, Why, and How Does Fraud? 

The fraud triangle is commonly used to explain the reason behind an actor's decision to 

commit fraud. The fraud triangle is based on three concepts that interact with each other 

(pressures, opportunity, and rationalization). 

These three concepts are as follows at the bottom of this perpetration. 

Actor (Actors) affords unfair advantage by misconducting their duties and authorities in 

the company, because of the pressures, which they are affected with a different reason, 

and which think as a strong impulse to act, 

Actor (Actors) performs the fraud, alone or in tandem with other persons, by identifying 

the appropriate opportunity, 

Actor (Actors) rationalizes the crime by making excuses to salve their conscience. 
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The fraud triangle 

i. Pressures (Motivation, Incentive) 

An actor is under internal and/or external pressure arising from needs such as financial 

to perform the fraud. After that, they are motivated to take action with the effect of this 

strong pressure. We can divide pressures, which cause the crime and takes hold of the 

actor, as personal and environmental. 

Personal Pressures are: 

▪ problems in the life before the company-life (depts, disputes), 

▪ bad habits (gambling, drugs, alcoholism, over-nightlife), 

▪ the desire of living above of level of income and de facto living, 

▪ personal ambitions and greed. 

Environmental Pressures are: 

▪ pressures by family, close friends, and social environment 

▪ pressures and behavior of manager and workmates, the opinion of wrongdoing, 

▪ pressures arising from behavior in the social/economic/cultural environment. 

For example,  

the actor or her/him relative needs an urgent and sizeable amount of money, such as 

gambling debt payment, a serious health problem. Consequently, her/his despair in 

repayment of this money, 

Giving in to the pressure of the chief for her/his future in the company, 

Problems experienced in the company (salary, promotion, performance evaluation, 

exclusion, insults, feeling small) ... 

 

ii. Opportunities 

The Actor decides to perform the fraud under the influence of motivating pressures. To 

act s/he determines the current control environment and control processes weaknesses 

in the company. There is a lack of control in the company before the fact and fraud. 
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This calls her/his attention. The actor reviews them in detail and tries to uncover new 

deficiencies. Later on, the deficiencies, which will occur in the control processes in the 

general routine working environment of the enterprise, are monitored to perform the 

fraud. The action is taken all in good time. 

 

The best opportunity for fraud in the enterprise is the moment, in which the potential 

actor does not feel the "threat of being caught". As we mentioned before, the actor is 

already aware of some deficiencies in the control. The size of this deficiency motivates 

her/him to commit the crime. So, this makes him feel more comfortable about not being 

caught. 

What creates an atmosphere open to fraud is the inability of the senior management of 

the enterprise to establish an effective and reliable internal control system in the 

company. 

That the actor does not feel the threat of being caught, arises from weaknesses and 

deficiencies in the following internal control mechanisms. 

▪ corporate culture, 

▪ application of policies determined by senior management, 

▪ attitudes and behaviors of the senior management, 

▪ organizational structure, 

▪ business and control processes, 

▪ human resources policies, 

▪ business procedures, 

▪ information and communication infrastructure, 

▪ surveillance and reporting mechanisms, 

▪ security measures, 

▪ internal audit. 
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Besides the current opportune environment, other factors for the fraud opportunity 

are: 

▪ that the actor is already ''an experienced criminal'', 

▪ high enterprise management and high turnover of the employee, 

▪ the weaknesses in the control measures for suppliers and support services, 

▪ that the enterprise has significant managerial problems, 

▪ irreconcilable difference between partners and the senior managers 

▪ that the enterprise has severe financial difficulties, 

▪ the level of trust of the actor in the enterprise, 

▪ that the actor has other criminals with whom s/he cooperates and trusts. 

The actor/s analyses all these control weaknesses decide through which deficiency and 

when to perform the fraud... In case of the repetition of fraud, the actor monitors and 

analyses the control processes in the enterprise. 

 

iii. Rationalization 

We mentioned in the previous paragraphs that the actor is motivated by personal and 

environmental pressures to perform the fraud, makes decisions, and determines 

opportunities for the fraud, and waits for a good time. 

Besides, the actor creates reason(s), which is another element of the fraud triangle, to 

salve her/his conscience. That means the actor finds a good reason(s) to also convince 

her/himself. Thus, s/he rationalizes her/his crime in self-conscience. 

The examples to rationalization; 

▪ the thought that s/he only borrows money from the company and would repay 

the debt as soon as possible, 

▪ the thought that s/he will make her/his family happy with the earned money (a 

more luxurious life, educating their children in the best private schools, etc.), 
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▪ to help in solving problems of her/his close friends, workmates and social 

environment by fulfilling the wishes of them, 

▪ the thought that s/he are subjected to great injustices in the company (giving of 

lower wages than they deserve in promotions, performance premiums, salary 

increases, etc.), 

▪ revenge arising from the thought of constantly exclusion and abasement by 

her/his chiefs and workmates, 

▪ the thought that s/he gets urgently some amount of money from her/his more 

'abstract' company, not from a person (e.g., from the company owner), 

▪ being threatened because of e.g., gambling debt, and the thought of seeing no 

other way, 

▪ the thought of 'nobody notices this in this big company', 

▪ being obligated to perform an act of fraud under the pressure of her/his chief, 

which s/he does not want to do it, 

▪ the thought that her/his responsibility in the fraud decreases with participation 

and encouragement of the people around them (family, close friends, 

workmates), 

▪ and other issues mentioned in the ‘’pressures’’. 

 

35. What Are the Management of Risks Arising from Information Technologies? 

While checking up risk management policies and processes, the use of information 

technologies is considered. Risks arising from information technologies are in on the 

operational risk. Since these risks can be a multiplier of other risks arising from activities, an 

integrated risk management approach is adopted. 

Data is obtained from the follow-up and surveillance of information technologies. It is ensured 

that these data become a part of the organization's integrated risk management framework. 

It is discussed as a part of corporate governance practices. Policies, procedures, and processes 

are established and reviewed. Risk management processes cover overall the enterprise. The 

Board of Management is responsible for the management of information systems at the 

highest level.  
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Senior management's surveillance also includes management and security of legislative 

harmonization and reputational risk. It covers risk management, internal control system, and 

internal audit by basing on the effectiveness of information systems management. 

 

36. Why Is the Management of Information Technology Systems Risks 

Important? 

▪ Recognition and adaptation problems of disruptive technological changes because 

of decrease in the time intervals, 

▪ Protection of intellectual property rights, 

▪ Performing of operational performance as predicted, 

▪ Protection of personal data, 

▪ The multiplier effect of risks arising from information technology, 

▪ Effective configuration management and patch requirements arising from rapid 

changes in software and applications, 

▪ Difficulties in competitive environment owing to rapid developments in information 

technologies, 

▪ Establishing a ground for different mistakes and frauds by the information systems, 

▪ Becoming popular of organized crime groups in the information technologies fraud, 

▪ Cybersecurity threats, 

▪ Risks owing to the widespread purchase of support services, 

▪ Business processes and business continuity depend significantly on the availability 

of information systems, 

▪ Providing the security of transactions and data stored, transferred, and processed, 

▪ Get difficult to keep records of customer identification, undeniability, and 

transaction traces. 
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37. What Does Information Security Management Include? 

▪ Protection of Information Assets (Physical assets, software, customer information, 

intellectual property right, 

▪ Management of security control process, 

▪ Process Management of support services' purchase, 

▪ Identity and Access Management (Access security, Identity validation, 

Authorization, User Management, Identity lifecycle), 

▪ Undeniability and responsibility assignment, 

▪ Authorization, 

▪ The integrity of transactions, records, and data, 

▪ Creating audit coverage, 

▪ Data privacy (the protection of personal and corporate data, Data classification, 

Data Leakage Prevention), 

▪ Customer notification, 

▪ Privacy of customer information, 

▪ Physical security, 

▪ Information systems business continuity, saving, and contingency plan, 

▪ Management of the information technology and Cyber Security risk. 
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iv. COSO INTERNAL CONTROL SYSTEM FRAMEWORK 

 

38. What Is COSO? 

In the 1990s, numerous frauds of financial statements occurred in multinational companies that 

originated in the United States. the five private sector organizations of members of the 

Treadway Commission have established COSO (Committee of Sponsoring Organizations of the 

Treadway Commission) to go into these frauds. 

Because of the effect of major corruptions in that period, such as Enron, World.com, the 

establishment purpose of COSO was to carry out works on internal control mechanisms, which 

would help to finding out and decreasing of frauds. 

Following the searches, COSO published the first COSO internal control integrated framework 

in 1992. This model had gained huge popularity around the world. However, the renewed 

version of this model was published in 2013. The model, which has been prepared specially by 

considering technological developments, organizes the basic principles and objects of the five 

basic elements of the system. 

Today, the COSO internal control system is used commonly in many public and private sector 

organizations around the world, for  

▪ design,  

▪ application,  

▪ and evaluation of the internal control. 

COSO also carries out works on the Corporate Risk Management Framework. This latest 

framework was published in 2017. 

 

39. What Is COSO Internal Control System? 

The COSO Internal Control System-Integrated Framework, which is updated in 2013, has an 

operational structure for the daily activities of an enterprise to reach budget and strategic 

goals. It enables to be evaluated systematically the minimum internal control practices. 
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According to COSO, the internal control system is a system, which is affected by the board of 

directors, senior management, employees, and stakeholders of an enterprise, and is 

responsible for providing a high level of assurance for the enterprise to achieve its primary 

objectives. 

Human is the most important element in the internal control system. All employees have roles 

and responsibilities in the internal control activities. The system comes under the influence of 

people, who work at all levels of an enterprise. 

 

40. According to COSO, for What does the Internal Control System Aim? 

In the Internal Control-Integrated Framework, the main purpose of the internal control system 

in an enterprise is stated to contribute to the enterprise to reach the goals and to the risk 

management of the enterprise. This contribution is at the highest level. The reason it cannot 

make an absolute contribution is due to the human factor, the unexpected large internal and 

external risks, and the cost-benefit analysis. 

The COSO Internal Control System framework collects the objectives of the internal control 

activities in an enterprise under three main headings as operational, reporting, and 

compliance: 

▪ Operations Objectives relate to the effective and efficient performance of the business 

operating system to protect assets of the enterprise and to achieve operational and 

financial goals. 

▪ Reporting Objectives focuses on internal and external financial / non-financial 

reporting, and other aspects such as reliability, transparency, time limits in reporting by 

regulatory agencies and senior management of the enterprise. 

▪ Compliance Objectives covers the laws and other regulations, which the enterprise is 

obliged to comply with. 

 

41. What Does the COSO Internal Control System Cover? 

It is stated in the COSO 2013 Integrated Framework that the internal control system is a 

system created to provide a reasonable level of assurance owing to the following issues to the 

senior management. 
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▪ it is affected by the actions of senior management and employees, 

▪ it can be adapted to the needs of the business, 

▪ it consists of cyclical business processes, 

▪ it ensures the protection of business assets, 

▪ it helps to ensure efficiency in daily operational activities, 

▪ it ensures that the reports are reliable, 

▪ it contributes to internal and external legislation harmonization of the transactions. 

 

42. How COSO Internal Control System Achieves Its Goal? 

With the values, policies, business standards, procedures, principles, financial and other 

regulations, the technological infrastructure and risk management tools, the internal control 

system 

▪ takes advantage of advanced technology, 

▪ implements modern human resources policies, 

▪ monitors the assets, including information assets, of the enterprise, 

▪ reviews regularly the profiles of risks, 

▪ works to ensure compliance with internal-external legislation, 

▪ reduces the possibility of mistake, omission, incomplete transaction and fraud, 

▪ provides an effective, efficient and reliable operational structure by using tools, such 

as segregation of duties, duty-authority-responsibility, approval, confirmation, 

reconciliation, job rotations, 

▪ ensures exact and correct recording of financial data to the accounting system, 

▪ ensures on-time arrival of financial reports to the right people and institutions. 
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43. According to COSO, how is the Efficiency of Internal Control System Kept at 

Minimum Level? 

According to COSO, an effective internal control system depends on the existence of the 

following five, at least, elements and their functioning in integration with each other. 

The relative elements should contain the requirements of 17 principles, which are set out by 

the COSO. 

During following the principles, COSO has also identified 77 Points of focus as a reference 

point. The points of focus and the application of the controls are left to the senior 

management's evaluation. However, when the points of focus are analyzed one by one, most of 

them should be included in the internal control system of an enterprise. 

Consequently, with the 5 basic elements and 17 principles, which will be in the COSO 2013 

Integrated Framework, implementation of 77 Focal Points (just those of them preferred by the 

senior management) and achievement of enterprise's internal control system objectives in 

three basic categories (operational, reporting and compliance) are ensured. And still, 

consequently, the risk of failure of the enterprise to achieve its goals is reduced to an 

acceptable level. And this contribution is a high-level assurance offered to the senior 

management. 

According to the 2013 COSO Internal Control System-the Integrated Framework, the senior 

management's ability for the right decisions is required in designing, implementing, and 

carrying out the internal control system and evaluating its effectiveness. Reasoning in the 

limits set by-laws, rules, regulations, and standards improve management's ability for right 

decisions about internal control mechanisms but cannot guarantee perfect results. 

 

44. What are the Five Basic Elements of the COSO Internal Control System? 

i. Control Environment, 

ii. Risk Assessment 

iii. Control Activities, 

iv. Information and Communication, 

v. Monitoring Activities. 
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We state the elements, principles, and points of focus one by one in the next question. To not 

digress, we will also show the key features and the necessary structures of the relevant 

principles and points of focus, while explaining the basic elements of the COSO Internal 

Control System. Only when there is a need, we will give additional information under the 

principle or focal point. 

 

45. Can You Explain the Above-Mentioned Control Environment in COSO 

Internal Control System? 

Control Environment 

It is the attitude and behavior about the importance of the control of the company's senior 

management. It is connected with all the elements of the internal control system. 

It consists of 

▪ integrity and ethical values, 

▪ effective participation of the board of directors and audit committee, 

▪ philosophy and business style of the senior management, 

▪ policies, business standards, processes, procedures, 

▪ commitment to value talent and competence, 

▪ modern human resources policies and practices, 

▪ organizational structure 

that will ensure the successful execution of internal control activities in the whole enterprise. 

Control Environment essentially determines the control awareness in the enterprise. The 

organizational and cultural atmosphere enables employees to run prognosticative their roles 

and to feel their responsibility of control and accountability. Self-control in this structure is 

essential but besides that, advanced control instruments are also applied. Employees know 

their duties, responsibilities, and authority limits in an effective control environment. They are 

aware of what is right and how to do it right with knowledge and logic, which they have. They 

abide by the company's policies and procedures, ethical principles, and codes of conduct. This 

awareness needs to expand to the governance habitat, more importantly to its business 

ecosystem. 
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The control environment is an unseen factor, which includes technical competence and ethical 

commitment, for an effective internal control system. The senior management of the 

enterprise is responsible for creating ethical rules, which comply with the importance of the 

internal control system and includes the operating norms, setting the 

duties-authority-responsibilities with the organizational structure, establishing and 

implementing effective human resources policies, and general monitoring of the system. 

 

Integrity and ethical values are the basic core of the control environment for design, execution, 

and monitoring of other elements. Honest and ethical conduct can gain importance by 

announcing the ethical values, which are setting, to all stakeholders and by following the 

application level. Inconsistent, senseless, or malicious senior management and foreign 

interventions affect negatively the application level. 

The more important thing in in-house control culture is that the controls should be carried out 

by the person who performs and approves the transaction. Authority controls should complete 

the self-control process as an inseparable whole. 

If integrity, ethical values, codes of conduct, and compliance with business standards are at a 

high level, then a risk-oriented corporate control culture is a matter of. 

The tone of the corporate culture should also be made with the effective and modern control 

environment elements, which will be applied by the senior management. 

 

To achieve this, it is necessary to do the following: 

▪ The objectives of the enterprise, the source structure, as well as its governance 

habitat requirements, should be considered, 

▪ Sensitive and but uncompromising ethical values, vision, and policy for conducting 

business, establishing standards and procedures of the business, and their announcing 

with the most effective channels to all stakeholders should be at the highest level. 

Starting with the senior management, behaviors, like they follow the rules, should be 

showed, and finally, application controls should be made, 

▪ A consistent and reliable business procedure should be presented with a leadership 

philosophy, which supports the internal control system, 
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▪ Authority-duty-responsibilities and business processes should be determined with a 

systematic organizational structure, 

▪ A balanced reward and responsibility mechanism should be set, 

▪ The norms and principles about all elements should be consistent and should support 

each other, 

▪ The mechanism, such as audit, reporting, review, evaluation, taking fast action, 

follow-up, and update activities should be existing, 

▪ Training and awareness training for compliance with ethical values and norms should 

be provided during daily work. 

 

The following principles are important for being considered in the management philosophy 

and procedure of the business, which forms the basis of management attitudes and 

behaviors. 

▪ Discipline to compliance with ethical values and codes of conduct in management's 

decisions and attitudes, 

▪ Approaches of management to take and monitor the risk, 

▪ Attitudes and actions of the management for financial reporting, 

▪ Approaches of the management for information and communication processes, 

▪ Approaches of the management for information processing, accounting, and 

finance activities, 

▪ Attitudes of the management for employees and other stakeholders, 

▪ Management's style for the effectiveness of the monitoring and internal audit 

functions. 

 

Consequently, control environment activities with strong infrastructure and soft controls, 

which base on competence, ethical structure, operational style, motivation, management 

tone, trust, shared values, corporate attitudes, transparency, fairness, effective leadership, 

expectation management, integrity, and moral infrastructure, are the primary element of the 

effective risk-oriented corporate culture. Thus, idealized self-control is reached as required. 
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Organizations become learning and changeable organizational structures, which ensures the 

absorption of ethical values, respect, trust, merit, the same language, creativity, and 

cooperation. 

Senior management is responsible for determining the spread between the business 

standards and the actual situation and for taking the proper steps. It discharges this 

responsibility with its audit and other necessary committees, organizational infrastructure, 

information processing infrastructure, communication infrastructure, and surveillance 

mechanisms (e.g., internal audit). 

 

46. What Is the First Principle of Control Environment of COSO Internal Control 

System? 

The First Principle is: 

Demonstration of the commitment to integrity and ethical values in the enterprise. 

 

47. Which Points of Focus Should be Considered in the Application of the 

Control Environment's First Principle? 

Points of Focus: 

▪ Sets the Tone at the Top 

▪ Establishes Standards of Conduct 

▪ Evaluates Adherence to Standards of Conduct 

▪ Addresses Deviations on time 

 

48. What Is the Second Principle of Control Environment of COSO Internal 

Control System? 

The Second Principle is that: 

The board of directors demonstrates independence from management and exercises 

oversight of internal control. 
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To give further information about this principle: 

The Board of Directors determines the level of internal control awareness directly or through 

the committees (for example, the Audit Committee). 

 

To ensure this situation, the board of directors 

▪ should be independent of the company's senior management, 

▪ should have experienced members, who are experts in their subject, 

▪ should provide the due diligence and technical capacity in decisions for activities, 

▪ should ensure the establishment of mechanisms, which monitor the level and 

accordance of the activities included the five basic elements of the internal control 

system, and determine its framework, 

▪ should behave ethically and consistently, 

▪ should establish an interactive relationship with internal and external auditors, 

▪ should get consultancy support on subjects, which require a high level of expertise, 

▪ should monitor the actions of the senior management. 

 

49. What are the Points of Focus of the Control Environment's Second Principle? 

Points of Focus: 

▪ Establishment of Oversight Responsibilities 

▪ The Board of Directors' Application of Relevant Expertise 

▪ Independent Operating of the Board of Director 

▪ The Board of Directors' Oversight for the System of Internal Control, such as Risk 

Assessment, Control Activities, Information and Communication, and Monitoring 

Activities 
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50. What Is the Third Principle of Control Environment of COSO Internal Control 

System? 

The Third Principle: 

Managerial organizations for the achievement of the goals should be made. Board oversight 

activities, structures for the operational system, reporting lines, and appropriate authorities 

and responsibilities should be determined clearly. 

The organizational structure of an enterprise provides a framework for the activities planned, 

performed, controlled, and monitored by the senior management to achieve the goals. 

 

With systematic organizational structure planning for the effective execution of activities, it 

aims 

▪ consideration of stakeholders' requests, 

▪ fair assignment of authorities and responsibilities, 

▪ implementation of the segregation of duties, 

▪ establishing the necessary effective reporting lines, 

▪ consideration of the needs, which will arise due to the size of the enterprise, the 

resource structure, and activities, 

▪ creating of the business processes, which are integrated with technological 

infrastructure and comply with the norms, 

▪ keeping of key controls in business processes, 

▪ employment of competent, reliable, and experienced personnel, 

▪ related resource allocation for fulfilling of tasks, 

▪ the necessary communication activities for that the policies and business standards are 

understood and known by all stakeholders. 

It is very important that the employees fully understand their roles and are aware of their 

duties and responsibilities, both for actions in compliance with business processes and the 

principle of accountability. 

https://technologydevelopmentgroup.net/


                                         

If you want to read more e-books, please check available books at https://technologydevelopmentgroup.net/ 
49 

51. What are the Points of Focus of the Control Environment's Third Principle? 

Points of Focus: 

▪ Considering All Structures of the Enterprise 

▪ Establishing of Effective Reporting System 

▪ Defining, Assigning, and Limiting of Authorities and Responsibilities, 

 

52. What Is the Fourth Principle of Control Environment of COSO Internal 

Control System? 

Fourth Principle: 

The enterprise should employ talented and qualified employees, become organized towards 

the goals, and create an environment, which ensures their development and continuity. 

Human resources policies and practices should include the following activities to create a 

peaceful and developmental business climate and a reputable employer brand. 

▪ Planning of the senior management changes, 

▪ Employment of talented persons, 

▪ Organization of employees, 

▪ Respecting by considering differences, 

▪ Orientation and vocational training, 

▪ Leave planning, 

▪ Career planning, rotation, transfer, and promotion, 

▪ Fair performance evaluation, 

▪ Consultancy, 

▪ Salary system and balanced rewarding, 

▪ Retention and development, 

▪ Dismissal, 

https://technologydevelopmentgroup.net/


                                         

If you want to read more e-books, please check available books at https://technologydevelopmentgroup.net/ 
50 

▪ Social activities, 

▪ Occupational health and safety rules, 

▪ Codes of conduct and disciplinary activities. 

 

When hiring someone for the enterprise, it should be considered whether they are talented, or 

not. Their education, career, past achievements, and commitment to honesty and ethical values 

should also be taken into account. Interviews should be organized by considering the 

differences of talented people. In employment, talent, competence, and confidence are the 

main criteria. 

The working environment should also be designed by considering the needs of the job and 

staff and the differences. For example, a solution suitable for the light and sound sensitivity of 

neurology specialists can be found. 

The realistic business purpose for the employee must be established. External pressure on 

employees, which could lead them to fraud must be eliminated. 

The applied human resources policies should be measured, evaluated, and reviewed 

periodically. They should be revised in light of their results, and innovations in human 

resources management. 

 

53. What are the Points of Focus of the Control Environment's Fourth Principle? 

Points of Focus: 

▪ Establishing of Policies and its Practices 

▪ Evaluating of Competence and Shortcomings 

▪ Attracting, Developing, and Retaining of the Individuals 

▪ Planning and Preparing for Success 

 

 

 

https://technologydevelopmentgroup.net/


                                         

If you want to read more e-books, please check available books at https://technologydevelopmentgroup.net/ 
51 

54. What Is the Fifth Principle of Control Environment of COSO Internal Control 

System? 

Fifth principle 

In the pursuit of objectives of the enterprise, the individuals are held, who are assigned to 

service units and concern the internal control, responsible for the results of their service. 

 

55. What are the Points of Focus of the Control Environment's Fifth Principle? 

Points of Focus: 

▪ Enforcing of the Accountability of Authorities, and Responsibilities in Structures, 

▪ Establishing of Performance Measures, Incentives, and Rewards, 

▪ Evaluating regularly of Appraising Employee Performance in the Organization, 

▪ Considering Working Environment, Goals, External Pressures, 

▪ Providing Rewards or Exercising Disciplinary Action as Appropriate According to 

Performance Evaluation 

 

56. Can You Explain the second Component ‘’Risk Assessment’’ of the COSO 

Internal Control System? 

Risk Assessment 

Risk management is the process of determining and evaluating the risk and reducing the 

negative effect of risk on enterprise activities. 

However, risk assessment is the evaluation of internal and external risks, which the enterprise 

might face in the necessary operational activities while taking advantage of business 

opportunities, in a dynamic and repetitive process. 

The risk appetite of the senior management and the organization's risk profile is the most 

important factors in the assessment. 
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Opportunities and targets that the enterprise will get, are determined, then the possible risks 

for reaching the goal are determined, classified, and analyzed with their types and impact 

levels. Related risks are also evaluated in this process. 

Risk is the probability of occurrence of situations, which can hinder the achievement of 

business objectives. However, the natural risk is the risk that arises if the enterprise does not 

take any measures. Still, however, residual risk is the type of risk, which the enterprise faces 

even after taking measures against natural risk. Residual risk is an acceptable risk. 

In the risk assessment process, the main points about how risks will be managed with risk 

tolerances are determined. At this stage, the precondition is that the risks are linked with the 

operations, reporting, and compliance objectives in the business processes for all units and 

employees. 

A competent team should be formed to determine and evaluate the risks that will arise. 

Sufficiently clear risk management criteria should be set in compliance with the business facts. 

Risk management instruments based on advanced technology should be used. 

Senior management should also consider the possible negative impacts on the internal control 

system of possible changes in internal and external factors. 

Risk assessment has a two-dimensional process: When addressing risk in a business, its 

occurrence and impact on operations should be considered. It is decided which action will be 

taken based on business processes and information assets for each possible risk to be 

encountered afterward. 

Due to the fact that the phase of the Risk Assessment in the framework of the COSO Internal 

Control System is in the basic five elements of the internal control system, 

The criteria for determining and evaluating the risks are set out clearly in the targets of  

• operations,  

• external financial reporting,  

• external non-financial reporting,  

• targets for internal reporting and compliance with the legislation. 
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While determining objectives: 

▪ the governance habitat of the enterprise, the potential of its ecosystem, the sectoral, 

financial, technological current situation, and its human resources should be based, 

▪ management's risk appetite should be conceived, and management choices should be 

reflected, 

▪ the risk profile and tolerance level of the enterprise should be considered, 

▪ appropriate resource allocation should be existing, 

▪ accounting norms should be followed, 

▪ reports should be same with the business activities, 

▪ transactions in compliance with the legislation should be planned. 

 

57. How Are the Risks Determined? 

Methods for the risk assessment: 

▪ Quantitative and Qualitative risk assessment 

▪ Risk rating 

▪ Management analysis, 

▪ Predictive analysis and strategic planning, 

▪ Assessment findings 

 

Key risks are prioritized after the determination of financial, operational, and strategic risks. 
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58. What Are the Chances of Risk Factor? Can you explain it with examples? 

Some risks might reach a higher level of effect or change for some reasons. These factors 

should also be considered in the assessment of the risk. 

These factors: 

▪ Change of Business Model, 

▪ Changes in the operational environment, 

▪ Changes in legislation, 

▪ Employment of new Individuals, 

▪ Change of employee's department, 

▪ Leave of Employment, 

▪ Changing of Senior management  

▪ arising from support services 

▪ Changes in information systems, 

▪ New technologies, 

▪ Changes in business processes 

▪ Rapid Growth, 

▪ New production lines, units, products or activities, 

▪ Institutional reorganization, 

▪ International operations, exchange risks, 

▪ Changes in the arrangement of accounting records, 

▪ External factors. 
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59. How Is the Risk Management Process? 

After the risks are identified and evaluated, its management process begins. In this process, 

policies and procedures, which will be applied to be prepared for risks and to reduce the 

effects of possible risks on the enterprise are designed. The risk management instruments are 

provided. 

For employees, there is information about how much each risk will be reduced in the risk 

management department. With this information, detailed procedures and operational guides 

are prepared on how to take action against the risk to be faced and which risk management 

tool to use. Decided control mechanisms are included in business processes and those 

responsible are assigned. 

 

60. What Are the Risk Management Tools? 

• Reducing of Risk, such as implementing preventive control activities for risks, internal 

controls, segregation of duties, security measures, compliance controls) 

• Transferring of Risk, (sharing the risk (business partnerships, special agreements), 

spreading the risk (investment in different sectors, horizontal-vertical integrations) 

• Avoiding Risk, (not starting the process or activity or closing it if it is active, not putting 

the new product on the market, leaving the branch of activity) 

• Accepting of Risk (accepting, if the risk appetite of the enterprise is at its limit, and if it is 

not possible to set to zero the risk, and if the resource for the management is much 

higher than the enterprise's one) 

 

61. What Is the Sixth Principle of Risk Assessment of COSO Internal Control 

System? 

Sixth Principle 

The enterprise should specify criteria to enable the identification and assessment of risks 

relating to objectives. 
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62. What are the Points of Focus of the Risk Assessment's Sixth Principle? 

 

Points of Focus: 

 

Points of Focus for Operation Objectives: 

▪ Reflecting management preferences 

▪ Considering the risk tolerance level 

▪ Existence of operational and financial activity objectives 

▪ Creation of a basis for the allocation of resources 

Point of Focus for External Financial Reporting Objectives: 

▪ Compliance with Applicable Accounting Standards 

▪ Considering Materiality 

▪ Reflecting Entity Activities 

Point of Focus for External Non-Financial Reporting Objectives: 

▪ Compliance with the standard and framework set by the superior and regulatory bodies 

▪ Considering the clarity standards 

▪ Reflecting Entity Activities 

Point of Focus for Internal Reporting Objectives: 

▪ Reflecting management preferences 

▪ Considering as planned of the clarity standards 

▪ Reflecting Entity Activities 

Point of Focus for Legislation Harmonization Objectives: 

▪ Reflection of foreign laws and regulations 

▪ Considering risk tolerance 
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63. What Is the Seventh Principle of Risk Assessment of COSO Internal Control 

System? 

Seventh Principle 

The organization identifies risks to the achievement of its objectives across the entity and 

analyses how the risks should be managed effectively. 

This principle includes the classification and rating of the risks after the risk’s identification, 

that the assessment covers the whole enterprise including the group companies, the analysis of 

internal and external factors in the assessment process, action planning for the potential risks. 

 

64. What are the Points of Focus of the Risk Assessment's Seventh Principle? 

Points of Focus: 

▪ Including of Organization, Subsidiary, Division, Operating Unit, and Functional Levels 

▪ Analyzing Internal and External Factors 

▪ Involving Related Authority of Management 

▪ Classification of Risks Identified According to Effect Level 

▪ Determining the risk action planning 

 

65. What Is the Eighth Principle of Risk Assessment of COSO Internal Control 

System? 

Eighth Principle 

The potential for fraud should be considered by the enterprise in assessing risks. 

According to COSO, the management of fraud risks is answered in questions 32 and 33. 
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66. What are the Points of Focus of the Risk Assessment's Eighth Principle? 

Points of Focus: 

▪ Considering Various Types of Fraud 

▪ Assessing Incentive and Pressures, which makes the potential actor turn into crime 

▪ Assessing Opportunities, which are in the enterprise for the commission of the offense 

▪ Assessing Attitudes and Rationalizations 

 

67. What Is the Ninth Principle of Risk Assessment of COSO Internal Control 

System? 

Ninth Principle 

The enterprise follows, determines, and assesses changes, which cannot be predicted but might 

significantly impact the system of internal control. 

 

68. What are the Points of Focus of the Risk Assessment's Ninth Principle? 

Points of Focus: 

▪ Assessing Changes in the External Environment 

▪ Assessing Changes in the Business Model 

▪ Considering Changes in Senior Management 

▪  

69. What are the Features of Effective Risk Management? 

▪ Risk management methodology, 

▪ The senior management's supports, 

▪ Risk-oriented learning corporate culture, 

▪ Effective organizational structure and process designs, 
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▪ Effective Using of the technology, 

▪ Internal control environment, 

▪ Simplicity in applications, 

▪ Transparency, 

▪ Accountability, 

▪ High-Security Concept, 

▪ Training, 

▪ Providing effective information and active awareness for all stakeholders. 

 

70. Can You Explain the third Component ‘’Control Activities’’ of the COSO 

Internal Control System? 

Control Activities 

The potential risks in the process of achieving the goals with an integrated approach should 

be managed and controlled through the policy, business standards, procedures, and 

organizational structure formed by the senior management, the values, and the compliance 

with regularity. From this point of view, control activities are needed, which cover all 

employees and stakeholders in the enterprise and are related to prevention, detection, 

directing, and correction processes in the business processes. 

When defining the type and process of control, the action to be taken should enable the 

enterprise to manage the risks to be faced during the activities to increase the probability of 

reaching its objectives. 

The activities in the enterprise under the internal control system have a cyclical systematic 

structure. In this structure, continuity is essential in the activities in the processes of the 

internal control system. So, to learn the execution level as planned of each process or 

application in the internal control system in the enterprise, some policies and norms about 

business processes are developed. These are called control activities. 
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The data obtained in the control activities are evaluated immediately and/or periodically. The 

measures to be taken are decided. Actions are taken and the action plan details and control 

activities are re-evaluated. So, revisions are made. Here, PDCA (Plan, Do, Check, Act) cycle by 

ISO can be considered. 

Control activities should be in with the risk management processes. Besides this, the risk 

profile and risk appetite of the enterprise are in step with that. That is, it should be neither too 

strict nor too flexible. Complying with the characteristic structure of the business is one of the 

most important issues is that it should. 

Planned controls should be done on time. However, corrective measures should also be 

planned. The criteria of responsibility and accountability should be set for managers and other 

employees in the processes. 

The last thing for this question, in the execution of internal control activities, the technological 

infrastructure should have cared, and technology-based controls should have developed. These 

are the most important things due to the requirements of the digital age. The technological 

infrastructure of the enterprise must be in compliance with regularity, perform relevant 

transactions, and be integrated with the planned business processes and control criteria. 

 

71. What Are the Types of Control Activities? 

There are two types of control activities: preventive and detective. Apart from these, there is 

also directive and corrective. 

Preventive Controls: 

These are the controls to deter an unplanned result from being realized. It focuses on 

minimizing the impact of the mistake, negligence, intention, or external factors. These controls 

prevent mistakes and frauds and decrease costs of correction. 

Such as segregation of duties, authorization, effective communication, written documents and 

delegation of authority, written contracts, approval mechanisms, access management, 

performance management (business plan, commitment, monitoring, and assessment), 

advanced accounting ordinance of recording, budgeting, and budget discipline, documentation, 

surveillance and monitoring, pre-audit (e.g., pre-check of payments), competent and reliable 

employees, training/awareness activities, independent authorization, security measures... 

Some of the measures to prevent frauds and cyber-attacks are also included in this issue. 
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Directive controls, such as information, protection, behavior shaping, directing to the desired 

purpose is a method of control activities, which is complemental for the preventive controls. 

Detective Controls: 

These controls detect whether unplanned things will happen or not. Because it is not possible 

to deter all risks with preventive controls, detective controls may be necessary. 

Such as re-computations, reconciliations, re-check, analyses, reviews, stakeholder complaints, 

employee rotations, pressure for compulsory leave, the examination of documents, log checks, 

anomaly checks, scenario analysis, stress tests, auditing of calculations, transactions, and 

reports... 

Corrective Controls are formed to be a complement in the minimization of risks and to provide 

a corrective action to recover, reverse or prevent undesirable consequences. It helps in the 

reduction of identified risks. 

72. Can You Explain the General Classification of Control Activities? 

Control activities include information processing-based and/or manual control processes, 

which are used to obtain data aimed at the effective implementation of the business and 

control framework formed by the senior management at different organizational and functional 

levels. 

Control Activities: 

▪ Performance reviews - performance level evaluations for the determination of the 

spread between the predicted and the real situation, 

▪ Information processing – controls in an organization towards accuracy, completeness, 

and authorization of transactions, information system controls consisting of integrated 

controls, such as general controls, 

▪ Security of assets - controls such as periodic counting, access controls, physical security 

measures, 

▪ Segregation of Duties - certain key functions should not be performed by the same 

person, 

▪ Authorization - execution of the transactions by people with appropriate authority, 

▪ Approvals - approval processes of the completed transactions, 
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▪ Log record checks, 

▪ Controls for information and cybersecurity vulnerability, 

▪ Verifications, 

▪ Reconciliations. 

73. What Are the Good Practice Characteristics of Control Activities? 

▪ A corporate structure, which is ethical values-bound, is risk-focused, applies leadership 

at all levels, is in compliance with the governance habitat, and can learn and transform, 

▪ Positive attitudes and behaviors of the senior management, 

▪ Flexibility and speed, 

▪ Employment of competent staff, 

▪ Covering all enterprise and predicting all risk, 

▪ Focusing on critical points of operational processes, 

▪ Integration of processes, 

▪ Accuracy: providing accurate, valid, reliable, and available information, 

▪ Simplicity and understandability of controls, 

▪ Employee contribution in the design of controls, 

▪ Reliable and effective information/communication infrastructure for all stakeholders, 

▪ Initiation of control tools for cost-benefit analysis, 

▪ Effective using of technology, 

▪ Expert support, 

▪ Review, 

▪ Effective monitoring and reporting mechanisms, 

▪ Quick reactions for problems, 

▪ Re-evaluation of policies, procedures, and practices. 
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74. What Are the Limitations of Control Activities? 

For some reason, control activities may not show the expected effect. 

These factors: 

▪ Human: Employees have to make decisions to perform operations, achieve objectives. 

They will not be able to avoid acting with the thought "nobody is perfect". Just as 

artificial intelligence will do in the future! Of course, please regard the intentional 

actions... 

▪ Governance Habitat: e.g., errors by stakeholders, malicious acts, and attitudes because 

of conflicts of interest. Here, the management process of the support services provider 

is very vital 

▪ Organizational Structure: The size of the enterprise and geographic and platform spread 

to determine the budget for the internal control system. They also affect the 

management of processes, such as the execution of the business, recording, reporting, 

and decision-making. So, there are issues about the size... 

▪ Collusion: extraordinary relationships between employees, stakeholders, and malicious 

executive interference 

▪ Deadline: the works and reports are not completed on time or delayed 

▪ Control Override: exceptional situations in norms and execution of instructions by 

junior employees 

▪ Being Tolerant: immoderation of tolerance 

▪ Changing Conditions: negative effect on the enterprise of a big fraud in the shareholder 

and senior management, other managers and employees, the governance habitat, 

information technologies, security management systems 

▪ Changes and Limitation in the Regulation 
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75. What Are the Key Controls? 

Key controls are required to increase the effectiveness in minimizing risks. E.g., 

▪ Ethical rules 

▪ Reliable and competent employees 

▪ Training and awareness activities 

▪ Employment practices 

▪ Performance management 

▪ Data and application security 

▪ Written policy, procedures, and business processes 

▪ Authorization and approval documentation 

▪ Processing, Summarizing, Recording, Reporting 

▪ Segregation of Duties 

▪ Monitoring 

▪ Independent commitment 

▪ Transaction reports 

▪ Budget reports 

▪ Self-assessment, operational unit, committee, etc. 

 

76. Is There a Framework for Online Internal Controls? 

Dynamic developments, such as technological developments, digitalization of companies, 

transactions between branches/partnerships, commercial transactions on the web, mobile 

transactions, using clouds present solution offers for measuring the health and quality of 

online-real time transactions day by day. 
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Instant control is mandatory when the following facts are followed: 

▪ Validity of transactions 

▪ Mutual authentication of identity 

▪ Authorization,  

▪ Data integrity and confidentiality,  

▪ Non-repudiation  

▪ Auditability of transactions 

 

77. What Is the Tenth Principle of Control Activities of COSO Internal Control 

System? 

Tenth Principle 

The managers select, apply and develop control activities that contribute to the mitigation of 

risks to the achievement of objectives. 

 

78. What are the Points of Focus of Control Activities's Tenth Principle? 

Points of Focus: 

▪ Being integrated with Risk Assessment Activities 

▪ Considering Entity-Specific Factors 

▪ Determining Relevant Business Processes 

▪ Evaluating Different Control Types 

▪ Considering at What Level Activities Are Applied 

▪ Compliance with the Principle of Segregation of Duties 
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79. What Is the Eleventh Principle of Control Activities of COSO Internal Control 

System? 

Eleventh Principle 

General control activities over technology should be selected and developed. 

80. What are the Points of Focus of Control Activities's Eleventh Principle? 

Points of Focus: 

▪ Determining dependency between the using technology and the technology general 

control 

▪ Accord of controls activities and used technology infrastructure 

▪ Establishing control activities related to the security control process 

▪ Using relevant technology for development and continuity of process control 

81. What Is the Twelfth Principle of Control Activities of COSO Internal Control 

System? 

Twelfth Principle 

The organization determines control activities through policies that establish what is 

expected and regulations should be set to put policies into action. 

82. What are the Points of Focus of Control Activities's Twelfth Principle? 

Points of Focus: 

▪ Establishing policies and procedures for the execution of management’s directives 

▪ Establishing responsibility and accountability for executing policies and procedures 

▪ Performing the control activities promptly and regularly 

▪ Taking corrective action 

▪ Performing the control activities by using competent personnel 

▪ Reassessing the policies and procedures 
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83. Can You Explain the Fourth Component ‘’Information and Communication’’ 

of the COSO Internal Control System? 

Information and Communication 

Senior management produces correct and quality information in the scope of information 

activities for internal and external resources. With this information gathered from internal and 

external sources, it is ensured that all elements of the internal control system of the enterprise 

are integrated and synchronized. Ensuring the security of information (such as protection from 

unauthorized access, data leaks) is also an issue that should be prioritized. 

In communication activities, producing the required accurate and quality information is a 

continuing repetitive process to share with internal and external stakeholders and to obtain it. 

This process runs through prismatic, lower, upper, horizontal, and enterprise governance 

habitats in the enterprise. 

Stakeholders should know and understand their duties in process of the expectations of the 

senior management, current norms, the internal control system, and the achievement of the 

objectives. Other managers must have communication channels to reach the senior 

management. 

Correct and reliable information flow between internal and external stakeholders in the 

governance system should be ensured on time. Thus, effective communication activities are 

aimed to contribute to the efficiency of the internal control system of the enterprise. That the 

necessary information is provided on time and conveyed to relevant persons or institutions 

inside or outside the company is an essential principle of internal control. 

Communication activities should be organized in such a way that all stakeholders learn their 

responsibilities regarding the control environment, control activities, risk management, 

information and communication activities, and monitoring. Different communication channels 

such as a secure communication channel (e.g., ethics line, reporting line) for reporting errors 

and frauds should be established. Almost half of the stated frauds outs by reporting. 
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84. What Is the Thirteenth Principle of Information and Communication of COSO 

Internal Control System? 

Thirteenth Principle 

The authorities should obtain or generate and use relevant, quality information to support 

the functioning of internal control activities. 

 

85. What are the Points of Focus of Information and Communication's 

Thirteenth Principle? 

Points of Focus: 

▪ Identifying information requirements 

▪ Collecting data from internal and external sources 

▪ Processing relevant data into information 

▪ Maintaining quality throughout the process of information production 

▪ Considering costs and benefits 

 

86. What Is the Fourteenth Principle of Information and Communication of 

COSO Internal Control System? 

Fourteenth Principle 

The managers effectively communicate to elements of internal control the information for 

internal control, including regulation and responsibilities. 
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87. What are the Points of Focus of Information and Communication's 

Fourteenth Principle? 

Points of Focus: 

▪ Communicating internal control information 

▪ Providing Communication between management and board of directors 

▪ Providing separate communication lines 

▪ Selecting the relevant method of communication 

 

88. What Is the Fifteenth Principle of Information and Communication of COSO 

Internal Control System? 

Fifteenth Principle 

Related information should be communicated to external parties for the functioning of the 

internal control system. 

 

89. What are the Points of Focus of Information and Communication's Fifteenth 

Principle? 

Points of Focus: 

▪ Communicating with external parties 

▪ Providing inbound communications 

▪ Communicating with the board of directors 

▪ Providing separate communication lines 

▪ Selecting the relevant method of communication 

 

 

https://technologydevelopmentgroup.net/


                                         

If you want to read more e-books, please check available books at https://technologydevelopmentgroup.net/ 
70 

90. Can You Explain the Fifth Component ‘’Monitoring Activities’’ of the COSO 

Internal Control System? 

Monitoring Activities 

The planned operational structure of an enterprise, corporate culture effects, business habits, 

stakeholder relations, senior management's interferences and inconsistent behavior, 

technological developments, changes in the current regulation, changes in competitor 

strategies, external factors, as well as partnership structure interact with each other as a result 

of radical changes in senior management. Senior management should monitor the operational 

structure of the enterprise for the determination of new requirements related to the new 

operational performance level and risk management as a result of both the functionality of the 

existing operational structure and the above changes. 

During the execution of business activities throughout the organization, monitoring activities 

include 

▪ dynamic evaluation of risks, 

▪ the existence of the general and each factor of the operational system of the 

enterprise, 

▪ determining whether the operational structure is operating effectively, efficiently, 

economically, and reliably, 

▪ instant and periodic review with predetermined standards, 

▪ establishing bottom-up reliable control and reporting mechanisms, 

▪ on time, reliable, and designed reporting of activities to senior management and 

relevant managers in the management chain. 

 

Senior management of the enterprise fulfills the monitoring function with internal control 

mechanisms such as the audit formed by its members, high-level committees, independent 

internal audit unit connected with committees, compliance, risk management, law, internal 

control, information technology control, information security management, financial control, 

quality control, human resources, supply chain design/control, units of work safety. 

For enabling the successful continuation of internal control processes, these processes should 

be regularly monitored, determinations should be made, actions should be taken, and revisions 

should be made in both norms and control mechanisms when necessary. 

Monitoring activities detect in short the spread between the predicted and the actual 

situation. 
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Senior management reacts based on the external regulation determined by the monitoring 

mechanisms, ethical values, own risk appetite, and risk profile of the enterprise, and decides 

about new practices. 

The monitoring activity of the senior management is mainly to monitor the level of activity of 

the senior management (such as General Manager, Assistant General Managers, Department 

Heads), who have executive performance responsibility in the realization of business objectives. 

This fact is fulfilled in the same way to the bottom in business processes. 

The internal control system monitoring process: 

▪ Instant controls of information technology infrastructure, 

▪ Continuous monitoring, 

▪ Daily operational management, monitoring, and control activities, 

▪ Operational performance applications, 

▪ Review of the control design, 

▪ Testing of Internal Control processes and instruments, 

▪ Self-assessments, 

▪ Simplification of business-based control processes, 

▪ Control criteria in each management level, 

▪ Analysis of weaknesses including related business processes, 

▪ Evaluating Internal Audit reports and taking due actions. 

 

91. What Is the Sixteenth Principle of Monitoring Activities of COSO Internal 

Control System? 

Sixteenth Principle 

Relevant planning and activities should be performed to ascertain whether the components 

of internal control are present and functioning. 

 

92. What are the Points of Focus of Monitoring Activities’ Sixteenth Principle? 

Points of Focus: 

▪ Carrying out routine and private evaluations 

▪ Considering the rate of change in the business processes 
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▪ Establishing baselines and main points 

▪ Using knowledgeable personnel 

▪ Integrating with business processes 

▪ Adjusting scope and frequency of monitoring activities 

▪ Evaluating objectively 

 

93. What Is the Seventeenth Principle of Monitoring Activities of COSO Internal 

Control System? 

Seventeenth Principle 

Internal control deficiencies should be reported promptly to those parties responsible for 

taking corrective action, including senior management, as appropriate. 

 

94. What are the Points of Focus of Monitoring Activities’ Eighteenth Principle? 

Points of Focus: 

▪ Assessing results 

▪ Communicating deficiencies to those responsible for related duty, the senior management, and the 

boards of director 

▪ Monitoring corrective actions 

95. What is the COSO Cube? 

▪ In the front face of the COSO Cube, there are internal control components (from top to 

bottom, Control Environment, Risk Assessment, Control Activities, Information, and 

Communication, Monitoring Activities) 

▪ In the top side of the COSO Cube, there are international control objectives 

(Operations, Reporting, Compliance) 

▪ On the right side of the COSO Cube, there is the classification, such as Entity Level, 

Division, Operating Unit, Function 
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Only when the five internal control elements of COSO are fully implemented, the internal 

control system can effectively contribute to the processes of operation, reporting, and 

compliance. All elements and functions in the COSO Cube are interrelated and 

interconnected. 

 

96. What is the COSO Pyramid? 

There are the internal control components in the COSO Pyramid. From top to bottom, 

monitoring activities, information, and communication, control activities, risk assessment, and 

control environment.  Under the component, there are 17 principles and then 77 focal points 

and however, controls take part at the bottom of the cube. Elements and principles must be 

existing and compatible with each other. The points of focus and implementation of controls 

depending on the preferences of senior management. 

 

97. What is the Control Self-Assessment? 

A control framework is used to achieve business objectives. With this, it is determined whether 

the management of possible risks related to a general or a specific subject is effectively carried 

out by the relevant managers and employees. For this, the evaluations made by the employees 

in the relevant business processes with the support of internal auditors or external experts are 

called Control Self-Assessments. 

In these meetings, the action plan is set, and the applied action plan is periodically reviewed. 

New opportunities and weaknesses and strengths related to potential risks are discussed in 

detail. Actions are taken by analyzing action plan implementation results and risk changes. And 

then new control processes are designed. As a result, the adequacy, shortcomings, and 

strengths of the implemented action plan are evaluated in detail. 

Control Self-Assessment activities help 

▪ to adopt regulations in business processes in a clear and common understanding 

▪ catch the same language, 

▪ raise awareness in risk and control activities, 
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▪ that the control processes are renewed according to realities of the enterprise, 

▪ to increase the responsibility awareness of the authorities and other employees in 

business processes, 

▪ that an opportunity and risk-oriented corporate culture, which can learn and transform, 

spreads. 

 

98. Who Assists in the COSO Internal Control System? 

All managers in the management chain of the enterprise, employees, and other stakeholders 

(especially support services) in the governance system take a role in the effective execution of 

the system by grounding on the framework and details created by COSO. 

The Board of Directors supports the establishment of the control environment, risk 

management, control activities, information production, communication and monitoring 

infrastructure, and processes and executes them as planned in terms of reaching goals and 

objectives based on the norms and values of the governance habitat. 

In the framework of the Board of Directors' monitoring function, they talk with the senior 

management about the existence of the internal control system applied for the realization of 

the business objectives and its level of operation and makes the due leading. They do this by 

making no concessions of their expertise and independent decision-making. 

They benefit from routine reporting, committees, consultancy services, independent internal 

audit, and external audit activities, while they perform their monitoring function, which 

includes the weaknesses of the internal control system, the level of contribution to risk 

management, the activities of the senior management and the effectiveness of the existing 

internal control system. 

However, the senior management, with the awareness of the executive responsibility in 

achieving the goals and under the leadership of senior management, performs the tasks of 

designing, implementing, executing, and monitoring in compliance with the COSO Integrated 

Framework, the 5 basic elements, and 17 principles, which the internal control system of the 

enterprise should have, by inspiring from 77 points of focus. They lead and monitor the internal 

control system to run effectively. They implement corrective and preventive reactions through 

the determinations and feedbacks transmitted to them with the direction of senior 

management as well as internal control mechanisms. 
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Other officials in the system and all remaining employees are set by the board of directors 

and senior management. They fulfill the roles of the internal control system in the framework 

of the task-authority responsibility in the business processes. While performing their roles, 

recurring and unnecessary information stacks are avoided with a high level of cooperation and 

coordination. They act with a sense of responsibility by focusing on achieving the goals. 

Internal auditors independently evaluate the structural organization of the internal control 

system, its framework, the level of efficiency and reliability of the system, its weaknesses, the 

risks, and the strengths of resistance against new risks arising from external factors. Thus, they 

undertake a role, which gives high assurance to the senior management of the enterprise, and 

which consists of the board of directors and senior management (general manager, assistant 

general managers, department heads). 

Although the independent external audit does not play a direct role in the functioning and 

weaknesses of the internal control system, it assures all stakeholders about the reliability of the 

financial statements of the operating results. 

The framework of the relationship with other stakeholders (especially suppliers) should also be 

arranged. They should act in compliance with the mutual expectations of the business and its 

stakeholders. Shareholders, customers, and stakeholders providing support services must 

respect the operating standards applied by considering the core and governance habitat 

requirements of the enterprise. 

 

99. What Are the Advantages of the COSO Internal Control System? 

In this question, we will summarize the strengths of the COSO Internal Control System. 

 

When the COSO Internal Control System-Integrated Framework is applied, 

▪ it makes the operational infrastructure and performance of the enterprise effective, 

reliable, economical and activates it, 

▪ it is respectful to governance habitat requirements and gives confidence in activities of 

the enterprise, 

▪ it provides to the senior management (Board of Directors, General Manager, Assistants 

General Managers, Department Heads) relevant, high level of assurance, 
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▪ it has a universal system, its elements and principles can be applied under business 

characteristics all over the world, 

▪ it can be applied effectively without considering the size of the business, 

▪ it is an integrated system, it covers the entire business organization, 

▪ it considers the integration of technology and human, 

▪ it has a flexible structure, 

▪ it has a dynamic structure and is compatible with developments, such as digitalization, 

technological, etc., 

▪ ensures the execution of operational services by the processes and at a reliable level, 

▪ it is effective in risk management, 

▪ the transactions in compliance with the regulation are among its important objectives, 

▪ it aims to ensure that the reports are complete, reliable, on time, and to the relevant 

person, 

▪ it protects business assets at a safe level, 

▪ it enables risk-focused development of learning and transformable corporate 

structure, 

▪ it contributes positively to institution management (accountability, fairness, 

responsibility, and transparency), 

▪ it provides information and information technology security, 

▪ it predicts effective knowledge production and communication level, 

▪ it is effective against cybersecurity and fraud risks, 

▪ it provides to react immediately to error, deficiencies, intentions, and negligence, 

▪ it focuses on generating solutions on time, appropriately, 

▪ it includes business continuity and preparations for urgent and unexpected situations. 
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100. What Are the Weaknesses/Limitations of the COSO Model? 

 

The COSO Internal Control System Framework is not perfect. Even a perfect model needs 

renewal in time with the effect of internal and external factors. 

▪ Human Risks, 

▪ It cannot find a solution for the lack of self-confidence of the senior management for 

technological transformation and innovation, 

▪ It cannot provide full protection against non-standard interference of regulatory and 

supervisory organizations, 

▪ The board of directors, senior management, and other authorities cannot always make 

correct decisions. 

▪ Omission, mistake and intentional attitudes and inconsistent behaviors of the  

management chain, 

▪ The weaknesses arising from the problems in the design, implementation, execution, 

and review of the system, 

▪ It cannot provide absolute assurance in achieving business objectives, about excellence 

in operational performance and management of risks, 

▪ External factors, which have an uncontrollably strong and hard effect, can take a large 

blow to the business, 

▪ The objectives of the enterprise and the internal control system parameters might not 

be consistent. 

▪ Also, authorities and employees in operational business processes may sometimes 

perform in attitudes and behaviors arising from omission, mistakes, and intention in a 

busy schedule, 

▪ Managers and employees can attempt fraud in an organized manner. 

▪ Hackers from outside, frauds by the criminal organizations, 

▪ Failure to make the necessary speculation on internal audit in the integrated 

framework, 
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▪ Failure to establish the system with all the principles of the 5 basic elements because of 

the different regulations in the countries, where the group companies operate. 

 

V. CONCLUSION AND RECOMMENDATIONS  

101. How to Increase the Efficiency Level of the Internal Control System?  

Through the integrated implementation of the COSO model, a high level of assurance is aimed 

for the senior management with effective management of risks to achieve the objectives of the 

enterprise. 

So, how does the enterprise its goals and objectives achieve? 

▪ Having a learning and transformable risk-focused corporate culture level, 

▪ Establishing technological infrastructure in compliance with sectoral realities and 

resource structure of the enterprise, 

▪ 5 basic elements should be at the planned level in the internal control system, 

▪ The operational performance level is at the least planned level, 

▪ Reporting is correct, reliable, on time and to the relevant person/institution, 

▪ Complying with relevant internal-external legislation. 

If it is performed these main criteria, the internal control system fulfills duly the management 

control function and provides efficiency, reliability, economy, effectiveness, and security 

(information assets and human safety, etc.) in the relevant operational performance during 

achieving objectives of the enterprise. 

We will present below our recommendations for increasing the targeted level of effectiveness, 

and still, we will also emphasize some known recommendations: 

▪ Giving due importance to meeting the requests of stakeholders in the governance 

habitat, 

▪ Ethical rules and being in the effect of business standards, 

▪ Being taken as a basis of internal control methodology in business processes, 
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▪ Integration of the enterprise's governance, internal control, and corporate risk 

management systems, 

▪ Existence of basic internal control indicators in key performance indicators (KPI's), 

▪ The senior management of the enterprise should have a high level of awareness and 

sensitivity for the internal control system and deliver this with the policies, attitudes, 

and behaviors in the enterprise, 

▪ Senior management's support for the development of a risk-based learning and 

transformative corporate culture, 

▪ Adoption and implementation of corporate governance principles (fairness, 

transparency, accountability, and responsibility) in the enterprise, 

▪ Analyzing the objectives of the enterprise, opportunities, and risks with each other, and 

designing the internal control system accordingly 

▪ Increasing timely predictability of external factors and risk changes in the enterprise 

with the support to be received, 

▪ The absolute existence of 5 basic elements and 17 principles, taking inspiration from 77 

points of focus according to the enterprise needs, providing the effectiveness of internal 

control mechanisms, and reviewing them periodically, 

▪ Correct and quality information production and effective internal and external 

communication activities, 

▪ Systematic analysis of data obtained in control processes into correct and usable 

information, 

▪ Being instruments such as scenario analysis, stress tests, gap analysis, SWOT analysis 

in the activities, 

▪ Establishing an ethical line (reporting line), 

▪ Fraud prevention and detection practices should take as a basis of the Fraud Triangle 

theory, 

▪ Designing and implementing fast reaction processes, 

▪ Detailed planning the business continuity and emergency action plan in great detail and 

taking of the necessary first measures, 
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▪ Internal audit should have the necessary equipment and giving due importance to its 

determinations, 

▪ Talent management, merit, social responsibility, establishing realistic business 

objectives, assessment of fair performance, competent and reliable personnel, modern 

human resources policies and practices based on human resource development, 

▪ Active awareness, orientation, and volunteer training practices, 

▪ Absolute establishment of technology and human integration, 

▪ Ensuring harmony, efficiency, and necessary interaction with the elements in the 

ecosystem, 

▪ Providing a high level of service quality for customers, taking absolute advantage of 

customer feedback, 

▪ The Clear determination of the roles of lines, operating units, and employees by being 

integrated the Three Lines of Defence Model with the internal control system of the 

enterprise and being ensured their synchronized operations, the inclusion of them to 

business processes, encouragement of high coordination and cooperation to avoid the 

repetitions, the internal control system should cover throughout the enterprise against 

all risks, 

▪ A common use of advanced technological opportunities suitable for source structure, 

▪ Performing digital transformation in the enterprise, 

▪ Taking measures for cybersecurity, information and information technology security, 

▪ Use of united security systems, 

▪ Making periodic leak tests, 

▪ Advanced firewall applications, configuration, and patch management, 

▪ Bring your device (BYOD) policies, 

▪ Mobile Device Management (MDM) and Mobile Application Management (MAM) 

policies, 

▪ Creating cloud technology security policies, 

▪ Applying change management, 

https://technologydevelopmentgroup.net/


                                         

If you want to read more e-books, please check available books at https://technologydevelopmentgroup.net/ 
81 

▪ Taking physical security measures, 

▪ Considering the business realities in the design and implementation of business 

processes, key and soft controls in a cyclical and repetitive structure, and their renewal 

in the face of changes, 

▪ Providing corporate agility, including speed and flexibility, in reaction decision 

mechanisms for problems determined by the internal control system, 

▪ Getting professional support in specialization-required issues, 

▪ Risk-based establishment of supplier service procurement processes and its periodic 

audits, 

▪ Product and service quality controls, 

▪ Surveillance of R&D activities, 

▪ Following the methods and technology innovations for internal control mechanisms 

and ensuring their adaptation to the enterprise. 
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Attachment: 

TEST WITH 200 QUESTIONS  

about EFFECTIVENESS OF INTERNAL CONTROL 

SYSTEM  

in COSO 2013 Internal Control System-Integrated 

Framework 

Assessment 

❖ Yes - 2 point 

❖ No - 0 point 

❖ Both yes and no - 1 point 

Assessment can be made according to the answers given to all of 200 questions or for each 

section. 

According to the result of the assessment, 

up to 40% of point-scoring means that you have an inadequate internal control system, 

40% - 60% (inclusive) of point-scoring means you have an average internal control system, 

61% - 75% (inclusive) of point-scoring means you have a normal internal control system, 

76% - 90% (excluded) of point-scoring means you have an over-normal internal control system, 

90% and above of point-scoring means you have an internal control system that offers high 

assurance. 
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Exemplary Assessment: 

If you give 2 points to all 200 questions, you have 400 points in total and that means that you 

have reached 100%. 

100 points in 200 questions = 25%: Insufficient 

200 points in 200 questions = 50%: Average 

300 points in 200 questions = 75%: Normal 

 

I. Internal Control System-General 

 

1) Is there an integrated internal control system in the enterprise that covers the 

overall existing institution? 

2) Are there internal control mechanisms for changing the system to advanced 

technology? 

3) Does the internal control system in the enterprise provide operationally a high level 

of assurance and insight to senior management? 

4) Is the internal control system in the enterprise fully digitalized? 

5) Do the reports by the internal control system in the enterprise provide high safety? 

6) Are the transactions, which are carried out according to the internal control system 

in the enterprise, in compliance with the internal and external legislation? 

7) Is the general effectiveness/efficiency/economy/reliability level of the internal 

control system evaluated at least once a year? 

8) Is the internal control system of the enterprise checked by the internal audit at least 

once a year? 

9) Is an Internal Control System consonant with the 2013 COSO-Integrated Framework 

applied in the enterprise? 

10) Is the Third Line of Defense Model applied in the enterprise? 

11) Is there any communication for effective coordination among senior managers, on 

which operational, support, and supervision units are dependent, in the enterprise? 

12) Is the internal audit unit in the enterprise directly connected to the Board of 

Directors? 

13) Are corporate governance principles (fairness, responsibility, transparency, 

accountability) considered in the enterprise? 

14) Is there a governance system in the enterprise that considers the demands of its 

stakeholders? 
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15) Are the vision, mission, values , and strategic goals of the enterprise internalized in 

the governance and internal control systems? 

16) Is the business developing towards a corporate culture, which learns risk-based 

culture? 

17) Does the senior management of the enterprise show consistent behavior and 

attitude upon their principles and policies? 

18) Does the senior management of the enterprise take a lead-based developer role in 

human resources practices? 

19) Are business processes in the enterprise shaped according to the 3E (effective, 

efficient, economical) principle? 

20) Is the enterprise a company that learns innovations and changes? 

21) Does the enterprise follow closely the technological developments and adapt them 

to the information processing system? 

22) Can the internal control system meet the demands of the customer and another 

stakeholder quickly and flexibly? 

23) Is cost/benefit analysis performed in resource allocation? 

24) Has the enterprise completed the digital transformation and, by following 

technological innovations, does the enterprise adapt it to the existing structure, 

when there is a need? 

25) Is the internal control system open to innovation, does it have committees formed 

by competent employees, and cyclical and agile business/decision processes? 

 

II. Control Environment 

 

1) Has the Board of Directors met the "control environment" conditions in the 

enterprise? 

2) Has senior management determined and published ethical principles in the 

enterprise? 

3) Does senior management follow honesty and ethical principles? 

4) Are the commitment to ethical values and the principle of honesty in the entire 

enterprise? 

5) Is all personnel of the enterprise informed about the enforcements to be applied in 

case of unethical behavior? 

6) Are the external stakeholders of the enterprise informed about the determined 

ethical principles and their responsibilities regarding these principles? 

7) Are the operating standards of the executive in the enterprise established? 

8) Does the senior management have a clear and certain attitude in the framework of 

the norms set in the enterprise? 
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9) Are the standards in the enterprise opportunity-focused? 

10) Has a standard been developed regarding the duration and procedure for the 

services provided to the customer? 

11) Have the processes been determined to ensure that deviations from the determined 

standards are informed to the relevant and senior management? 

12) Are deviations from the determined standards communicated to the relevant 

persons and senior management on time and completely? 

13) Is the Board of Directors able to perform their duty independently of the executive? 

14) Is the Board of Directors able to show expertise in their work? 

15) Has the Board of Directors determined the framework for their monitor 

responsibility? 

16) Does the Board of Directors ensure the effective working of mechanisms that will 

perform their monitoring responsibility? 

17) Does the Board of Directors independently perform the monitoring of the internal 

control activities? 

18) Can the Board of Directors be able to direct the senior management to ensure the 

effectiveness of the internal control system? 

19) Does the Board of Directors effectively control the senior management activities of 

the enterprise in the scope of their monitoring function? 

20) Does senior management give due support to the internal control system? 

21) Has the senior management put into use an integrated internal control system in the 

scope of the 3E (effective, effective, economical) principle? 

22) Does the senior management actively follow the effectiveness of the internal control 

system? 

23) Have the due executive organizations been made to achieve the objectives? 

24) Is the entire organizational structure of the enterprise considered while creating the 

managerial framework? 

25) Have the structures for the operational system been determined? 

26) Are the duties-authority-responsibilities of the employees determined clearly in 

compliance with the principle of segregation of duties, associated with the business 

processes, and published in written form? 

27) Have effective business processes, including key controls, in the realization of 

transactions in the enterprise have been established? 

28) Have the signature and approval authorities in the workflow processes in the 

operational units been determined? 

29) Have the principles of the delegation of authority determined in writing? 

30) Are those responsible for reporting, channels, and authorities determined? 
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31) Is accountability ensured in the use of authorities and responsibilities determined in 

the organizational structure? 

32) Have procedures been established for human resources in the enterprise? 

33) Do these procedures prioritize skilled, competent, and reliable employees in the 

employment and work? 

34) Does the senior management of the enterprise personally organize competent 

employees towards objectives? 

35) Has an environment been created, in which capable employees are considered and 

their development and continuity are ensured? 

36) Are the objectives of the employees and operational units realistic? 

37) Has a reliable system for performance evaluation and rewarding success been 

established? 

38) Are the evaluations made in the framework of this system shared with the relevant 

employee? 

39) Does the established system include a balanced reward and punishment 

mechanism? 

40) Does Senior Management allow for contemporary approaches in the development 

of business culture? 

41) Are there studies done regarding the internal control system and its operation of the 

employees to increase the ownership of the duty that they are responsible for? 

42) Are awareness activities done for internal and external stakeholders regarding the 

internal control system and its operation? 

43) Is awareness created about fraud risks? 

44) Our social responsibility policies applied for the families of the employees? 

45) Are the values and demands of different generations for employees considered? 

46) Are behavioral and attitude deviations for employees followed? 

47) Is a regular and systematic communication mechanism established with the 

employees? 

48) Is there an open-door policy in the enterprise? 

49) Are suitable instruments (surveys, interviews, meetings, digital facilities, etc.) 

established to make evaluations for internal and external stakeholders? 

50) Are the above-mentioned instruments used effectively? 
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III. Risk Assessment 

 

1) Are not only the risks focused but the opportunities and objectives of the enterprise 

effectively considered in the risk assessment process? 

2) Are the criteria for determining and evaluating the risks in the enterprise sufficiently 

defined by a team of competent experts? 

3) Are potential fraud risks also considered in the assessment of risks? 

4) Are management preferences/risk appetite included in determining control 

objectives for operations? 

5) Is the risk tolerance level considered when determining control objectives for 

operations? 

6) While determining objectives for operations, do they include operational and 

financial activity targets? 

7) Is a basis for efficient allocation of resources when determining objectives for 

operations? 

8) Is External Financial Reporting in compliance with the current regulation and 

generally accepted accounting principles? 

9) Is the significance principle applied in External Financial Reporting? 

10) Do External Financial Reports reflect the activities of the enterprise? 

11) Is External Non-Financial Reporting in compliance with the standard and framework 

determined by the senior and regulatory bodies? 

12) Does external Non-Financial Reporting provide clarity standards requested by 

external regulation? 

13) Do External Non-Financial Reports reflect the activities of the enterprise? 

14) Are management preferences reflected in Internal Reporting? 

15) Are the clarity standards considered in Internal Reports as predicted? 

16) Do the Internal Reports reflect the activities of the enterprise? 
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17) Are foreign laws and regulations taken as a basis while determining the objectives 

for Compliance with the Legislation? 

18) Are technology-based risks considered while determining the objectives for 

Compliance with Legislation? 

19) Do the company officials determine the risks throughout the enterprise to achieve 

the objectives and evaluate them in the framework of the effective management of 

risks? 

20) Is the scope of risk assessment based on information assets, other assets, as well as 

enterprise-wide, subsidiaries, divisions, operational units, and task level? 

21) Are internal and external factors monitored and analyzed? 

22) Are the changes, which cannot be predicted before, but which may affect the 

internal control system absolutely, be monitored, detected, and evaluated? 

23) Are the technology-based changes being evaluated? 

24) Are changes in the business model being evaluated? 

25) Are changes in senior management considered? 

26) Are all relevant officials of the management involved in the process? 

27) Are the determined risks classified according to the impact level estimation? 

28) Does the business have a risk profile? 

29) Are policies for risk management established with a high level of participation? 

30) Is the annual risk action plan determined and published? 

31) Does senior management create awareness in internal and external stakeholders in 

the scope of the risk action plan? 

32) Are specific duties/authorities/responsibilities determined by associating with the 

processes that incorporate risk management activities? 

33) Have the measures taken for risk management been shared with the relevant 

persons in writing? 

34) Is there a risk management committee in the enterprise? 
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35) Are the main owners of the risk also able to speak effectively on the committee? 

36) Are information technologies used effectively in risk management? 

37) Are risk management tools associated with potential risks while creating risk 

management policies? 

38) Is cost-benefit analysis done in risk management activities? 

39) Are the procedures for monitoring the potential risks in parallel with the control 

activities? 

40) Has the reporting procedure for the implementation results of risk management 

measures been determined? 

41) Has the framework been determined for evaluating the reports and taking the 

necessary reactions quickly? 

42) Are the effects of the reactions taken followed? 

43) Are possible internal and external new risks, which have not been considered, 

effectively followed? 

44) Have reactive measures been determined to be applied in case of unexpected risks? 

45) Are effective information and communication mechanisms applied in the risk 

management process? 

46) Are the senior management, unit officials, and related employees aware of their 

roles and responsibilities in risk management? 

47) Are risk management activities carried out in coordination by different units in the 

enterprise? 

48) Are the experiences obtained from risk management in the operational units shared 

with other units? 

49) Is the effectiveness of risk management practices monitored by senior 

management? 

50) Are risk management practices subject to internal audits at least once a year? 
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IV. Control Activities 

 

1) Does the senior management of the enterprise identify and develop control 

activities that will ensure the achievement of business objectives? 

2) Are control activities integrated with risk assessment activities? 

3) Are entity-specific factors considered in planning control activities? 

4) Does the senior management show due attention for that the business processes 

should be in writing and covers the end-to-end enterprise through the information 

processing system? 

5) Is expert support received in creating business processes? 

6) Are related business processes determined, during creating business processes? 

7) Are different types of control established by the senior management? 

8) Are the execution methods and levels of activities considered during being 

determined control processes? 

9) Is there compliance with the principle of segregation of duties? 

10) Are the general control activities criteria of information technologies used in the 

enterprise determined and implemented? 

11) Are used technology and technology general controls linked with each other? 

12) Is used technology infrastructure with the control activities suitable? 

13) Are control activities for security controls processes established? 

14) Are technologies suitable for the development and maintenance of process controls 

used? 

15) Are the policies for control activities determined? 

16) Are the procedures designed for the implementation of the relevant policies? 

17) Is the infrastructure for information technologies and transactions in compliance 

with the current regulation? 

18) Are responsibility and accountability established for the implementation of the 

determined policies and rules? 

19) Are there written procedures for the activities, financial decisions, and transactions 

of the operational units? 

20) Can the relevant employee get these procedures? 

21) Are control activities performed on time and regularly? 

22) Are preventive, detective, directive, and corrective measures effectively 

implemented? 

23) Are control activities performed with competent personnel? 

24) Are policies and principles reassessed? 

25) Do the controls include pre-process, process, and post-process controls? 
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26) Is cost-benefit analysis made during the determination of control activities? 

27) Are confirmation and commitment mechanisms applied effectively? 

28) Is effective data analysis done? 

29) Are employment, rotation, leave, promotion and dismissal processes of employees 

managed effectively? 

30) Has the management process including selection, working conditions, contracting, 

termination strategies for support services been determined? 

31) Are the due management controls performed by the unit officials for the effective 

and continuous implementation of the procedures? 

32) Are any measures taken for lack of personnel, temporary or permanent dismissals in 

the units? 

33) Have measures been taken for the business continuity of the operational system in 

extraordinary situations, which might overpower the enterprise? 

34) Are there mechanisms to ensure the physical security of information processing 

systems? 

35) Are there mechanisms to ensure the record security of information processing 

systems? 

36) Are access authorizations made at the entries of the data processing system? 

37) Is an adequate and reliable backup mechanism established for the login, transaction, 

and data production records in the data processing system? 

38) Are there any taken measures for cyber threats against the IT system, BYOD (bring 

your device applications), virtual private networks, configuration and patch 

management, penetration tests, antivirus, firewall, intrusion detection, and 

prevention systems, and anti-malware? 

39) Are compensatory mechanisms predicted for extraordinary situations in information 

processing systems? 

40) Are control activities put to internal audit at least once a year? 

 

V. Information and Communication 

 

1) Do the authorities in the enterprise get, produce, and use quality information to 

support the functioning of internal control activities? 

2) Are the information requirements determined for the efficient execution of business 

activities? 

3) Is data collected regularly and systematically from internal and external sources? 

4) Is the collected data evaluated and transformed into quality information? 

5) Is cost-benefit analysis done during performing these transactions? 
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6) Do the authorities transmit effectively information about the internal control, 

included regulation and responsibilities to relevant persons? 

7) Is there reliable and effective communication between senior management and the 

board of directors in this process? 

8) Are different channels used in information and communication activities? 

9) Is there an active communication system for external stakeholders to operate? 

10) Has communication activities conducted towards the flow of information from 

outside to inside? 

11) Are proper communication methods used in communication activities according to 

the subject? 

12) Has it been appointed which reports will be prepared, by whom, how often, when, 

and to whom will be presented, in the whole enterprise and units? 

13) Are these reports put into in writing procedure and announced to employees? 

14) Is there an archive and documentation system for securely recording, classifying, 

protecting works and operations and for access conditions in the units? 

15) Is there a system in the enterprise, which designates the recording order of 

incoming/outgoing documents? 

16) Is internal communication made systematically? 

17) Is a report line for internal and external stakeholders existing for reporting frauds 

and other purposes in the enterprise? 

18) Do the used report line assurances to those, who will use it? 

19) Does the report line cover telephone and digital media facilities? 

20) Are internal and external stakeholders encouraged to use the report line? 

 

VI. Monitoring 

 

1) Are the necessary planning and activities made to learn whether there is an internal 

control element or not? 

2) Are routine and special evaluations about surveillance activities made? 

3) Is support got from expert workers in surveillance activities? 

4) Are surveillance activities integrated with the determined business processes? 

5) Are changes in business processes considered? 

6) Is the scope and periods of monitoring activities determined? 

7) Does the monitoring duty of the senior management include independent internal 

audits? 

8) Are the evaluations made by the internal audit made considering the values, 

legislation, policy, framework, procedures and targets, and performance level? 
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9) Are deficiencies, defects, fraud, mistakes, and negligence detected by internal 

control mechanisms and internal audits reported to those responsible, who take 

corrective measures, including senior management? 

10) Is the reporting done on time and correctly? 

11) Are the evaluations for the negativities detected by the internal control mechanisms 

made objectively? 

12) Are necessary and effective measures taken in the evaluation of the reports? 

13) Are actions after the measures taken be monitored? 

14) Are technology-based continuous monitoring activities in the enterprise effectively 

applied? 

15) Do all these monitoring activities offer a high level of assurance to senior 

management? 
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2012  

Deshmukh, Ashutosh, A Conceptual Framework for Onlıne Internal Controls, Journal of 

Information Technology Management  

ECIIA and FERMA, Guidance for Boards and Audit Committees on the Implementation of Art 

41. 2 of the 8th Directive  

Ergüden, A. Engin Kontrol Öz Değerlemesi ISMMMO Mali Çözüm Dergisi, 2009  

Hasanefendioğlu, Bülent COSO İç Kontrol Sistemine Dair Herşey!  

Hasanefendioğlu, Bülent 3’lü Savunma Hattının COSO İç Kontrol Sisteminin Etkinliğinin 

Arttırılmasında Kaldıraç Etkisi  
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