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WITH CASE STUDIES, 

THE APPLICATION FRAMEWORK OF 
THE THREE LINES OF DEFENCE MODEL 

 

 

INTRODUCTION 

         

In our study, we bring to you the application framework of the three lines of defence 

model with detailed answers of 59 questions, which is seen as a benchmark by especially 

international regulatory bodies and professional organizations in the management of 

operational risk in recent years. 

 

By making an extensive literature review on this matter that is insufficient in point of 

bibliography, we included the application frameworks, which are recommended by both 

theoretical information and regulatory bodies and professional associations. 

 

Wishing it to be helpful…. 

 

 

 

İstanbul, 25th April 2020 

Sincerely yours, 

Bülent Hasanefendioğlu 
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THE THREE LINES OF DEFENCE MODEL 
 

 

1. What Is the Three Lines of Defence Model and What Does It Do? 

 

There are different opinions that the reason of coming out of the three lines of 

defence model is originating from sports or military. The model has gained popularity 

in recent years. Because it makes a contribution in effectively managing the risk, 

with which the organizations face during the achievement of their goals, and in 

gearing up the operational activity. 

 

Moreover, it is seen as a criterion, a benchmark, which is not known whether it exist 

in the management, by many international organizations such as Basel Committee on 

Banking Supervision, COSO, IIA. 

 

2. What is the Three Lines of Defence Model Essentially? 

 

Application of the three lines of defence model guaranties to manage more 

effectively the operational activities and risks in the organization and active and 

economic framework. 

The model provides working together effectively the all units and lines in 

organizations.  Therefore, it is a model grounded on that they work integrated by 

accepting the task of supervision and coordination through three main lines. 

 

It has a prismatic structure with a horizontal, vertical, cross, internal and external 

relations. 
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3. What is the Key Feature of the Model? 

 

In point of conducting effectively and efficiently in applied organizations, the three 

lines of defence model makes a significant contribution in clearly determining duties, 

authorities and responsibilities on employees, units and lines, in ensuring of perform 

of coordination, in managing and controlling the risk. 

 

The elements of the three lines of defence planned in model play an absolute value 

creating role in governance system of organization. 

 

4. As for That of the Other Basic Features of the Model... 

 

Let's take a look at the basic features of the three lines of defence model, 

 

▪ It includes proactive and reactive features and is a management tool in 

point of that it performs effectively and efficiently the control function of 

top managements of enterprise, 

▪ It is grounded on integrated approach, 

▪ It ensures the integration of both between own lines of defence and with 

other operational systems' facts, in which it is takes a place.,  

▪ it provides to work synchronized the units and systems, in which it takes a 

place, 

▪ it improves the service capacity of the units, 

▪ it is objective and unaffiliated,  

▪ Each line in the three lines of defence has an appropriate character, 

▪ It has a flexible structure that is applied by considering the facts of each 

enterprise. 
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5. What Are the Facts of the Three Lines of Defence? 
 
 

 
 

 

The facts that is indicated in issued by The Institute of Internal Auditors above table 
and accepted is: 
 

▪ Senior Management 
▪ The three lines of defence 
▪ External Authorities. 

   

 We will reply to them in the following questions and tackle the units that can take a 
place in the three lines of defence. 
 
 

6. What is the Scope of Senior Management Indicated in Model?  
 
In the model, the senior management is segmented basically into several factors. The 
first of these is executive board, which is decision making body of the organization. 
The second one is supreme boards such as Audit and Risk Management, in which the 
executive board members and managers is. An the third one is general manager, 
vices general manager and department chairs, which are described as executive and 
got involved in the concept of senior of BRSA (Banking Regulation and Supervision 
Agency). 
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The senior management of organization (executive and decision-making bodies, 
boards) is responsible for the risk management systems, the effective, trustworthy 
and economical management of business processes and system of governance. 
 
All stakeholders of the organization want to be in safe about being conducted the 
activities in a planned and systematic way. Feeling of confidence is fulfilled only with 
an effective system of supervision. In this context, to be active of control processes 
with the control environment in which each employee in organization can feel 
responsible, to create an effective internal control system, to be kept under 
supervision. All of them rest with primarily senior management. The three lines of 
defence to be included in effective internal control system to be built and supervision 
function are ensured. 

 

 
7. What is the Role of the Executive Board in the Model? 

 
The internal audit unit are connected with executive board, board of auditors and 
direct and indirect boards that are in the third line of defence. It discharges the 
responsibility of supervision through these. In addition, it also audits the executive 
organs through the boards with executive board members. 

 
 

8. Modelde Üst Düzey Yönetimin Rolü Nedir?  
 
The executive organ ensures to effectively conduct activities of the first and second 
line of defence by using internal control, risk management and control, financial 
control, security, quality control, controls of authorities, information and 
communication channels with monitor compliances. And it discharges the 
responsibility of supervision. In this context, the senior management of organization 
pursues the early warning signals through key controls. It takes the actions to be 
needed for risk maximisation on time. It takes the proper measures, in order that the 
units of the first line, essentially responsible for the risk, conform to norms and 
behave in the risk driven corporate culture. 

 
9. How Committees Contribute to the Effectiveness of the Model?? 

 

Company's board and senior management keep watch on the functioning of the 
three lines of defence with the boards to be separately formed such as the audit 
committee, the risk committee, the misconduct tracking committee, etc. 
 
To influentially consider the created control environment, control processes, risk 
management policies and to effectively conduct them are committees' main 
functions. 
 
 
 

https://technologydevelopmentgroup.net/contact/


If you want to read more pdf books, please ask us available books at  https://technologydevelopmentgroup.net/contact/ 

 

7 
 

 
 
 

10.  Anything Else You'd Like to Add to Responsibilities of Senior 
Management Within the Context of the Three Lines of Defence Model? 
 
In organization, it pursues the early warning signals and takes the proper steps by 
using the channels of information and communication to perform the internal audit, 
the internal control, the risk management, the financial control, the security, the 
quality control, the authorities' controls, the reports, the budgets, the systems of ERP 
and control and monitor compliances effectively according to company's missions 
and values. 
 
The created dynamic environment is a key factor that prevents the management 
blindness. Task of supervision, especially while the business is going well, and most 
important than this, taking the necessary actions are ignored under cover of that it 
creates difficulties. This situation gradually causes the impediments in business 
organizations. And so, the collective ineffectiveness arises in the risk governance. 
And consequently, some risks begin to materialise, but any measures are not taken. 
The deterrent actions are neglected and finally the organization begins to suffer in 
above-mentioned way. 

 

In this sense, the Administrative Board should also carefully follow the senior 
management. However, the both function in the applying of the three lines of 
defence should be integrated. Senior Management play the main role in developing, 
applying, and evaluating the internal control system under supervision of 
administrative boards. 
 
In this context, The Administrative Boards, Senior Management and Committees are 
both the beginning from zero-point of The Three Lines of Defence and the ending 
after (incl. external organizations) The Three Lines of Defence. It is almost Armor of 
the lines. 
 
The senior management charges with being healthfully carried out the whole 
activities of the first and second lines of defence. Therefore, it is mainly responsible 
for the issues, such as organizational structure, works distributions, information 
systems, business processes, and building the internal procedure, etc. The 
administrative Boards only leads in this matter and are in supervision of applying of 
processes. They indirectly control the executive actions with the three lines of 
defence and periodic audits. 
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11.  What Is the First Line of Defence? 
 
Operational management, which is the source and manager of the risk, builds The 
First Line of Defence. 
 
Because they contact personally with customers and stakeholders, they get into the 
act according to predetermined business norms, in other words occupational health, 
and anti-risk criterions. 
Operational Management should be risk management oriented in discharging daily 
operational activities (on the basis of each process) to attain the organization's goals. 
It should plan an effective operational organization and put into practice it by senior 
management's consent. 
 
While doing planning for the being managed the risk management and operational 
activities effectively, it is the determination of the correct risks and limits to be taken 
as fundamental principle under sustainability. In this context, it should be based on 
the basis of continuous monitoring in point of; determination of the risk, evaluation 
of the risk, describing of the risk, classification of the risk, controlling of the risk, 
identification of the risk and minimization of risk with the reactions to be taken, 
reports generation, and probabilities of new risk with both the measures to be taken 
and weaknesses. 
 
Employees and stakeholders should keep informed about the internal standard, the 
awareness should be created, and it should be provided that the system, which is 
entered into force, is effectively conducted. 

 

 

12.  Of Which Units Does the First Line of Defence Consist? 
 
In a typical business organization, the units, which is in the first line of defence: R&D, 
P&D, Accounting, Sales, Marketing, Operation, Purchasing, Administrative Affairs, 
Human Resources (Certain Units). 
 
However, in a bank: Operations Centre, Data Processing System Department, Credit 
Allocation, Personal Banking, SME Banking, Corporate Banking, Purchasing, 
Administrative Affairs, Department of Construction And  Real Estate, Human 
Resources(current units: such as employment, training), Treasury,  Alternative Sales 
Channels and Branches. 
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13.  How Does the First Line of Defence Work? 
 
First of all, the units to take a part in the line should be completely specified. Also, 
the necessary implements should be supplied with the application norms to be 
needed to carry out operations.  
 
Secondly, the frame, which settles the relationship the units in the line among 
themselves and with the other units in the other lines, senior management, and 
external agency, should be laid bare and made clear. 
 
There are clearly defined duties, powers, and responsibilities, which ground on 
managing the foreseen risk except operational risk. For the controlling of these, the 
ones in the First Line of Defence fulfil it with sufficient authority controls and 
preventive internal control measures by basing on professionally planned business 
processes in the control environment of the enterprise. 

 

Employees, who work in daily and intense work prosses, in the frame of authority-
line position-responsibilities, are liable at process health through supervision, 
surveillance, revision, control self-evolution and approval mechanisms. 
 
As soon as mistake or deficiency, which poses a risk or are overlooked at, are noticed, 
it must be fulfilled. If it cannot be fulfilled, it must be reported. 

 
 

14.  What Is the Second Line of Defence? 
 
The second line of defence consist of the following units: financial control, which 
provides support to administrative activities, risk management, monitor compliances, 
data processing system security, internal control, physical security, job safety, 
information security, legal control, human resources, supply chain controls and 
quality assurance. 
 
Out of exceptional cases, they are not in principle in touch with customer contact. 
 
The units in the second line perform in semi-independent way the functions of 
surveillance and control of the risk. Data to help to healthfully implement the policy 
of effective risk management, and analyses contribute to correct information 
production. 
 
With the BRSA regulation, the units such as Risk Management, Compliance, Internal 
Control have also semi-independent status by being included to the internal systems, 
which are in audit committee directly under the senior management. 
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The units in the second line of defence enable to carry on business processes more 
effectively, trustworthy and efficiently with their status, specialization-required 
competence, tasking and power levels. 
 
With the reporting, which are made to senior management, they provide to 
functioning of the early warning mechanism at the executive blindness removing 
point. 
 
In addition, with their functions of generating of business norms and activating 
necessary risk management implements, they give support to the units in the first 
line of defence. In daily process, the advisory support is included to these. 
 
The more coordinative and effective the second line of defence works, the more it 
helps senior management to effectively perform their task of supervision. 
 
Basel Committee on Banking Supervision expect an objective challenge (their 
specialities presenting) from the units of the second line of defence. 
 
To sum up as a result, the risk management policies are formed to carry out 
operational activities in a business organization in anticipated way. By fore of these 
policies, within control environment and control processes established by the senior 
management, it keeps a close supervision on these; The status of actions taken by 
the units in the first line of defence,  the quality level of manufactured service and 
product, physical and informational data processing security, the risks from the 
business contracts, the risk and negatives in the supply chain. It supports to the units 
in the first line with its speciality. It keeps watch on by controlling sufficiently without 
delay the daily tasks. In case of that the application results identify a risk, It shares 
periodically it with relevant department, even it is not momentarily, and files on time 
reliable reports to senior management. 
 
The line does not only have a control function, but also performs its control function 
through service units' job description in the line. And it has also administrative 
function. In the second line of defence, control and administrative functions are in 
touch with each other. 
 

 

15.  Of Which Units Does the Second Line of Defence Consist? 
 
In a typical business organization, the units: Quality Assurance, Information Security, 
Financial Control, Human Resources (part of them, such as Occupational Safety and 
Health) 
 
However, in a bank, in addition to above-mentioned units: Risk Management, 
Monitor Compliance, Internal Control, Financial Control, Legal Audit, Supply Chain 
Management. 
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16.  How Does the Second Line of Defence Work? 
 
Second line of defence actions refer to function of operation, reporting and 
compatibility, supervision, and support. In fact, it is the complement of tasks, which 
are fulfilled in the first line of defence. 
 
By means of proactively applied policies and implements, it expediates taking the 
action for processes, which are found out defective, wanting, and unconformable 
with the laws and regulation. 
 
In addition, it partakes of a risk posing situation during the business processes. 
However, it enables the interference to actions in process. Thus, precautionary, 
corrective, and directing measures are taken. 

 

It reconciles the hostility between managers serving in the units in the first line of 
defence, and follows up the negligence causing false, and the intentional actions 
against the other.  
 
Besides, it tries to be completely up to the operational maps of the company, and to 
be unable to have unforeseen deficits posing a risk. 
 
Data acquired during the process of the second line of defence are effectively 
evaluated, and new situations are systematically integrated into the implementation. 
 
Another matter about the second line of defence is that the defence consists of great 
numbers of units' activities. Therefore, it is of vital importance in the performing 
function of activity level model, in which units of the senior management, the first 
and third lines of defence, and the second line of defence provide in the information, 
communication and condition between each other. Otherwise, in case of the data 
cemetery including same data, task of right risk management and supervision cannot 
be served.  

 

About evaluation, classification of the information achieved by the units in the 
second line of defence, taking new measures, updating procedures, entering the new 
tools into force, repetitive faults, deficits and legislative disharmonies, it is necessary 
the information sharing  and the coordination works between both the units of the 
line and other related units. 
 
During the misconduct risks, potential risks identified in the results scenario analyses 
and anomaly analyses in the data processing system should be shared with internal 
auditing unit in the senior management and the third line of defence.  
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The task of the related information technologies units (or cyber security) in the 
second line of defence is following: responsibility of the management of risks for 
cyber treatments and information technologies security, reaction process 
management during the attack, the primary powers and -liabilities in its high level 
informing and coordination.  
 
Quality of the human resources serving in the units of the line refer to level of key 
performance in the line. 
 
Finally, some units in the second line can be put together according to size of the 
company and governing regulation. 
 
 

17.  What Is the Third Line of Defence? 
 
On the basis of laws and regulation including international, regional norms owned by 
the business, the third line of model controls momentarily and periodically elements 
and applications of the frame of risk management with competent employees, who 
the company as fully independent from execution and objective has. It is the unit 
reports to owned senior management, pursues solving the problems in its findings, 
performs the function of internal auditing. 
 

 
18.  Of Which Units Does the Third Line of Defence Consist? 

 
The unit constituting the third line of defence is the internal auditing unit. Banks as 
well are named as department of inspection board. This service can be got outside as 
to the size of organization, resource structure, and regulation. 
 
 

19.  How Does the Third Line of Defence Work? 
 

It is primarily to state that, to give service in the level providing the three lines of 
defence, fully independent from the execution of the internal auditing unit, and 
employment of competent and reliable persons are prerequisite.  
 
Being succeed of the internal auditing units depend on using ultra advanced 
technological tools and being in force of procedures about its powers. 
 
About governance system of enterprise, operational system processes, 
harmonization of internal control system and risk management to internal and 
external legislation, reliability, efficiency, effectiveness, economy; internal auditing 
unit provides the information security based on independent and objective actions to 
senior management, other stakeholders. 
 
The third line of defence also can be assigned for the evaluating outlines formed for 
the risk management. 
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Consequently, harmony of activities of the first and second line of defence to 
predicted legislation, and level of performance too enter into the analysis and 
assessments. 
 
According to institute of internal auditors (IIA);  
 
Internal auditing activity is unit, department, adviser team providing an 
independent, objective assurance and consulting activity designed to improve and 
add value an organization’s operations. 

 

It helps an organization accomplish its objectives by bringing a systematic, disciplined 
approach to evaluate and improve the effectiveness of risk management, control, 
and governance processes.  
 
In the following International Standards for the Professional practice, which it has 
published, the Institute of Internal Auditors elaborates ho to carry out the function of 
business internal audit activities described as above: 
 
❖ 2130 – Control: The internal audit activity must assist the organization in 

maintaining effective controls by evaluating their effectiveness and efficiency and 
by promoting continuous improvement.  

 

❖ 2130.A1 – The internal audit activity must evaluate the adequacy and 
effectiveness of controls in responding to risks within the organization’s 
governance, operations, and information systems regarding the: 
 
▪ Achievement of the organization’s strategic objectives, 
▪ Reliability and integrity of financial and operational information, 
▪ Effectiveness and efficiency of operations and programs, 
▪ Safeguarding of assets, 
▪ Compliance with laws, regulations, policies, procedures, and contracts. 

 
❖ 2130.C1 – Internal auditors must incorporate knowledge of controls gained from 

consulting engagements into evaluation of the organization’s control processes. 
 
While the internal auditors are performing their tasks, they should feel the full 
support of the senior management and do their audit activities as risk based and 
without any boundaries. 
 
The internal auditor, who starts the work in the specified mission and frame, 
determines target risk world and risk space that is in themselves, selects the internal 
audit technique to be applied by themself, observes risk resources and 
developments, analyses, reaches cases that establishes the risk. 
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The Internal Audit Unit collects data and makes evaluations to establish the 
weaknesses causing the risk in front of the operating activities that the processes in 
systems such as governance, internal audit and risk management cause. 
 
 
 
It is independent in the high level, and objective. From this aspect, with strong 
authority level provided by audit mandate and its job definition only focused on 
observation and audit, internal audit differs in net from the units in the second line of 
defence. 
 
The internal audit unit also are entitled to investigate the identified and realised 
misconduct.  
 
The internal audit unit has no managerial responsibilities except own unit. Its 
consultancy task is an assignment based on the result of analyses. 
 
Within assurance service of the third line of defence,  
it does its duties based on generally accepted audit standards, professional ethics 
rules, experiences of the internal auditors, internal and external legislation. 
 
Control mechanisms are built and organized by the senior management of the 
enterprise. These mechanisms (governance system, internal control system, risk 
management system, internal audit, mechanisms consisted external audit) totally 
include precautions to prevent the level of uncertainty (risk), which the enterprise 
faced with. They are up against the potential risks of the company by determining the 
followings: 
-Identification of risks that may arise in the implementation of business processes 
(immediate interference if necessary), 
-Whether the operational system of the organization is working effectively, 
efficiently, and economically and compatibly with the relevant legislation, 
-Accuracy and reality analysis of the produced reports, 
-Determination of the reliability levels and current weaknesses of internal systems. 
 
They make contribution to the management for the development and achievement 
of the business. Internal audit also plays one of the most vital roles as a safety valve. 

 

It is finally to state that determine of risk about '' preventing the misconducts and 
deterrence'' has become more and more important. 
 
 

20.  Are the Activities of the Model Just About These? 
 
Despite the fact that private external audit (such as court of accounts, finance), 
regulatory agencies (e.g. BRSA, CMB) and other external organizations (e.g. financial 
consultant, certified public accountant) are in the governance habitat, they are not in 
the organizational structure. 
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Above-mentioned external organizations with their examples in the three lines of 
defence are narrower scoped. However, in the effective risk management of the 
company, they have an impact and provide support to the senior management and 
the three lines of defence alike through their regulations, specialties, and 
opportunities. 
 
They contribute with the speciality and instrumental supports to the effectiveness of 
the governance system, system of the internal control (verifications of generated 
financial reports, activities to legislative harmonization), risk management system. 
 
If it is at times, they also contribute to occur the risks (e.g. misconducts), which is not 
noticed by the internal control mechanisms. As another case in point, tax procedural 
irregularities determined by tax offices and difference between the declared and 
weighted and the actual tax-basis can be given.  
 
Regulatory bodies (e.g. BRSA, CMB, Basel Committee on Banking Supervision, 
Competition Authority) follow the developments in the economic life and set out new 
application and/or control criteria. On the other hand, they make contribution to 
companies' keeping up with change. They reassure actually all stakeholders in the 
organization's governance chain through controls, which they do. 

 

The suppliers in the external organizations lend assistance to the company by giving 
different risk management and operational services, and pose the risk with own 
operational services, own employee, and subcontractor. In the matter of working 
with these structures, which the senior management buys product in it, and the first 
and second lines, prespecified service procurement and control standards should be 
created. If necessary, it is taken advantage from the internal audit units for their 
controls. 
 
As a result, we can accept the regulation, the processes, and the controls for the 
external stakeholders' operating activities and the three lines of defence as 'shadow 
line of defence'. 
 
 

21.  Can the Three Lines of Defence Model Be Applied to All Operations? 
 
The model is a flexible model to be applied in every country and in every operation. 
 
They are important factors in a business organization structure and designing of 
natural legislative model and its implementation. 
 
While applying the model, unit shifts can be made between the lines by making no 
concessions to line's basic characteristics. 

 

 

https://technologydevelopmentgroup.net/contact/


If you want to read more pdf books, please ask us available books at  https://technologydevelopmentgroup.net/contact/ 

 

16 
 

22.  What Does the Model Provide to Organization for Adding Value? 

When the model is designed and implemented in accordant with the systematic that 
the model includes, it covers the all fields in the organization in point of especially 
operational risks, risk management and its control. It prevents unnecessary 
repeating in performing processes and generating reports. And so, it sets out its 
superior aspects. 

 
The model adopts to high-level fast and complex developments in information 
technologies and provides from now on more reliable and systematic output to data 
analysis, which becomes a vital importance. 

 
As a result, organization covers from beginning to end systems of the governance, 
the internal control and the risk management, and by contributing to its activities, 
and gives field view to the senior management through synchronous and 
instantaneous data analytics. It contributes to making the necessary decisions more 
flexible and faster and provides assurance about whether the business is walking as 
planned. 

 

23.  What Else Does the Model Contribute to the Company? 

 We summarize the other values added to the company below: 

 
▪ It provides leverage effect for more effectiveness of the company's 

existing internal control system, 
▪ It enables ideal effectiveness in risk management and control by not 

leaving spaces in the coverage areas of the systems due to its integrated 
structure, 

▪ It ensures the synchronization of the stakeholders of the model and thus 
working is provided more effectively, more efficiently, information sharing 
is done more efficiently, risks are followed more organized, it prevents 
unnecessary repetitions, 

▪ It has a positive effect on the quality level of the product or service 
output, 

▪ It directly affects the protection of the operating assets, 
▪ Besides tools, procedures, and reporting mechanisms, it clearly knows the 

task fields, the policies to be applied on the basis of the employees, the 
units and the lines with the duties, authorities, responsibilities,  

▪ It adds value to the operational efficiency by improving the capacities of 
the cooperation, coordination, and 'know-how' of the employees,  

▪ It provides operational process quality and its accuracy,  
▪ It is one of the main contributors to the execution of the operations more 

effectively, reliably, economically, and efficiently, 
▪ It supports the arrangement of records and on this basis, it provides to 

generate the reliable reports,  
▪ It contributes to that reports are accurate and timely, 
▪ It provides assurance for the harmonization of the activities performed in 
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the company with the internal and external legislation. 
 

As a result, it contributes at a high level in point of supervision activities to the senior 
management in the enterprise, where it is applied. It improves coordination and 
cooperation between units, ensures that big data analysis is more effective and 
economical, generates early warning signals by ensuring that operational activities 
are carried out more safely, effectively, efficiently, and economically. It ensures that 
the reaction processes come into play fast and effectively, provides the leverage 
effect to the risk management through the operational capacity of the enterprise.  

 

24.  You Mentioned That the Basel Committee on Banking Supervision Has 
Accepted as An Indicator the Implementation of the Model… 
 
The Basel Committee on Banking Supervision 'encourages The Three Lines of 

Defence to ensure that operational risk in the bank can able to most appropriately 
identify and manage'.  

 
According to the Basel Committee on Banking, the Three Lines of Defence: 
 
▪ It is an important tool in identifying and managing risks. 
▪ It correlates the roles and responsibilities of the lines with the relevant units. 
▪ It attaches great importance to coordination between lines and between units. 
▪ It strengthens the operational risk culture with an active communication 

strategy. 
▪ The Bank laid a great burden on the senior management. 

 
 

25.  How Does the Basel Committee Set Lines in the Implementation of the 
Model? 
 
 The three lines in the model and the service units in the lines are expected to 
perform the following basic functions. 
 

  The First Line of Defence: Activity Management 
  The Second Line of Defence: Independent Corporate Operational Risk Management 
Function 
  The Third Line of Defence: Independent Revision 
 
 

26.  How to Determine Relations of Lines According to the Basel 
Committee? 

 
Basel Committee on Banking Supervision's relations between the three lines to be 
created: 
 
It refers to 

https://technologydevelopmentgroup.net/contact/


If you want to read more pdf books, please ask us available books at  https://technologydevelopmentgroup.net/contact/ 

 

18 
 

 
▪ Separately for Each Line, 
▪ Well Documented, 
▪ Clearly related to each other series of responsibilities. 

 
 

27.    How to Organize the First Line of Defence According to The Basel 
Committee? 

 
In point of performing the operational activities, for the units in the first line of 
defence, which are the main owners of risk, and for the general organization of the 
line: 

 
▪ The management of branch of activities in the line should be determined, 
▪ Duties / powers / responsibilities should be determined clearly, 
▪ Necessary resources and tools to managers should be provided, 
▪ It should be utilized the necessary technological infrastructure by creating 

norms related to risk management business processes, 
▪ A strong risk culture environment should be encouraged in the line. 

 
 

28.  What Are the Roles of the First Line of Defence According to the Basel 
Committee? 
 

Managers in the first line of defence is primarily responsible for identifying and 
managing all operational risks arising from: 

 
▪ products,  
▪ activities,  
▪ processes and 
▪ systems 

 

 
29.  How to Organize the Second Line of Defence According to The Basel 

Committee? 
 

According to the Basel Committee, on the basis of the units in the whole second 
line and employees: 

 

▪ Duties / powers / responsibilities should be appointed clearly, 
▪ Resources to improve the operational risk management policies should be 

provided, 
▪ Effective reporting channels for Senior Management should be created, 
▪ The level of authority required to fulfil its functions should be established 

by employing specialists in their fields and competent employees. 
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30.  What Are the Roles of the Second Line of Defence According to the 
Basel Committee? 
 

According to the Basel Committee, the main role of the Second Line of Defence is the 
ownership of corporate risk management in the enterprise. 

 
To perform this role, it should: 

 
▪ Design risk management tools for first line units, 
▪ Follow the applications and outputs of tools  
▪ Present their specialities, 
▪ Develop policies, standards, and implementation guidance, 
▪ Be under operational risk profile supervision, 
▪ Create awareness for operational risks, 
▪ Encourage a strong risk culture environment in the line, 

 
              

According to the Committee, the second line of defence units should inform on time the 
Senior Management of the Bank about developments with independent and objective 
perspective and the reports to prepared by itself. 

 
 

The Basel Committee uses the concept of 'challenge' while emphasizing the 
independence. Considering this concept will be useful. 
 
Owing to the organizational structure of the institution, The Second Line of Defence 
units are actually affiliated to the Senior Managers (i.e. vice general manager, chiefs of 
department) who perform executive duties instead of the Board of Management or 
High Committees. Therefore, we cannot talk about complete independence. 
 
As it is expected that employees in the second line of defence are talented, expert, and 
competent in their field, The Basel Committee on Banking encourages them to act 
independently. 
 
Because the units, which must be in the second line, such as Internal Control, Risk 
Management carry on their business under the senior committees (such as Audit and 
Risk Management) with BRSA's successful arrangement in their implement in the 
Turkey, they can perform their independent risk management and surveillance duties 
without the need for the Basel Committee's encouragement. 
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31.  How to Organize the Third Line of Defence According to The Basel 
Committee? 

 
As described in the Operational Risk Audit Guidelines prepared by the Basel 
Committee, the independent review responsibility, which is built by the third line of 
defence includes the following: 

 
▪ Assessment on the Sufficiency of the Operational Risk Frame is carried out 

periodically, usually by the bank's internal and / or external auditors.     

▪ Independent and suitably qualified adherents from outside the bank may also 

attend in the assessment process.  

In the assessment activities, the following is examined: harmony of the 

efficiency of the general operational risk framework and the procedures 

approved by the board of directors of the same frame, independence of the 

verification processes, and whether the implementation of the mentioned 

frame is consistently carried out with the bank's existing policies. 

▪ Model Verification provides assurance that the systems used by the bank to 

digitize risk has sufficient.  

▪ Also verification issues opinion about the level of integration that it provides 

between the above-mentioned systems such as inputs, assumptions, 

processes and outputs.  

▪ The independent verification process should ensure reasonable assurance 

whether the risk measurement results compute a capital requirement in 

accordance with the bank's operational risk profile. 

 

▪ Beside the examination of methods for numerical computing in the internal 

verification, verification of data inputs, methodology of operational risk 

models and system outputs are important. 
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32. What Are the Roles of the Second Line of Defence According to the 

Basel Committee? 

 
It should: 

 
▪ review activities independently, 

▪ control the risk management framework and management processes in 

these: 

o adequacy and suitability 

o the level of meeting the needs of the institution, and  

o effective review 

 

▪ determine the implementation levels of the Operational Risk 

Management Framework in the first and second lines, 

▪ encourage a strong risk culture environment within the organization. 

 

 
33.    Does the Basel Committee on Banking Supervision Follow the 

Implementation Samples According to the Bases Determined by Itself? 
 

In 2011 and 2014, the Committee about did a study with the participation of 
banks of 20 countries (including Turkey) about the results of the implementation 
of the Three Lines of Defence. 

 

According to the research result, it is stated that banks have not reached the level 
of success yet in the following matters: 

 
▪ Splitting up of the units to be in the lines, 
▪ determining the roles of units and lines, 
▪ ensuring coordination between three lines and 
▪ ensuring coordination between the units in the lines 
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34.  Does the Banking Regulation and Supervision Agency Have a Regulation 
for the Implementation of the Three Lines of Defence Model?? 
 

The Banking Regulation and Supervision Agency (BRSA) has formed a frame for by 

recommending the implementation of the Three Lines of Defence Model in the 

Operational Risk Management Good Practice Guide published by itself in 2016. 

 

In aforesaid Guide, it is said that 'In general sector practices, a sound operational risk 
management is formed through a method called the three lines of defence 
approach'. 
 
In addition, preparing bank-wise a good communication infrastructure between a 

strong risk culture and the three lines of defence is the most important 

characteristic feature of the operational risk management framework”. 

 

 

35.  How Does the BRSA Propose the Three Lines of Defence Model 
Framework in Its Implementation Guide? 
 

The BRSA has been accordant with the Basel Committee on Banking in compliance 

with the answers to previous questions and given table of The Three Lines of Defence 

Model. 

 

According to the BRSA: 

❑ The First Line of Defence: Activity Management 

❑ The Second Line of Defence: Central Operational Risk Management Function 

❑ The Third Line of Defence: Independent Revision Function 

 

The size of the bank and its nature of activity determine the level of implementation 
of the said triple structure. Activity branch managements take responsibility about 
identifying and managing the risks arising from the products, processes, activities, 
and systems in each activity unit. 
 
However, the central operational risk management function is complementary to the 
management process performed in the business units. Its level of independence 
changes by the size of the bank.  
 
Independence in small banks may be gained by being divided duties and 
responsibilities and being reviewed processes and functions by persons other than 
ones, who perform them. However, in big banks, there are responsibilities such as 
creation and development of the independent operational risk management process 
in the bank by the central structure.  
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Within the context of the Risk Management process, obligations are established such 
as the risk quantification, receiving reports from various units in the bank units and 
reporting to the risk committee and the administrative board. 
 
Internal control functions are an important constituent of central operational risk 
management as an organizational unit in banks or the lines of business. 
 
The independent review function of the triple structure can be fulfilled by persons, 
who are qualified in this field or by the bank's internal audit unit and third parties 
outside the bank. 
 
Setting up a good communication infrastructure between the establishment of a 
strong risk culture and the said three lines of defence function is the most important 
characteristic feature of a sound operational risk management framework. 

 
36.  What are the Functions of the First Line of Defence According To BRSA? 

 
 

▪ It contains the implementations in the branch of activity. 

▪ Managers are responsible for identifying and managing operational risks arising 

from products, processes, activities, and systems. 

▪ Senior management should be informed on time and regularly. 

▪ Managers of branch of activity should provide accord with legislation and workflow 

processes. 

▪ Managers of branch of activity should form low-level supplementary policies and 

procedures. 

 

37.  What are the Functions of the Second Line of Defence According To 
BRSA? 
 

▪ It should assume central operational risk management function and 

▪ complete the first line with this task. 

▪ The level of independence changes by size of the bank. 

▪ It reports to the risk committee and the administrative board. 

▪ Each unit is responsible for the management of operational risk. 

▪ It supports the first line with the operational risks. 
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38.  What are the Functions of the Third Line of Defence According To 
BRSA? 
 

According to the BRSA, The Third Line of Defence services can be obtained from an 

internal audit unit to be made within the institution or from outside. 

 

In the regulations published by BRSA, the role and structure of internal audit is 

following: 

 

Internal audit is responsible for evaluating the operational risk management 

framework implemented under the bank supervision in all aspects and 

independently. 

 

Internal audit units should have an adequate on-site supervision structure and 

resource to demonstrate whether operational risk management policies and 

procedures are effectively implemented bank-wise. 

 

In this context, the administrative board is responsible for ensuring that the scope 

and frequency of the audit program built by the internal audit unit conform with the 

operational risk level that the bank experiences. 

 

Each operational risk issue identified and reported during the audit process should be 

handled on time and effectively by the senior management of the bank and should 

be properly presented to the attention of the administrative board. 

 

As a result, according to BRSA, internal audit in financial institutions: 

 

▪ The independent review function is fulfilled by the bank's internal audit unit. 

▪ Internal audit evaluates the operational risk management framework. 

▪ It should have an adequate on-site audit structure and resource. 

▪ The Administrative Board enables that the scope and frequency of the audit 

program complies with the potential operational risk level. 

▪ The determinations made in the audit are handled in time and effectively by the 

senior management. 
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Within the outline of the independent review function activities, assurance service is 

provided for the following matter: 

 

▪ The effectiveness of the general operational risk framework, 

▪ Accord of the framework with the procedures approved by the Administrative 

Board, 

▪ Independence of the validation processes, 

▪ Current implementation goals with the proposed frame, 

▪ Sufficiency of risk measurement systems, 

▪ The level of integration in inputs, assumptions, processes, and outputs between 

the systems used. 

 

39.  What is the Operational Risk According to Basel Committee? 

Operational Risk: 
 

1. Inadequate or unsuccessful business processes 

2. People 

3. Systems and  
4. Possibility of losing caused by external events 

 
40.  What is the Operational Risk According To BRSA? 

 
BRSA also accepts the same describing and explains in detail as follows: It is the 
possibility of loss or damage that may arise from being overlooked of faults and 
irregularities in consequence of disruptions during the controls in the bank, from not 
being acted properly by the bank management and its employees according to time 
and circumstances, from mistakes in the bank management, from faults and 
disruptions in information technology systems and from disasters such as 
earthquakes, fire, floods.  
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41.  Can You Explain in Detail the 'Human' That Are One of 4 Main Sources 
of Operational Risk? 
 
 
Human: are risks arising from inadequacy of the bank management and employee, 
from forgetting or abusing their duties and from employees' purposeful activities, 
which are considered crime.  
 
Also these below are evaluated as personnel risk: opening the credit by bank by going 
over the limit and without appropriate guarantees, lagging of the bank behind in 
change, inadequate product and service promotion, bribery-theft and fraud of 
personnel, personnel's disregarding orders or acting against the rules, preventing 
purposely the work , or acting in bad faith. 
 
Among factors that cause this risk, lack of knowledge and experience of employee, 
lack of motivation and work overload can be an example.  

 
 

Sources of 'employee ' factor risk according to BRSA: 
 
▪ Breach of guidelines, policies, and procedures 
▪ Unauthorized action and neglect of duty, 
▪ In-bank actions that are criminal according to criminal law 
▪ Deficiencies in generating of the areas of duties and responsibilities and the 

double check mechanism, employing threshold workers 
▪ Personnel fault and carelessness, to not be clearly defined duties and 

responsibilities. 
 

 

42. Can You Explain in Detail the 'System' That Are One of 4 Main Sources of 
Operational Risk? 

 

 
System: results from working of the hardware, network, and servers in the 
information system. 
 
The systems that banks have are behind technological developments, their security, 
capacity, systemic disruptions are the main reasons of the risk created by the system. 
 
Risks arising from insufficient or outdated systems are as follows: 
technical problems in the computer and communication network, datedness in 
technology structure, disruptions, malware, virus problems, cyber threats, 
information security, configuration and lacks of solution. 
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43.  Can You Explain in Detail the 'Business Processes' That Are One of 4 
Main Sources of Operational Risk? 

 
 

Business Processes: Risks arising from problems about the bank organizational 
structure and its function. 
 
The insufficient flow of information within the organization, the uncertainty of limits 
of authority and the risks arising from the changes made are evaluated in this field. 
 
Banks' own internal control systems have been developed on the purpose of possible 
risks to be faced. However, wrongly developing of these internal control systems or 
even if it is done correctly, misapplying of it also have an influence on increasing 
operational risks that may be faced with. 

 
 

According to the BRSA, the main risk factors raising from business processes are: 
 

▪ Inadequate and inappropriate policies, procedures, and guidelines, 
▪ Unfulfilled communicate or problems encountered in communication 
▪ Incorrect data input 
▪ Inadequate reconciliation 
▪ Insufficient legal documentation 
▪ Deficiencies in checkpoints 
▪ That reserves to be legally provided are not provided or done deficiently, or 

that making provision process is not effective 
▪ Disruptions experienced in the change management processes 
▪ Inactive action plans and inadequate backup activity 

 
 

44.  Can You Explain in Detail the 'External Factors' That Are One of 4 Main 
Sources of Operational Risk? 
 
External Factors: Third parties outside the bank (criminal organizations, hackers, 
hacktivists, cyber-attacks and fraud activities performed by government, risks caused 
by disasters such as earthquake, fire, flood, terrorist activities, disruptive innovations 
in the technology, money laundering, etc. 
 
Changes in legal legislations, political risks arising from country policies, and risks 
arising from suppliers are regarded as factors that cause operational risk. 
 
Banks face with legal risks when setting to new works or during being active in the 
international area. This is due to that mentioned activities have foreign elements and 
concern different legal order more than one. Thus, suitability of the foreign legal 
system must be provided in international banking transactions and contracts.  
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It is also a risk-causing situation that the bank is insufficient in solving the legal 
problems of the bank in the current legislative regulations. 
 
Examples of External Operational Risk factors according to BRSA are below: 

 

▪ Non-bank acts that are considered a crime according to the penal law 

▪ Poorly performing of service providers  

▪ Man-made disasters 

▪ Natural disasters 

▪ Political and legal factors 

 

45.  How Should Effective Management of the Operational Risk Be Ensured 

According to BRSA? 

An effective and adequate operational risk management is expected to be 

established in the parallel with the principles in this guide, and considering the 

following cases according to the consolidated and unconsolidated structure: 

 

▪ Operational risk management framework, 

▪ Organizational structure, 

▪ Risk culture, 

▪ Strategy, policies, and procedures, 

▪ Operational risk management process, 

▪ Business continuity and the complexity and extent of the bank activities 

 

46.  How does the Basel Committee Define Operational Risk Management 

Activities? 

According to the Basel Banking Committee, Operational Risk Management consists of 
the following processes: 

 

▪ identification of risk,  
▪ assessment of risk,  
▪ monitoring the risk, 

▪ controlling / reducing the risk. 
 

Although BRSA adopted the same methodology, at the same time, it adopted the 
concept of Risk Measurement / Digitizing of Risk instead of Risk Assessment. 
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47.  What are the Operational Risks Losses According to Basel II? 

 

             BASEL II OPERATIONAL RİSK LOSSES  
 

1. Internal Misconduct 
2. External Misconduct 
3. Human Resources Practices and Workplace Security 
4. Customer, Product and Business Implementations 
5. Being Damaged of Physical Assets 
6. Business interruptions and System problems 
7. Conduct, Distribution and Process Management  

 

48.  Can You Exemplify from the Banks the Losses About the Operational 

Risk? 

 

ING BANK NONFINANCIAL RİSKS 

1. Compliance Risks 
2. Control Risks 
3. Unauthorized Activities Risks 
4. Process Risks 
5. Employment Implementation Risks 
6. Personal and Physical Security Risks 
7. Regularity Risks 
8. Information Technology Risks 
9. Internal and External Misconduct 

 

                 BBVA OPERATIONAL RİSK RESOURCES 
 

1. Processes,  
2. Internal and External Misconduct,  
3. Technology,  
4. Human Resources,  
5. Disaster,  
6. Risks from Business Practices and Suppliers 

 
                  DEUTSCHE BANK OPERATIONAL RİSKS 
 

1. Design and Implementation Risks 
2. Misconduct Risks 
3. Business Continuity Risks 
4. Compliance Risks 
5. Information Technology Risks 
6. Information Security Risks 
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7. Fiduciary Service Risks 
8. Supplier Risks 
9. Financial Reporting and Registration Risks 
10. Real Estate Risks 
11. Personnel Risks 
12. Tax Risks 
13. Transaction Risks 

 

 

49.  How to Benefit from the Three Lines of Defence Model in Management 
of Operational Risk? 

 
Especially the Basel Committee on Banking Supervision strongly supports to being 
benefitted from the three lines of defence model in the effective management of 
operational risks. Moreover, as we state previously, this is a criterion (benchmark) for 
the institutions, which have applied it. 
 
Because of the human, which exist in all point of the organization, business 
processes, and system and external factors, operational risks should be managed 
through a stepped mechanism. 
 
In the frame of the principles we have mentioned in our book, the units should be 
come together in three lines according to their positions. A structure that is 
integrated with the control environment, risk management processes, control 
mechanisms, information and communication processes management, governance 
and supervision activities should be created. 
 
In the answers to the next questions, we will speak of modelling in both management 
of the sources of operational risks and about units. 

 
50.  How to Manage Operational Risks Arising from Human by Applying the 

Three Lines of Defence Model? 
 
In order to manage operational risks arising from the human factor in the outline of 
the three lines of defence model, lines must be created.  
 
Besides, the duties, powers and responsibilities of the employees should be defined 
clearly. 
 
Business processes and operational activities that employees are in should be carried 
out effectively. Besides, for their effective implementation, they should be designed 
and equipped with convenient instruments. Key controls should be defined in 
business processes.  
 
In order to discharging the own responsibility of employees, business norms should 
be built. 
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Senior management should be in effective and risk-based control environment. 
 
Awareness activities and trainings for employees should be provided. 
 
For reporting suspected transactions and act, there should be an ethics line and 
backdoor practices. 
 
Relationship rules between employees and other stakeholders should be laid. 
 
In the employment processes of the employees, research studies should be done for 
a reliable person besides the talented. 
 
Employees' mistakes and negligence should be shared. 
 
Employees should be aware of that there is a management chain in the enterprise, 
and their power controls should not be ignored. 
Firstly, awareness of self-responsibility should be infused into the human source. 
And, controls should be done for implementation of norms decided in the studies. 
 
It should be effectively profited by the internal audit activities. 

 
51.  How to Manage Operational Risks Arising from Business Processes by 

Applying the Three Lines of Defence Model? 
 

Today, technology-based business processes make a big contribution on the effective 
functioning of the governance system, the risk management system, and the internal 
control system. The important thing here is preparing and implementing business 
processes in accordance with the characteristics of the enterprise. 
 
During applying the three lines of defence model, parting of line and key controls to 
will be in the business process will enable effective management of operational risks. 
Model spirit, which avoids repetitions, and is based on the collaboration of 
employees, units, and lines, and attach importance to coordination, should also be 
applied to the business processes. 
 
To increase the level of effect in minimization of the risks, it is assigned key controls 
to business processes. For examples: 
 

         

▪ Ethical rules 
▪ Reliable and competent employees 
▪ Education and awareness activities 
▪ Employment activities 
▪ Performance management 
▪ Data and application security 
▪ Written policy, procedure, and business processes 
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▪ Authorization and approval documentation 
▪ Processing, Summarizing, Recording, Reporting 
▪ Discrimination of Tasks 
▪ Supervision 
▪ Independent consensus 
▪ Transaction reporting 
▪ Budget Reports 

 
As a result, for the safe and effective movement of the created administrative and 
operational infrastructure; in the first line, the units that create risks and are in the 
management of risks should not carry out business at the level, which is appropriate 
with the norms admitted by the senior management, The units in the second line 
should give all kinds of support (such as the produced risk management tools, 
expertise support), which is  needed to reduce the risks that the first line units must 
manage during doing business. They must effectively do the supervision of the first 
line units. 
During the second line units do their supervision tasks, potential risks may arise from 
the performed movements. For that, they should warn the first line units on time and 
in point. They provide that effective reaction measures are taken when the risk arises. 
In addition, they should inform on time the own senior managers and senior 
management with reliable reports. In case of the misconduct-risk, they should 
immediately inform the Internal Audit Unit in the third line. In the urgent risk 
circumstances, the third line unit should support the senior management by being up 
against operational risks with examining and investigation, and with periodical and 
sudden audits. 

 

52.  How to Manage Operational Risks Arising from System by Applying the 
Three Lines of Defence Model? 
 
Today, the operational structure, which generates the governance, internal control, 
and risk management systems of an enterprise, is now completely depend on 
information technology applications. Senior Management is primarily responsible for 
the preparing of information technology infrastructure, adding and managing 
innovations. 
 
The Three Lines of Defence Model makes contribution to the effective management 
of information technology security risks, which have impact effects until the 
liquidation of the organization. 
 
That is to say, in the first line, the Information Technologies unit is responsible for the 
information systems of the enterprise and their healthy and secure movements. 
However, in the second line, there are one or more units under the names of 
Information Security, Information Technology Security, IT Control. Lastly, in the third 
line, Internal Audit Unit, which contains specialized IT auditors in itself, serves. Both 
the relevant experts in the senior management and the organizations that enable 
technical consultancy services under the External bodies also play an important role 
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in this model. Besides, that support service companies, from which the operational 
service is received, are reviewed by the different units is essential. 
 

53.  How to Manage Operational Risks Arising from External Factors by 
Applying the Three Lines of Defence Model? 
 
In the management of risks arising from the external factors and threats such as 
floods, earthquakes, cyber-attacks, and disruptive innovations in technology, policies 
and tools to be created by the relevant units in the model mentioned above prevent 
the risks that are possible, reduce their effects. As to the things, which are not 
possible to cannot be prevented by the enterprise, proactive and reactive 
preparations are made to minimize their effects. Necessary additional measures are 
taken to that operational services are not interrupted. 

 

54.  How Can We Do the Model Design? 

So as to implementation of the three lines of defence in the enterprise, flexible design 
that is specific to the enterprise ought to firstly be done. The points we mentioned in 
the answer to the next question must be absolutely considered. 
 
In the framework of these principles, we can realise the design and preliminary 
preparation of its implementation of the three lines of defence with the following 
steps: 
 

 
▪ Learning, analysing the vision, mission, eigenvalues, and strategic goals of 

the enterprise, 
▪ Learning the expectations of senior management on effective risk 

management 
▪ Learning the risk appetite of the senior management, and associating of 

the risk map to the lines of defence by preparing so as to completely 
involve the risk that the enterprise faced with, 

▪ Learning the sensitivity of senior management in supervision and 
reporting, 

▪ Gathering in detail the necessary information about the organization, 
▪ Planning in detail, 
▪ Reviewing the existing control environment and control processes, 
▪ Gathering of information from internal and external sources, 
▪ Design of prevention, identification, and minimization policies about risks 

to be faced, 
▪ Design of information and communication activity, 
▪ Design of integrated and synchronized workings each other of units and 

systems in the lines, 
▪ Preventing producing unnecessary duplications of the lines, 
▪ Design of risk management and control processes that will not contain 

deficits in risk control, 
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▪ Design of conditions for effective maintenance of the three lines of 
defence system through reviews, controls, and updates, 

▪ Correlating of the three lines of defence elements with the five elements 
of the COSO Internal Control System and the 17 principles to which they 
stick to, 

▪ Preparing the framework, discussing it with stakeholders, presenting it to 
senior management, making preparations for implementation after 
approval and providing pre-training. 
 

55.  What Should We Pay Attention During the Planning Process? 

            Points to be considered during the planning: 
 

▪ Organizational culture of the organization, vision, mission, eigenvalues, 
strategic goals, 

▪ The size of the business, 
▪ The sector, in which the organization is, and the external legislation that it 

subjects to 
▪ Governance and operational structure of the organization, 
▪ Approaches of sector-specific regulations to risk management in the 

countries where the company operates with senior management and 
decision-making bodies,  

▪ Providing correct information and communication channels and training to 
people from the Administrative Boards to the employees at the bottom of 
the chain and the stakeholders in the supply chain, 
 

▪ Reviewing the existence of monitoring structures and the principles they 
stick to and determining innovations with COSO based Control 
environment, risk management, control processes, information and 
communication, 

▪ The fact that each line has minimum requirements, even if the size of the 
organization and its sectoral and territorial characteristics are taken into 
account, 

▪ The first line of defence is the owners of the risk, it has directly reducing / 
increasing influence on the effect of the risk, 

▪ The fact that the components of the second line of defence components 
provide support services and serve as semi-independent monitoring, 

▪ The first and second lines of defence are essentially in the scope of the 
management function and under the management and monitoring of the 
organization's senior management, 

▪ Serving of the third line of defence directly and indirectly under the 
decision-making body of the organization, nonexistence of its managerial 
function, its providing assurance service to the business stakeholders, 
expectations from the three lines of defence systems for increasing of 
service quality, 

▪ All three defence lines have unique characteristics, so its function 
definitions are not confused with each other, 
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▪ Some of the external bodies have the power to directly change 
management policies and practices, 

▪ Lines of defence to discharge their duties and responsibilities properly... 

 

56.  Which tasks do fall to the Senior Management during the 

implementation process? 

 
The Three Lines of Defence, whose planning is completed by being integrated with 
the Organization's Governance, Risk Management and Internal Control Systems, is 
enacted with decision (sometimes directly of administrative board or indirectly of the 
Audit Committee) of the senior management of organization. That is to say, the 
organizational planning based on systematic basis was done and now showtime! 
 
As more certain, clearer, and more unique characteristic each other the model to be 
applied in the organization is planned, the higher the level of performance to be 
reached in the implementation. However, the senior management of the 
organization should lay emphasis once again on the model in the control 
environment and control process to be created in the organization. It should provide 
the necessary support in the frame of the control environment and also in integrated 
/ synchronic working. 
 
During the implementation, the surveillance function of the senior management 
should be fulfilled actively and dynamically, the early warning signals absolutely 
should be evaluated. While everything goes well, the risks that is petty should be 
considered and its minimization should be managed proactively. If the necessary 
sensitivity to the risks occurred and reported by the system is not shown by the 
senior management, the organization gradually corrode from the inside. In the 
future, it shows the negative impact on the organization with the results such as 
either the budget (decline income / increase in outgo), or nonfulfillment of delivery, 
time and quality conditions, or creation of the opportunity misconduct, or creation of 
unhappy stakeholders, etc. The worst of all is that these factors happen together. 
This means that it can lead the liquidation of the organization. According to the 
researches already done, it is starting to being noticed that the risks occur not alone 
but together, so the influence on the organization rages more. 
 
If the first main element is the stability of the top management in the 
implementation of the model, the second main element is the contribution of the 
employees and other stakeholders during the implementation of the system. Being 
high and willingly of the level of contribution is directly related to the trainings before 
and during the implementation. In other words, the thought like 'We have built the 
system, it will work like a charm' will be a wrong. Human resources employment 
policies in the today's enterprises are based on 'talent hunting'. There is no limit of 
the value, which talented and skilled, self-developing people will add to their duties 
and responsibilities in the enterprise. It is lastly in the issue to state that managers 
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and other employees in each line of defence should primarily be aware of their 
duties, powers and responsibilities and act according to that. 
 
Today, any global or large / medium-sized local firm that is not based on high data 
processing technologies has no chance to stand. The following points affect directly  
the quality level of functioning of the system: conducting of business processes, 
doing of duties, powers, responsibilities, analysing of data, monitor compliances, 
reports produced through information processing, data processing supported 
permanent audits used in internal audit, data processing security. The relationship of 
the three lines of defence each other and with related bodies and the difficulties had 
in net and clear determination of its each unique function will be overcome with 
information processing technology. 
 
Effective information, communication and coordination between lines and other 
stakeholders is very important for the efficient functioning of the system. The 
responsibility here is exactly taken by mid- and senior managers. They should 
deliberatively direct employees and other stakeholders in an atmosphere of learned 
corporate culture that they will create. This increases loyalty of employees' 
motivation and team spirit, and to basic values of the organization. As a result, what 
matter is increase of performance and creativity. 
 
If size and potential of the enterprise suffices while the system is being applied, The 
Three Lines of Defence Implementation Committee might be established. If it is not 
possible, the performance of the system can be observed in the Internal Control 
Mechanisms Committee or under the Executive Committees and Audit Committees. 
Necessary actions are taken, and the system is updated with innovations caused by 
internal / external factors. 

 
As a result, it should not be forgotten that the main function of the system in 
implementation is to increase the effectiveness of the internal control system in risk 
management and controls. If the implementation is achieved in the point above, the 
leverage effect of the system on the performance of the internal control system will 
be absolute. 

 

57.  How Do We Avoid Repeated Works? 

The three lines of defence, as its very name signifies, is an integrated system that 
consists of three different lines and also includes the administrative board and senior 
management and external organs of the organization. For this reason, to achieve an 
efficient level of synchronization-because of especially daily intensive workflow, 
extreme target pressures, supply chain relationships, etc.-, the coordination of the 
stakeholders in the system is more important and even vital for the success of the 
system.   
 
Not only the three lines of defence, which was professionally planned in the 
enterprises in the consideration of modern developments and came into force 
afterwards; for example, the COSO-based internal control system, the most extensive 
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ERP system, and the business processes prepared by the most important experts are 
implemented excitedly, but after a while it is seen that the intended efficiency is not 
achieved. Of course, as responsible for the fault, systems, and persons, who develop 
and build it, are seen. However, things not provided for are following: the 
interventions of the senior management in the daily operational structure, the lack of 
information about the systems, no establishing effective communication or with 
related other units between managers and implementers in the systems, being 
ignored of some data that is caused by the system and should be evaluated, no 
considering enough of internal and external developments, nonperforming of 
required update, being excluded of professional support, no brushing up of the 
equipment by strengthening with necessary trainings during the activities. 
 
In coordination, before the effective information and communication structure, it has 
to be abided by the following facts: clearly determining the ethical values, the 
sensitivity of the senior management relating to the matter, business processes, 
duties-powers-responsibilities, and unique characteristic of each the defence line. 
 
However, the effective information and communication environment to be 
implemented in formats such as vertical / horizontal, cross etc. in the organization 
enables both that stakeholders of the three lines of defence understand and 
collaborate  better each other better and that recurring transactions and reporting 
are avoided. Necessary updates to the system are not forgotten within the dynamic 
structure. As a result, more efficiency is provided in COSO based internal control 
activities. Thus, the way to become more systematic of too much data, which is 
inconsistent with each other and 'unnecessary' and includes same information, 
created in risk silos will be opened. With that all stakeholders speak the same 
language during the being carried out of the activities, a proactive environment in the 
effective management and control of risk occurs within the organization. 
 
The level of success to be had in coordination of the system components will directly 
affect the value outputs that the system will create in the systems in that it is 
integrated. 

 

58.  What is the Limitedness of the Three Lines of Defence Model? 

 

We can categorize the problems experienced in the implementation of the model as 
follows: 

 
▪ Problems arising from the business culture 
▪ Deficiencies in planning of the control environment and the control 

processes 
▪ Lacks in information and communication in the organization 
▪ Problems in the three lines of defence's planning, implementation, conduct 

and compliance with other related mechanisms 
▪ Being focused more on opportunities and goals than risks by the senior 

management 
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▪ Pacifism in senior management's support in the implementation, and task of 
supervision 

▪ Interventions of management 
▪ Merge of task of some units due to the small structure of the business 

organization  
▪ Conflicts of interest 
▪ Problems arising from the planning of the systematic structure 
▪ The human factor 
▪ Company culture 
▪ Reviews, management self-assessments 
▪ Internal Audit activities are bound up with the general manager instead of 

the administrative board or audit committee. 
▪ Problems in the effectiveness of Internal Audit activities 
▪ No taking action in feedbacks and determination made, or even if it is taken, 

ineffectiveness in its following-up 
▪ Main mistakes in human resources and performance targets policies 
▪ Not giving due importance to the training of employee 
▪ Not getting professional help, even in case of emergency 
▪ Not being provided a team spirit in the units and with other related units in 

the lines, nonchalance, the feeling of hopelessness for the company because 
of inconsistent behaviour of the senior management 

▪ Bad, deficient, and purposeful attitudes and actions arising from external 
factors and from stakeholders other than employees 

 

59.  How Can Be These Problems Overcome? 

▪ At first, senior management should approach in balanced way the 
equations of opportunity / targets and risks. 

▪ While planning the control environment and control processes, the model 
should be considered. 

▪ The data processing technology infrastructure of the company should 
include all its operational activities and control environment and all of 
control processes. 

▪ However, business processes should also include risk and control activities 
by being tight knit with the basic principles of the three lines of defence. 

▪ For the units and employees in each line of defence, duty-authority-
responsibility definitions, and implementations according to the 
characteristic of the line should be made. 

▪ In correct and quality information-based communication activities during 
both design phase and implementation process, in carrying out the 
activities of the lines of defence between each other, with other lines and 
stakeholders and in the risk management, effective and efficient 
coordination should be provided as planned.  

▪ Even if some units of the lines have to be united due to the size of the 
enterprise, regulation should be made in ways that their contribution to 
the risk management and control process will not decrease; otherwise, 
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joining should not be made. Or else, the brake-balance speciality of the 
model is lost. 

▪ During run-process of the system, the necessary reactions should be 
shown by considering the reports and feedback made by the units in the 
lines. 

▪ The effectiveness of the three lines of defence Line should be evaluated 
periodically. 
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Case Study Examples 
 
 
Case Study 1- 
 
Barings Bank  
 
This is the story of Nick Leeson, a overconfident and ambitious trader, and bankruptcy of 
Barings Bank, a 233-year-old bank, which is known as the queen's bank, where the control 
mechanism and separation of powers do not exist, and its losing of 1.3 billion USD with 
secretly taken derivatives.  
 
The bankruptcy of Barings Bank is quite a surprise in the financial world, including its 
managers. The bank, which is known as having a sound structure, goes bankrupt in a few 
days. The spectacular aspect of the incident is downfall of such an established bank by 
reason of the derivations, which are taken by an investment manager in the Singapore office 
of Barings and do not noticed even by the bank management. 
 
Leeson trades in the derivative transactions with a small group of investment managers. 
There are Nikkei 225 index, futures transactions in Japanese bills, and option transactions in 
Nikkei between transactions that are done. 
 
Leeson works as department manager, investment manager and manager of the 
operations department alike. (Operations department is responsible for the confirming 
and accounting of the transactions, which are made by the trading body.) 
 
According to Leeson's statement, they trade in derivative transactions. Derivatives taken 
under normal circumstances are closed in 30 minutes. One position is moved in 12/14 hours 
very seldom. While the work is continuing in this way, one day, a loss of 20,000 pounds is 
noticed as a result of an error made by one of the employees. But the incident cannot be 
reported and an account (88888, which is accepted as the lucky number according to 
Chinese belief) is opened. And so, the loss is dissembled. Leeson hopes that the markets will 
get better the next day, and that transaction closes without anyone knowing. But this 
prospect is not realized, and the loss grows even more.  
 
Even if the situation got worse initially, then the NIKKEI 225 index begins to go up. 
Derivations taken as unauthorized bring serious profits and at the end of the first year, 
Leeson provide that its bank gains 10 million pounds.  
 
Leeson reports the profits from unauthorized positions to the bank management as profits 
from arbitrage between markets. Because the trading activities is a new field for Barings 
Bank, and because of inexperience of the central government specialized in commercial 
banking in trading markets, gaining such a big profit from arbitrage transaction does not 
raise doubts. In fact, profit figure is taken kindly to. 
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Leeson is now a star in the bank. They consider him like a modern face of the bank and 
market prodigy. Questioning and control of the transactions done by him don't come to 
mind. At the end of the first year, Leeson, who receives salary of 50,000 pounds annually, is 
rewarded by the bank with a bonus of 130,000 pounds for his success.  
 
By the way, although the losses are recovered and these much profit is made, Leeson does 
not close the 88888 account. For the reason of keeping open the account, he says that the 
account is used to be ironed out the mistakes made by investment experts of the account. 
However, after a while, Leeson has a run of bad luck and makes loss. Loss on error 88888 
starts to grow rapidly.  
 
At first, Leeson feels relaxed and he continues transactions with the thought that ''I succeed 
in that once and I can do it once again''. But, while the loss is 5 million USD at the end of 
1992, at the end of 1993, it rises to 55 million USD. In December 1994, it goes over 500 
million USD. 
 
Leeson continues purchases with the thought of indemnifying losses. Because he asks losing 
money of customers from leverage, whenever possible, he requests London to pay margin. 
Another interesting point is that Barings Bank's managers are not aware of such high losses. 
They think that these amounts are margin payments to SIMEX for customer transactions.Of 
course, Leeson avoids the situation by flourishing. The management does not even ask 
questions about these issues that he does not understand. In fact, that the related 
middleman pays the margin deposit for customer positions is against the rules of SIMEX. 
 
In middle of December 1994, Leeson's position makes up the half the Nikkei futures market 
and 85% of the JGB futures market.  
 
Beside of all these progresses, in order to not be exposed these transactions, Leeson makes 
false statements to auditors and SIMEX officials. He forges documents and juggles the 
figures. At that time, Barings Bank was just building its risk management function. Although 
risk managers were appointed to London, Tokyo and Hong Kong in 1994, there was no risk 
managers in Singapore.  
 
Leeson controls both the trading and the operations department. There is no Treasury 
Control Unit (middle office) and there is no unit in Barings Bank, which Leeson is under it 
and controls Leeson. 
 
However, on the contrary, on January 17, 1995 at 5 o'clock, Great Hanşin Earthquake hits 
Japan. It was with 7.3 magnitude and killed 6.500 people. Because of eartquake, SIMEX loses 
in value rapidly. Leeson wants to drive the market, prevent the decline. He uses all of its 
funds by buying, but it cannot be successful. 
 
The market runs its course. Leeson has nothing to do anymore and the transactions made by 
him falls due. On February 23, 1995, Leeson fled from Singapore with a loss of 250-33 million 
pounds by leaving a note written ''I'm sorry''. As the reason for fleeing from Singapore is to 
be tried in London courts. 6 days after fleeing, he is caught in Frankfurt and sent back to 
Singapore. After his trial, he is sentenced to 6.5 years in prison. 
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Barings Bank managers, who hear of the situation, make a mistake of making a statement 
to press before closing the positions. So, the bankruptcy of NIKKEI accelerates even more. 
The loss of 250-300 million pounds, which Leeson left before fleeing, reached 825 million 
pounds(i.e.$ 1.3 billion) in a few days. The inevitable ending has come now. Barings Bank, 
which is banned from the financial markets, declares its bankruptcy on February 26. The 
bank is sold to Dutch origin ING Bank for 1 pound afterwards. 
 
What Had to Be Done? 
Why Could not Be Done? 
 
Mistakes and Risk Indicators: 
 

• Abnormal profit 

• Overdrafts 

• Continuous fund request  

• Working in a business segment that is not analysed and understood enough  

• Nonexistence of new product/activity process  

• Delivering of unknown work to inexperienced person about the issue 

• Opposition to the principle of separation of duties (adhering of commerce and 
operation desk to the same person)  

• That the control mechanism does not function well in institution and group  

• Not being assigned of limit; noncompliance to legal and internal limits 

• Nonexistence/being high of loss stop limit 

• Being unqualified of the senior management and big neglects of duty  

• Failing of the bank's accounting and reporting system independently of the related 
associate/unit to reach the information, its working through the reports made by the 
unit. 

• Mistakes of human resources management 

• Ineffectiveness of the associate unit 

• Not working of internal Audit Unit effectively 

• Corporate communication studies done without completely understanding of the 
subject  
 

The decisions taken by the bank management after the incident: 
 

• making a statement to the press 

• Selling the bank to Dutch origin ING Bank for 1 pound 
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Case Study 2-  
 
Wells Fargo 
 
A new scandal in the financial world has brought the problematic issues to the agenda, such 
as “ethical values, corporate culture, sales targets, premium systems, and the responsibility 
of managers”. According to the statements made by the relevant parties on September 8, a 
great number of employee of Wells Fargo have opened an account without customer 
directions and knowledge to meet the targets given to them and to receive a premium. The 
number of opened accounts is considerable. While 1.5 million deposit accounts were 
opened, 550 thousand credit card accounts were opened. CEO of Bank claimed at the press 
conference, which is held by him, that things were done beyond control of senior 
management. After unmasking of the incident, it was imposed a fine of 185 million USD to 
Wells Fargo. 
 
What Had to Be Done? 
Why Could not Be Done? 
 
Mistakes and Risk Indicators: 
 

• Rapidly increasing premium payments with faulty personal banking incentive system 

• Tragically increasing credit card, insurance, and personal loan sales 

• Supervision function weaknesses 
 

The decisions taken by the bank management after the incident: 
 

• Before coming to an agreement with the legal authorities, all deposit and credit card 
accounts, which are opened in the relevant categories since 2011, were examined by 
an external consultancy firm. 

• After the investigation, USD 2.6 million were refunded to customers, who suffered 
losses because of transactions. Refunds concern only about 1% of the accounts that 
are checked. Average refund amount per customer is 25 USD. 

• Disciplinary actions were taken, such as the dismission of the managers and team 
employees, who offend against the values of the institution. 

• The Bank allocated a provision of 5 million USD to compensate the losses of 
customers. 

• Cancelled of labour contract of 5300 people, who are responsible for the situation 
Investing for more team training, monitoring and control activities  

• Performance criteria were strengthened by customer satisfaction, loyalty, and ethical 
principles. 

• Measures were made to be able to confirm the information with customers during 
deposit and credit card account openings. 
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Case Study 3- 
 
XYZ Bank (Private Banking)  
 
It has been a few months since Mr. Stefan took up his position as Vice President of Private 
Banking Services in XYZ Bank. He had just known the bank, its units, and employees. 
  
He was married but left his wife and children in Zurich. He was planning to go to them every 
weekend. Besides the right to fly every weekend, the accommodation charge in the hotel 
would also cover by the bank. He was staying at the Pera Palace Hotel in Istanbul and he was 
enjoying the historical atmosphere. On the other hand, he was making new friendships. 
There were a whole range of alternative places around the hotel to spend a pleasant time in 
the evening. Since he was outside at every dinner, he started to establish closeness with the 
owners of the places. 
 
He opened his personal account at the branch next to Odakule, not at the bank's head office 
in the General Management. He has been visiting the branch a few days a week and opening 
accounts on behalf of some offshore companies. 
 
He had to meet one-on-one with customers, who request private banking services, at times. 
He gives advise them about how to use their money in the most profitable and safe way. He 
gains the sympathy of the customers with his close interest, international knowledge, and 
kindness. Meantime, he was in contact with his non-Muslim friends, who he grew up 
together on the Islands. He has been advising them to make good use of their money 
abroad. 
 
Almost a year and a half after he took office, his misconduct was noticed by auditors and he 
was caught. In the surveys conducted, it was determined that the number of defrauded 
customers was more than 60, and the amount of abuse was over 7 million USD. 
 
His method is to encourage customers, which he won their confidence, to put down their 
money directly to their offshore company accounts. He convinced the victims by saying them 
that offshore company would be established for each. He established all offshore companies 
for himself and the only authorized person was he. 
 
What Had to Be Done? 
Why Could not Be Done? 
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Case Study 4-  
 
Barclay’s Bank 
 
The incident started on 27 June 2012, which is already a terrible day in the history of 
Barclays Bank. It got out that the UK banking giant was trying to manipulate global interest 
rates at that time, and the bank got fined of $ 453 million. 
 
Daniel Plunkett, a trading specialist in the gold department at the Barclays Bank, was about 
to lose a lot of money from a contract. One of his customers made an investment of US $ 43 
million for two years, by claiming that the price of gold would rise. Plunkett was the 
opponent of the transaction and would lose money if gold prices increases. 
 
In the mentioned transaction, if the ounce of gold goes up in price over $ 1,558.96 on June 
28, the bank would cover the losses of the transaction and Plunkett's trading portfolio would 
also suffer greatly. 
 
The prices according to the transaction contract were fixed to London Gold Fixing, which 
Barclays is in there, which is active since 1919, and which is used as a benchmark in price 
determination. 
 
On 27 June, gold was priced as $ 1,573.50, and worse still, gold forward prices were still in 
rise in that evening. Plunkett sent an e-mail to Barclays's metal exchange table and said that 
he hopes to see a minor correction or reaction in prices the next day. According to the audit 
authority, he said to one of his colleagues on June 28, "I hope the pricing will be 1,558, and 
even 1,558.75 will be ideal." 
 
London Gold Fixing started, as always, at 15:00 in the afternoon. They teleconferenced to 
Deutsche Bank, HSBC, Scotiabank, and Societe Generale Barclays. After a few minutes of 
discussing their trading prices, the group built consensus in that the pricing should be at $ 
1,558.50. At 15:10, pricing was made at $ 1,558.50. Barclays got off the hook. Plunkett's 
portfolio jumped to $ 1.75 million. 
 
However, Plunkett's victory took a short time. The customer asked immediately the bank for 
an explanation. After the surveys, the bank covered the loss of 3.9 million USD of the 
customer by correcting the action. 
 
In consequence of the survey of incident, between 2004 and 2013, FCA accused Barclays of 
that it was be able not to manage conflict of interest with customer as necessary. It 
imposed the bank the fine of 44 million USD. FCA also punished Daniel Plunkett, the bank's 
ex trading specialist, with 95,600 pounds of compensation and banning from the industry. 
 
What Had to Be Done? 
Why Could not Be Done? 
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Case Study 5-  
 
Big Pelf to Businessmen 
 
http://www.gazetevatan.com/isadamlarina-buyuk-vurgun-905722-yasam/ 
 
Prison sentence is asked up to 379 years for 3 organization leaders, which had emptied bank 
accounts of 33 people including famous businessmen and holding owners. 
 
Millions of lira fraud is written in the indictment as follows: 
 
The organization members, who get the identity information of the bank customers, 
represent themselves as businessman by calling the banks' customer services. The member 
answers all security questions that is posed to him by the Bank. And he states that he has 
updated a new mobile number to his credit card or bank account. With the password that is 
sent by the bank to the new mobile number, the members made the account active to 
internet banking. They accessed the bank accounts of businessmen and transferred the 
money to front accounts through the internet. In the indictment is stated that an employee, 
named ...., in a bank gave the customer information to the organization in return of 
'commission'. 
 
What Had to Be Done? 
Why Could not Be Done? 
 
Case Study -  
 
ABCD Bank 
 
The fight, which is waged by N. W. against the ABCD Bank and the statutory audit authority 
for 13 years, is won. Thus, millions of pounds will be able to return to millions of people. 
 
In an explanation made by the FCA, it was stated that the two subsidiaries of ABCD Bank 
makes a 4 million pound comp plan for the refund of the "unreasonable" debt recovery 
expenses collected from customers, who have a delay in their payment between 2003 and 
2009. The refunds will make to 6,700 credit card customers of XXX Bank and XY Financial 
Services, which are subsidiary of ABCD. 
 
The circumstance is related to collections from customers of XXX Bank and XY Financial 
Services, who have problems with their credit card payments. According to FCA's 
explanation, while legal proceedings is started by lawyers to the customers, who have 
difficulties in their payments between the years 2003 and 2009, an amount of 16.4% of their 
debit balances are collected as “debt recovery expenses.’’. 
 
N. W. says in 2003 that implementations to XXX are illegal. However, both XXX and legal 
authority do not take into account this. Mr. W's claims cause him to lose his job and to have 
financial difficulties, like many other “informers”. But, Mr. W. does not stop to follow the 
issue. 
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N. W. escalates the issue firstly to the Financial Services Operating Authority and then to the 
Financial Operating Authority, which replaced this institution. However, both institutions 
decide that the issue goes above and beyond their duties. Wilson then escalates the issue to 
the Grievance Commission, which examined complaints about the legal authority. In 
December 2015, the Commission finds FCA unjust with a decision that includes severe 
statements such as “displaying negligent and defensive approach”. The Authority, whose 
approach has been criticized, stated that it will review its decision. It has carried out a full 
review of the claims since that time. 
 
In the survey of the legal authority, it is exposed that XXX miscalculated the interest in 
some credits. ABCD has determined 350 customer accounts related to this mistake and has 
promised for the refund of overcollected interest. ABCD will pay around £ 4m in total, and 
the payments will include 8% interest per year. The bank announced that it will contact 
these customers directly in a short span of time. 
 
 
What Had to Be Done? 
Why Could not Be Done? 
 
 
Case Study 7-   
 
The organization, including the manager of the bank, made big pelf, is busted 
 
http://www.memurlar.net/haber/339621/ 
 
An organization of 7 people, including a bank manager, was busted, who received a credit of 
2.5 million TL on behalf of second parties, in Pazarcık, the district of Kahramanmaraş. 
According to the information received, corruption occurred at a private bank branch in 
Pazarcık district. The gendarmerie found that 2.5 million TL of anomalous credits is taken out 
from the bank on behalf of about 40 people. 
 
As a result of the surveys, between 2008 and 2010 years, that the members of the criminal 
organization under the leadership of İ.Y. provided people 40 of consumer and vehicle 
credits, who reside in Pazarcık, and also that they provided these people to become 
indebted by having signed the blank document is detected. 
 
After completing of work and preparations for months, İ.Y., the bank's ex branch manager, 
and R.Y.K., A.G.S., Ö.B., A.İ.C., F.K. and C.G., who give help him, are taken into custody. K.H. 
Effort related with catching K.H., who gets into the big pelf are carried out. The suspects, 
including 2 women, whose statements were taken at the Pazarcık District Gendarmerie 
Command, were sent to the court with convictions of ''white collar fraud and opposition of 
the law of debt and banking''. 
 
What Had to Be Done? 
Why Could not Be Done? 
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Case Study 8-  
 
Big Pelf 
http://www.takvim.com.tr/guncel/2016/02/27/buyuk-vurgun 
 
The claim, which is related to that a officer, at a public bank in Kars, opened credit deposit 
accounts on behalf of his high-level trade customers and disappeared by embezzling about 
17 million TL, rips the city to bits. It is thought that he is in commercial activity with these 
moneys and it is learned that he went missing 20 days ago. After revealing of the incident, 
which is kept as secret by bank officials for several months, 9 of victims had recourse to the 
prosecution and carried on a lawsuit in the Civil Court. The commercial customers of the 
bank took action after the event was learned. 
 
What Had to Be Done? 
Why Could not Be Done? 
 
Case Study 9-  
 
Big Banking Pelf in Çaykara 
http://www.caykaragazetesi.com/caykarada-buyuk-bankaci-vurgunu/ 
 
People of Çaykara woke up with a shocking news on Monday morning. It is claimed that 
M.G, officer in a credit department in a bank branch, has embezzled at least 2.5 million TL. 
 
When M.G did not come to work one day, it become known that he received by hand the 
credit back payment of especially the citizens, who used credit from the bank, and that he 
did not pay moneys in the bank. Allegedly, M.G. embezzled the money. And citizens, who 
could not reach him, went to the police. Although the bank does not make a straight 
explanation, district dwellers, who have an account in the bank, flocked to the bank early in 
the morning. They queued up in front of the bank. Citizens got into a flap. 
 
Allegedly, he received by hand the payment, which the managers used for their tourism 
credit in Uzungöl and he did not deposit these moneys in the manager's credit account. Bank 
employee is missing since Thursday. Citizens, who heard the incident, flocked to Çaykara to 
learn the situation of their account. And they are waiting for an explanation around the bank 
and in the tea houses. There is an inspector in the bank to investigate the matter. 
 
Moneys, amount of 350.000 TL for S.D., a tourism professional, amount of 150,000 TL for 
K.K., a tradesman, amount of 150.000 TL for C.B., amount of 25.000 TL for M.T., amount of 
15.000 TL for M.K, are not in their account. 
 
After the scandal, it is discussed about that many tradesmen may be have a difficulty, and 
bankruptcies may occur. In-depth investigation of the event is continued. 
 
What Had to Be Done? 
Why Could not Be Done? 
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Case Study 10-  
 
Ben-Artzi, ex risk manager of Deutsche Bank, rejects the $ 8.25 million award. 
 
http://www.opriskdergisi.com/oprisk-haber-166-
deutsche_bank_eski_risk_yoneticisi_ben_artzi_8_25_milyon_usdlik_odulu_reddetti.html 
 
With the explanation made by SEC (U.S. Securities and Exchange Commission) on 26 May 
2015, it is declared that Deutsche Bank is imposed fine of 55 million USD by the reason of 
that its financial reports did not reflect the reality in the 2008 crisis period. 
 
As the reason of the fine; It is showed as the determination of complex derivative 
transactions (leveraged super senior trades) without considering its ''gap risk'' in order to 
hedging of bank's CDS positions. The “gap risk” was evaluated between 1.5 billion USD and 
3.3 billion USD in the internal calculations of the bank in that period. SEC pointed out in its 
explanation that the calculation methodology of the bank has been changed many times in 
time, and that bank has changed to more appropriate calculations. 
 
“Whistle blowing”, which is accepted as a key risk indicator in many risk management 
activities, played an important role in the expose of the incident. In-house whistle-blowers in 
the Deutsche Bank case are Ben-Artzi, who works as a risk manager at the bank, and Matt 
Simpson, who works in treasury department. During the investigation, these two ex-
employees helped the SEC and provided information and documents. After being result the 
case, the SEC decided to give reward of $ 16.5 million to these two employees by sharing 
equally. 
 
It was unexpected afterwards that Ben-Artzi rejected the award of 8.25 million USD. This 
situation was first and created reactions between everyone.  As the reason of it, Ben-Artzi 
said that SEC punished the wrong side, that fine must be given to managers involved, and 
that it must be looked at “manager transfers” between the SEC and Deutsche Bank to 
solve this situation. 
 
What Had to Be Done? 
Why Could not Be Done? 
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Case Study 11-  
 
Big Pelf from Bank Employee 
 
http://m.haber7.com/guncel/haber/2198611-banka-calisaninin-buyuk-vurgunu 
 
According to the information received, Sevin A. went to the police, because her husband 
Nevzat A. is missing for a week. Police teams determined that Nevzat A. had been working as 
a teller for 8 years in a bank in Bornova. After the meeting with bank officials, it was 
confirmed that it is salted the books in the last two weeks and taken about 2 million liras 
from the cash desk. Bank officials filed a criminal complaint to the prosecution office. It is 
asserted that Teller Nevzat A. run away by taking a large amount of money. The police 
entered into the hunt to find the suspect. 
 
What Had to Be Done? 
Why Could not Be Done? 
 
 
 
Case Study 12-  
 
Big Pelf of Favourite Banker  
 
http://www.paramedya.com/mobil/devami/31048/yildiz-bankacidan-buyuk-vurgun 
 
F.E, a portfolio manager in a private bank with foreign capital, concerned with the top 
customers in Beylükdüzü in İstanbul. It is asserted that he disappears with 14 million liras. 
 
For the reason that the banker did not come to work on Monday, Bank officials learned the 
situation. Branch officials also tried to make him a phone call. When he did not come to the 
office on Tuesday, officials started an investigation. After the examination, it was 
determined that 14 million liras from different customer accounts were transferred to one 
account and this money was transferred to another bank and then withdrawn. It is reported 
that this account holder is in the United States and it is not heard from him. 
 
The 40-year-old banker has been congratulated and rewarded frequently by the regional 
executives owing to his recent success. Allegedly, it is discussed whether the banker, who 
especially won approval of the managers with high number of insurance sales, made these 
sales unaware of their customers. 
 
 
What Had to Be Done? 
Why Could not Be Done? 
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Case Study 13-  
 
Big Pelf in the Bank 
http://www.finansgundem.com/haber/bankada-buyuk-vurgun/310884 
 
Two customers opened a time deposit account at a bank's branch, which opened two years 
ago, in Vakfıkebir in Trabzon. They went to the branch a while ago to withdraw their money. 
Derviş B., manager of branch, made an appointment to meet customers outside working 
hours. Manager Derviş B. and officer Hülya Ö. asked from two customers for time to pay the 
money, and them not to tell the incident to someone. However, two customers were not 
convinced and stated that their accounts had been emptied by going to Vakfıkebir Public 
Prosecution Office. They complained about the bank officials. 
 
Upon the complaint, Derviş B. and Hülya Ö. was taken into custody. While Hülya Ö. admitted 
everything in her statement in the police department, Derviş B. used the right to remain 
silent. After the examination, manager and officer were sent to court. And they were put 
into prison by the court. 
 
 
What Had to Be Done? 
Why Could not Be Done? 
 
Case Study 14-  
 
The Big Pelf After Death 
http://www.haber32.com.tr/isparta/sir-olumun-ardindan-cikan-buyuk-vurgun-h95412.html 
 
Mystery is unveiled. Dead body of Ahmet U., the manager of a private bank, was found in 
the woods in Isparta last Friday. Depositors of the bank filed a criminal complaint to Isparta 
public prosecution office by reason of that they were defrauded by the manager. 
 
While the public opinion discussed about, whether is this a suicide or murder, it was 
changed situation's course that some of bank's depositors filed a criminal complaint with the 
prosecution office on Monday. 
 
According to the claims of the Bank Deposits, 'Bank Branch Manager Ahmet U. asked some 
familiar people in Isparta and Burdur to deposit their money to the bank by saying that 'they 
will be given 3 times more interest from their bank's fund.' He asked every depositor to 
invest 100 thousand TL or more. Ahmet U. had withdrawn nearly 10 million TL in different 
time periods without the unawareness and signature of the depositors. Complainants saw 
that there was no money in their accounts in the day of event. Complainants petitioned like 
this; ''Our money was withdrawn without our unawareness and signature. He wasted our 
time, when we went to withdraw our money. It has continued like this way for about 2 
years.'' 
 
What Had to Be Done? 
Why Could not Be Done? 
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Case Study 15-  
 
Big Pelf in İstanbul 
http://www.cumhuriyet.com.tr/haber/turkiye/523259/istanbul_da_buyuk_vurgun..._200_ki
sinin_banka_kartlarini_kopyaladilar.html 
 
A big pelf in Istanbul... 5 people, who stole 500 thousand liras by copying the bank and credit 
cards of over 200 people, were arrested. 
 
Teams of Fighting Against Cyber Crimes Branch under Istanbul Police Department launched a 
investigation upon complaints from citizens, who stated that transactions were made in 
their account beyond their knowledge. Police teams identified suspects and followed them 
for 2 months with physical and technical surveillance. The teams determined that the 
organization used by copying the bank cards of citizens with the mechanisms, which they 
placed in bank ATMs in Istanbul, Denizli, Kırıkkale and Kayseri. 
 
Police organized operations to luxury houses in Pendik and Avcılar to catch the suspects. In 
operation, İ.B, O.B, O.T, S.T. and M.A. were taken into custody. Teams confiscated following 
in the researches of address:   
4 laptops, 2 magnetic stripe reader and writer, 4 card copying devices, 141 fake ready-to-use 
magnetic stripe cards, 16 memory card readers, 2 fake driver's license, 1 fake identity card, 1 
card printing machine , 1 coating machine, 1 PVC plastic mold, 25 ready-to-release card 
copying mechanism with the camera, drill, electronic circuit, 3 external disks, 2 flash 
memory, 5 memory cards, 7 SIM cards and great number of spray paint. 
 
The examination of 5 suspects at the Fighting Against Cyber Crime Branch Office in Vatan 
Street have been completed. They were arrested by the court for 'Misuse of Bank and Credit 
Cards, and Forgery of Official Document'. 
 
What Had to Be Done? 
Why Could not Be Done? 
 
Case Study 16-  
 
Great Fine to Banks 
 
A total of 107.9 million TL RUSF cut, and penalty accrual of interest were accrued to 7 banks 
by the Tax Inspection Board. 
 
According to the statements of the banks, the reason of the accruement is that “RUSF 
calculation was not able to be made from the expenses and costs collected from the 
customers, who use personal loans in 2011''. More clearly, it is stated that ''RUSF calculation 
was not able to be made from the filing fees collected from the customers, who use 
personal loans.'' 
 
What Had to Be Done? 
Why Could not Be Done? 
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Case Study 17-  
 
SONALI BANK (UK) LIMITED 
 
https://www.fca.org.uk/news/press-releases/fca-imposes-penalties-sonali-bank-uk-limited-
money-laundering 
 
FCA, The British Audit Institution, fined to Sonali Bank (UK) Limited (SBUK) in the amount of 
£ 3,250,600 and gave punishment of that deposits cannot be taken from new customers 
during the 168 days. It also decided that Steven Smith, bank's former compliance officer, will 
be imposed a £ 17,900 fine, and cannot work as a compliance officer in audited entities 
anymore. 
 
SBUK has clearly been warned about serious weaknesses in previous controls. Despite this, it 
failed to establish a healthy working AML system between 20 August 2010 and 21 July 
2014. 
 
 
FCA determined that senior management teams at SBUK determined serious and systemic 
weaknesses in almost every level of the AML control and governance structure, including: 

• Money laundering reporting function 

• Surveillance of branches 

• AML policies and procedures 
 

This determination means that SBUK does not follow its operational obligations about: 

• Activities of knowing of its customer 

• Identification and surveillance of politically exposed person, 

• Transaction and customer monitoring, and creating suspicious activity reports 
 

S. Smith, compliance officer of SBUK since February 2011, charged with providing of audit 
and efficiency of the daily activities of the bank's AML systems and controls. 
 
Despite the warnings of the bank's internal auditors in numerous audits, Steven Smith could 
not establish appropriate AML monitoring functions, could not determine significant 
weaknesses in operational controls and lack of knowledge of staff. Even when the controls 
were not working well, he informed the administrative boards and senior managers of 
SBUK that it was going well. He failed to report the findings of bank internal auditors and 
the results of internal tests. 
 
In decision of this punishment, FCA considers that Mr. Smith did not have sufficient senior 
management support and worked overtime. FCA also regards as a serious failure that 
Steven Smith not to use channels in such a situation, which are open to the compliance 
officer. 
The case in the point; not be reported properly the worries to the senior management and 
related administrative board committee or internal auditors, including of annual 
compliance reports, and reporting to the FCA. 
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The FCA believes that Mr. Smith has not shown the skills, care and effort required to run his 
business. Because both the bank and the employee accepted the agreement, 30% remission 
was made in their punishment. 
 
 
What Had to Be Done? 
Why Could not Be Done? 
 
 
 
 
Case Study 18- 
 
AGRICULTURAL BANK OF CHINA 
 
According to the statement of the Financial Services Department of the State of New York, it 
was announced that Agricultural Bank of China Ltd. was imposed an administrative fine of 
215 million USD for its activities against money laundering regulations. It is also stated that 
the suspicious activities are covered consciously by the branch of the bank in New York, and 
that it was prevented from being examined. The parties of some of these transactions are 
from the USA. 
 
In 2014, the Bank did not determine that its practices for monitoring suspicious 
transactions were insufficient, and that it did not take into account the warnings of the 
Financial Services Department, which are related to that USD clearing do not increase. And 
it continued to perform these transactions. 
 
According to the statement, the bank's USD transactions increased rapidly in 2014 and 2015. 
The Bank featured coded messages in the communication system, which is used to hide 
suspicious transactions, and also the Compliance Officer uses to monitor transactions, in 
the statement. 
 
The Compliance Officer left the bank in June 2015. One month later, New York State 
Auditors found that there were about 700 suspicious transactions in the bank. Beside of 
fines imposed to the bank, it was announced that an independent audit would be 
implemented to overcome the bank's "major implementation gaps". 
 
Agricultural Bank of China is a state bank established in China with an asset of 2.8 trillion 
USD. However, The Bank's New York Branch has assets of 9.5 billion USD. 
 
What Had to Be Done? 
Why Could not Be Done? 
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Case Study 19- 
 
Drawing Cash Forgotten in the Bank Through Stuntmen 
 
http://t24.com.tr/haber/bankalarda-unutulan-paralari-dublor-kullanarak-cektiler,416097 
 
The gang is busted in İstanbul, who drawn on the money of 6 million lira from 'dead' bank 
accounts by using stuntmen. 

Istanbul Financial Branch Office teams did not stop following the investigation. It was 
determined that Taner Ünalan, leader of the gang, received account information from Sadık 
D. in the General Management of the bank, and he charged Görkem Kibaroğlu to find 
people, who are similar to the account holders. The police elicited that they gave 3 thousand 
liras to stunts per transaction, and that gangs picketed at the time of incident. 

What Had to Be Done? 
Why Could not Be Done? 
 
Case Study 20- 
 

Cyber Hit with Bank Logo! 
http://www.hurriyet.com.tr/banka-logosuyla-siber-vurgun-40549300 
 
The number of internet users enmeshed with DIGITAL fraud methods is increasing every 
passing day. Cyber criminals, who constantly develop new methods, imitate the websites of 
five-star hotel chains or even government and private banks. 
 
Cyber criminals do their act through the social media accounts recently. Masters of deceit 
promise high amounts of money points with the top models of famous mobile phones and 
perform their big pelf through the banks' fake sites. In the websites, official logos of banks 
and fake call center numbers exist. 
 
Yahya Demir, who got rid of being defrauded at the last moment, said: ''When I login in my 
social media account, I saw an advertisement, in that a private bank's logo and images are 
used. Under the logo, 'a chance to win 3,500 lira worth mobile phones and 50 lira money 
points' was written''. 
 
I NOTICED THE URL  

‘’ I trusted the name of the bank and opened the link. While I was going to enter the 
information requested from me, I noticed the extension of the site. At that moment, I 
understood that both the bank logo and the customer service number were fake. And I got 
rid of the fraud. I think that social networking sites with millions of users must control such 
advertisement. They stand between swindlers unknowingly.’’ 

https://technologydevelopmentgroup.net/contact/
http://www.hurriyet.com.tr/banka-logosuyla-siber-vurgun-40549300


If you want to read more pdf books, please ask us available books at  https://technologydevelopmentgroup.net/contact/ 

 

59 
 

Derya Sarı, another internet user, who could not get rif of the fraud, said: ''When I saw the 
bank name, then I gained confidence. I clicked on relevant advertisement and entered the 
requested information into the system. I also answered the message on my mobile phone. I 
realized that I was defrauded with the warning of my husband.I immediately called my bank 
and explained the situation. My passwords and all my cards are blocked. 

 
What Had to Be Done? 
Why Could not Be Done? 
 
 
 
Case Study 21- 
 
Cyber Bank Organization Is Caught 
 
http://www.cumhuriyet.com.tr/haber/turkiye/677914/Siber_banka_cetesi_yakalandi..._Bir_
milyon_kisinin_bilgileri_ceteden_cikti.html 
 
Scores of people who went to the Istanbul Fighting Against Cyber Crime Branch Office, made 
a complaint by stating that their money was withdrawn from their bank accounts beyond 
their knowledge, and that they were spent. Therewith, Police started examination on it and 
found the organization. The teams followed the organization technically and physically for 6 
months. In the operations organized to the organization in the first week of February, Teams 
of Fighting Against Cyber Crime Branch Office and Sultangazi District Police Department took 
16 people into custody. In the searching, 6 laptops, 10 hard drives, some money, a lot of 
flash memory and mobile phones were found.  
 
Police teams stated that İsmail Y., an organization member, sent the information of bank 
customers with high limit to the organization after he started working at the bank. It was 
also determined that Ismail Y. and Metin E., leader of the organization allegedly, were 
working together in a call center in the past. 
 
Police determined the working system of the organization as follows. The organization 
makes calls by depicting the number, which they use, as the call center numbers of the 
banks through the private system on the internet. After the organization members represent 
themselves as bank officers, they verify all the personal information of the people on the 
phone. Thus, they win the trust of people. After that, they take the passwords from the 
people by saying ''suspicious transactions were made from your account, please share with 
us the passwords that were sent to your mobile phone to cancel the transactions''. In this 
way, they send the money in the account to the other members of the organization through 
online banking. 
 
 
What Had to Be Done? 
Why Could not Be Done? 
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Case Study 22- 
 
Cyber Police Elicited the Pelf 
 
http://www.sozcu.com.tr/2017/gundem/siper-polisinden-milyonluk-vurgun-operasyonu-
1931118/ 
 
An application enables that The Fighting Against Cyber Crime Branch Office under the 
Istanbul Police Department takes action. A businessman, who applied to the police, stated 
that his mail had been stolen, and that the payment, which must be paid to himself, is 
collected by someone else. After that, police teams determined that 2 more similar incidents 
were experienced. 
 
In the research of Cyber Police, it was determined that mail accounts were copied by virus 
attack, and that the suspects followed the mail traffic of the companies. After the 
organization follows the shopping, they come into play during the payment. It found that the 
account information of the company, which will get the payment was changed, and that the 
swindlers sent their account information to the other company.  
 
After the end of the research, operations were organized in Balıkesir, İstanbul Şişli, Esenyurt 
and Büyükçekmece. 23 suspects, 15 Nigerian and 8 Turkish of them, were taken into custody 
in the raid. In searches, an amount of more than 500 thousand liras was found. It was also 
determined that the suspects live in luxury with the money. 
 
The members of the organization were taken to the Istanbul Police Department on Vatan 
Street. 13 of 23 suspects, who are wanted from different crimes and are connected with 
organization members abroad, were arrested by the judicial authorities. 
 
Istanbul Police has expressed what can to be done to prevent such frauds. Experts say that 
swindlers attack cyber-attacks on cPanel or Webmail domains identified on mail servers or 
websites of the companies. With these attacks, company mails are copied. IT specialists offer 
some measures to prevent frauds. According to that, Server passwords should be 
strengthened; current and powerful antivirus programs should be used, e-mails should be 
scanned before reading, bank account verification should be made by voice or video calls. 
Experts also recommend that company mails and accounts do not be used for personal 
affairs. 
 
 
 
What Had to Be Done? 
Why Could not Be Done? 
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Case Study 23- 
 
The Gang, to Which the Assistant Bank Manager Conveys the Information, Made A 
Amount of 5 Million TL Pelf 

http://m.karar.com/gundem-haberleri/5-milyon-liralik-vurgun-yaptilar-73722 

Assistant manager of a bank made 5 million worth pelf by transferring customer information 
to a fraud gang, which is started by two ex-banker friends. The gang with 20 people is 
busted, including the bank assistant manager. Upon complaints of customers of a bank in 
İstanbul, teams of the Fighting Against Cyber Crime Branch Office launched a large-scale 
investigation. 
 
In the investigations, it was determined that the person, who leaked the personal 
information of the bank customers to the call center gang was Serkan A., assistant branch 
manager at the general management of the bank. So, the name of the operation was then 
named as "Insider'’. After the wiretapping, it come out that Serkan A. sent the account 
information of 21 thousand 750 customers to S.Y., leader of the gang, and E.T. on WhatsApp 
through photographs, which are taken from the computer screen or are printout. 
 
After the necessary wiretapping studies, the cyber police organized a simultaneous 
operation in Maltepe and Sancaktepe. Bank assistant manager Serkan A. was caught in her 
luxury home in Sancaktepe. 20 people including gang leader S.Y., E.T., H.K., Ö.E., and 9 
women are taken into custody. 
 
In the operation, that the bank's assistant manager S.A., the gang leader S.Y. and E.T. had 
been friends since secondary school and all of them had been banker once is learned. 
 
The gang member tricked the bank customers by calling and said ''You have received a loan 
from our bank. We have made for you the life insurance. You have costless benefited from 
that and this application last year. If you want to continue, you have to pay 700 TL, if you 
want to cancel it, you need to pay 500 TL. Otherwise we will commence execution 
proceedings for you.'' They swiped money from their credit cards via POS machine. They 
withdrew money from the accounts by saying, ''tell us the 3D secure password to end the 
transaction. It was determined that gang members made a Pelf of at least 5 million TL 
through this method in a short time.That the gang leader, Ö.E., and his wife M.A.E. took US 
visa and planned to fly on Saturday is also learned. 
 

In the WhatsApp correspondence of the assistant manager of the bank, S.A., very interesting 
information was also found. In a message, which the bank manager wrote to another friend, 
“There is an 1-2 million worth illegal job. I am so undecided” is written. 

In the operation, it was also determined that gang leaders bought luxurious houses for 
themselves from the brand housing projects in Maltepe. 

What Had to Be Done? 

Why Could not Be Done? 
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Case Study 24- 
 
The Top Cyber Pelf (2013) 
 
https://terramedusa.com/40-milyon-dolarlik-banka-vurgunu/ 
 
The one of the biggest bank robberies ever is committed by a group of cyber criminals. The 
group, active in 26 countries, disappeared by withdrawing a total of 40 million dollars from 
credit cards in their database through the ATMs. 
 
This organized robbery was committed by using ATMs in 27 countries from Canada to Russia, 
which do not have mostly updated systems. It is not known what kind of crime organization 
is behind the gang. However, it is not possible that this global robbery is realized by an 
ordinary group. 
 
Considering locally, in New York 7 people withdrew 2.4 million dollars from ATMs in 10 
hours. In fact, this was not the first robbery of the organization. On December 22, 2012, the 
gang captured prepaid MasterCard debit cards from database of a bank in the United Arab 
Emirates. Swindlers uploaded this information to magnetic cards and stole $ 5 million from 
accounts in 20 countries in a few hours. 
 
On February 19, 2013, a few months after, cybercriminals performed another big operation. 
They made 36,000 transactions in the hours and captured $ 40 million from ATMs in 26 
countries. What the cyber criminals did is; getting the bank's database, card limits and all 
kinds of information, and using the card information, which they uploaded to empty plastic 
cards, old hotel key cards, or expired credit cards. While some of the gang was withdrawing 
money from ATMs, others were storing expensive equipment in certain centers by buying 
them. 
 
Cybercriminals were just doing robbery using laptops, internet access, and a few plastic 
cards. 
 
 
What Had to Be Done? 
Why Could not Be Done? 
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Case Study 25- 

Court of Cassation Holds Bank Responsible For Virtual Fraud 

 
http://www.hurriyet.com.tr/yargitay-sanal-dolandiriciliktan-bankayi-sorumlu-tuttu-
40243677 
 
A.K, who lives in Şanlıurfa, noticed that a total of 6 thousand 970 lira shopping was made on 
the internet with his credit card beyond his knowledge. A.K. stated that these shoppings are 
not made by him. But the bank was not accepted his objection. 

The Sanliurfa 3rd Civil Court of First Instance accepted the case partially and passed the 
sentence on that both of the bank and the customer were 50 percent wrong. Complainant 
was held responsible for half the debt. 

After the appeal, the case is brought up to the 19th Civil Chamber of the Court of Appeals. 
The Chamber reversed the judgment of the local court, which gives the client joint 
responsibility to the bank and customer. 

In the reversing of decision, it was explained that the expenses were made in virtual 
environment with credit card by capturing the credit card information of the customer by 
third parties despite 3D secure. 

In the decision, the following points were made: 

''As long as they are not able to protect complainant's personal information and neglect his 
obligation of their due diligence in this issue, the complainant cannot be held responsible for 
the expenses made by third parties thorough internet banking. A decision must be made by 
the court by considering these aspects. And customer was not found culpable." 

What Had to Be Done? 
Why Could not Be Done? 
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