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CYBER SECURITY MANAGEMENT AND 

CONTROL FRAMEWORK  

WITH 101 QUESTIONS 

 

 

I. INTRODUCTION 

       

It is required to ensure safe and efficient performance of operational structure and assess 

opportunities to arise meantime -to the extent of sources of the entity allow with minimum risk in 

order to realize the goals during operating activities. 

 

Today, two main elements should be realized within the safest framework to ensure business 

processes are based on technological infrastructure almost completely and activities are carried 

out wholesomely. There are also internal and external threats during the process to prevent us 

from using these opportunities, as well as mistakes and negligence.  

 

In this scope, business administration has the first-priority responsibility for planning of security 

activities that are based on ensuring information security mainly, such as security of data, 

information, intellectual property rights, information technology tools produced by the entity, 

physical security, security of human resources and security of support services, for establishing 

frameworks to be applied, designing and supplying security tools, implementing, executing, 

supervising and controlling the planning and applying the security concept that contains revisions 

thereof across the entity according to actual developments. 
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Application of an efficient security concept enables the entity to gain reputation in its governance 

habitat and be reliable. The area to arise from the lack of security measures to be taken by top 

management due to the entity realities constitutes the security gap.  

 

In this study, we submit required administrative framework, information technologies and 

methods and tools to ensure cyber security at maximum for efficient management of information 

security risks widely to your information. In the study, we provide you with information about 

matters to create the most secure and efficient systematics that will prevent cyber threats entities 

face in the digital era as the answers of 101 main questions. 

 

Scopes of Subject: 

 

 Information Security  

 Security of Information Technologies  

 Cyber Security  
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II. INFORMATION SECURITY 

 

1. What is Information?  

 

The origin motivation of popular journey to Cyber Security risk management is information 

and security of this information. For thousands of years, people have been taking measures 

at different levels to prevent possession of information they have in their special and 

business lives by ‘undesired” persons (and/or entities).  

 

Recently, information security is tightly connected to security of information technologies 

since all data entries, production, transmission, storage and data analysis are realized on 

data processing systems. Now, it is even nested with digitalization.  

 

Motivation in cyber threats for data processing systems with fraud, competition pattern, 

national security purpose, social/political-sensible reactions is information oriented on no 

account. As a result, risk management of security of information technologies and cyber 

security means information security management. Therefore, let’s see what the 

‘information’ is at first.  

 

Three of definitions for information taken from the dictionary of TLA as reference are 

directly related to our topic: 

 

 The name given for all phenomenon, truths and principles that humans are able to 

understand, cognizance; 

 Truth, cognizance, knowledge obtained by learning, researching or observing; 

 (In informatics) the meaning for a data given by a person by using rules... 
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2. Do Data and Information Are the Same Terms?  

 

In general, data and information are confused with each other. It is important to state that 

information is created on data, so both are connected to each other, but have different 

meanings. A data for an entity that does not mean information may be a very important 

and strategical information source for another entity which is capable of using such data as 

information.  

 

To analyze definitions of data given in the dictionary of TLA: 

 

 Main element which is the base of a research, discussion, judgment, datum; 

 (In informatics) convenient representation of a phenomenon, concepts and 

commands for communication, comment and process... 

 

  In other words, data is the raw material of information. It is the source of water. 

Information in the raw form constitutes the base of high-quality information 

  obtained from data that have sources and are used for finding the unknown, analysis, 

operation and 

  communication processes.   

 

For example: 

 

Let’s assess the operation result for different entities after necessary data from a customer 

who wants to transfer money in a bank branch are recorded in the system. 

 

Transfer operation made as a raw information for the bank and recorded data are 

converted into an information source after being processed and assessed with information 

technology tools (software, artificial intelligence, etc.) Data (raw information) becomes 
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information after the analyses made for the data recorded in the database of data 

processing system of the bank.  

 

Considering this, the bank may decide which banking products can be offered to the 

customer when the customer comes to the branch and takes queue token or makes a 

transaction over an ATM or website of the bank.  

 

This data set that contains an ordinary money transfer for the bank may become a very 

important information source for MASAK, for example.  

 

Data in the database of the bank may be an information source for crime syndicates and 

hackers for malignant purposes. 

 

3. What Does Information Mean for an Entity?  

 

Even if it seems as an exaggerated comment, information actually means everything to an 

entity. Information is the only way for the entity to realize its budget targets, as well as its 

strategical purposes. Information is the source of potential, competence of top 

management and other human resources of an entity to create information, a project or 

product they created.  

 

Information is not static, but dynamic concept.  

 

The way of having competition advantage is information, which get an edge over 

competitors in product diversification and cost effectiveness. This information level is risen 

by a creative and cyclic business environment that is based on human resources, high-

quality support services received and technologies used.  
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Supply chain management, product development, creating marketing channels and 

innovative developments in customer’s information management are based on high-

quality information. Big data analyses have become one of the most important 

preconditions in the success of an entity in innovative competition.  

 

Another one is the ecosystem constituted by business partners containing reliable and 

advanced technology and qualified human resources.    

In the recent years, both regulation and regulatory institutions apply severe sanctions for 

management process of risk and nonconformities on information security, thus security of 

information technologies and cyber security at national and international level.  Therefore, 

process management of information security has a special importance.  

Apart from that, the entity should be self-conscious in protecting its information, 

information of its own employees, customers and other stakeholders. 

 

Protection of the entity in terms of both main tool source required to reach its strategical 

goals mission and of entity and stakeholders is a critical value.  

 

In the answer of the previous question, we highlighted how much data is important for the 

entity, stakeholders and crime syndicates as an information source. Data and information 

are strategical values required to be used and protected for entity.  

 

On the other hand, an information required by criminals in fraud actions is a source of 

information in terms of regulation for conformity for regulatory institutions and an active 

that is needed for customers to conduct operations and may cause great losses if not 

protected.  

 

Data leakage (internal and/or external) is the main agenda topic in terms of protecting 

information source of all entities. Reaching goals is a figment of an imagination without 

having high-quality information and protecting it securely. 
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4. What is Sensitive (Critical) Information? 

 

Sensitive information are information sources, which should be protected at top level as a 

result of assessment of corporate information portfolio as decided. This decision is due to 

the fact that it is subject to the legal regulation or an information source through which 

entity has a competition advantage.  

 

A bank cannot share information of a credit customer with any one or any identity except 

those specified in the legal regulation and should protect information about deposit 

account of the customer rigorously.  

 

For example, data and/or information -obtained with data analysis- of customers that use 

social media like Facebook, Twitter, Instagram, etc. cannot be shared with other 

enterprises without consent of the customer...  

 

Like Coca-Cola protects the formulation of coke at ultimate level...  

 

Like production company that produces spare parts for the key automotive industry 

protects information about a system preventing a vehicle from slipping over a steep with 

the highest sensibility as this system is developed with R&D activities and patented... 

 

This information may cause to leakage, loss and damage risks to arise from systematic and 

security weaknesses in recording, processing, storing, carrying, sharing, analyzing and 

accessing processes of data that are possessed, obtained or used in the process of 

conducting operating activities. Therefore, entity and related stakeholders may also suffer 

great losses in material and reputational aspects and high-amount recourses for the entity 

to compensate the damages.  
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Leakage of sensitive information has the power to have a negative impact on reliability of 

the entity in the governance habitat at different levels. 

 

5. What is Corporate Information Portfolio and Why Should It Be Protected? 

 

Information sources are the active assets containing intellectual property rights that an 

entity should have to the extent its sources allow to reach and maintain its goals (know-

how, sector/market information, customer information, organizational information, 

information technologies, information containing added values as created by employees).  

 

Corporate information portfolio has a strategical value for an entity and governance 

environment and should be consistently protected. In addition, information in this scope 

should be protected due to requirements of the legal regulation and shared with only 

whom it may concern (persons and institutions have a relation with the information and 

public authorities). 

 

Today, information portfolio requires digital storing, remote access, BYOD (bring your own 

device) applications, fast and easy transfer due to digital business medium that has reached 

high technology level. Maybe the highest security risk of information portfolio is resulted 

from smart phones we all use. 

 

Protection of personal data and prohibition of unauthorized use for personal and corporate 

interests are the most important matters subject to various legislation regulations in the 

world. Entities that do not prevent leakage of data that it is liable to protect and cause 

damage to related persons and entities are obliged to compensate the damages. 

 

 

 

 

https://technologydevelopmentgroup.net/


If you want to read more e-books, please check vailable books at  https://technologydevelopmentgroup.net/ 

P. 10 
 

6. Which Information Portfolio Does an Entity Use?  

 

 We can divide information portfolio of an entity into two categories: 

 

 Customer Information (Identity, Access, Current Account, Deposit, Credit Card, 

Credit, Intelligence, Web-Based Transactions, Agreement, etc.). Customers may be 

real or legal persons. In such case, information portfolio of customers should be 

protected in accordance with provisions of different laws. If information portfolio is 

possessed by unauthorized persons, a real person shall take LPPD (the Law on the 

Protection of Personal Data) as basis while a legal person shall request for 

compensation of its losses based on agreement signed as per the provisions of 

Turkish Commercial Code -except information related to national security-. 

 

 Corporate Information Portfolio (Human Resources, Competence and experience 

of employees, Reputation, Projects, printed or electronic documents such as 

Accounting/Financial documents and data, Treasury Transactions, Reports, 

Agreements, Customer database, Strategy Documents, Procedures, Processes, Sale 

and marketing documents, audit reports), Information on Information Systems 

(Computers, communication devices, storage areas, software, software side 

products such as software source codes and design, algorithm, licenses, 

applications, analysis and technical documents, databases, servers, network 

devices, ATM, etc.) 

 

             Social media posts of the entity are also included in the scope of information portfolio.  

             Values added by an employee of an entity in its favor shall remain as the 

             information source of that entity even if the employee quits the job.  

 

             For example, segmentation works of a data analyst for customers of the 

             entity, creative ideas of an employee of after-sales service department in simplification of 
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             business processes for meeting demands of customers and analyses of a 

             marketing chief for customers… 

 

Confidentiality classification is made to ensure privacy of information portfolio according 

to following criteria: 

 

 Medium that Information Portfolio is kept in, 

 Information levels that Information Portfolio contains, 

 Intended use of Information,  

 Those who should know Information. 

Confidentiality may be classified as Commercially Confidential, Commercially Special, 

Personally Confidential and Personally Special considering above mentioned criteria. 

 

              For security of sensitive (critical) information: 

 

 Confidential documents should be defined 

 Place and time where and when documents are produced should be determined  

 Persons and times should be determined for access to documents 

 Information governance policies should be developed 

 Electronic document security technologies that contain encryption, unauthorized 

access deny, digital signature technology and data leakage prevention should be 

used 

 Information Security Management System should be audited and updated 

periodically 

According to a research conducted by Thomson Reuters on electronic correspondences of 

Members of Board of Directors, more than 75% of entities use personal e-mail accounts to 

send documents to the members of board of directors. 
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7. What is Information Security?  

 

The first element in information security is possession of information required by an entity 

to realize its goals as an asset. Other element is protection of these assets against damages 

to the integrity and unauthorized accesses.  

 

The core of Information Security management process is both ensuring integrity of 

information sources by taking required security measures and prevention of access of 

unauthorized persons to information portfolio for any purpose and use of them if they can 

access. Unauthorized persons are considered both internal and external persons and 

institutions that are not authorized.  

 

Information security management system aims to ensure only authorized persons access 

to information sources and use them in line with their duties and to prevent others from 

access to the sources.  The scope of use of information sources includes access, use, 

disruption, change, clarification, copying and damage. 

 

It is required to protect information portfolio to ensure corporate information security. 

Information security risk includes the risks with the capacity to cause material damages to 

the entities at severe levels and reputation losses in governance habitat and prevent 

realization of purposes of the entity. Information security risk management includes both 

security of information technologies and cyber security. Information security is the core 

factor and constitutes an integrity with cyber security consisting of inseparable parts. 

 

8. What are Information Security Elements and Scopes Thereof?  

 

Information Security consists of three main elements:  

 

i. Confidentiality,  
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ii. Integrity, 

iii. Availability. 

Confidentiality means information is closed to access of unauthorized persons and 

protected against revelationby unauthorized persons and systems. It is aimed to ensure 

confidentiality of informationeven if the information protected with information security 

mechanism is accessed by unauthorized persons and systems. It is prevented to obtain 

information confidentiality of which is ruined as a result of unauthorized accesses.  

 

              It is tried to prevent data from becoming an information through encryptions and 

algorithmic tools. For example, while you are shopping from an entity on website with your 

credit card, it is ensured your information is prevented from being accessed by 

unauthorized persons or systems while processing your credit card information requested. 

 

Integrity is prevention of information from being changed, deleted or in any way destroyed 

by unauthorized persons and protection of data contents. It means authenticity and 

completeness of information is ensured. Content of information should not be changed or 

any part thereof should not be deleted or destroyed. For example, regulation of pay slips, 

increase of wage of an employee who is authorized for handling, transfer of little amount 

by a bank officer from some customer accounts to another account, default in ensuring 

information integrity due to problems to arise from poorly written or tested program that 

will operate in the automatic process… 

 

Availability means each user can access to required information source as long as the user 

is authorized to access. Information should be available and accessible to authorities when 

necessary. This also means operational performance of data processing system, security 

controls and communication infrastructure is at the projected level. It also includes 

fulfillment of all processes like persons whose authority levels and roles are defined in 

terms of conducting operating activities access to information source they need to perform 

their duties in projected service quality, produce data by doing transaction and store and 
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analyze the obtained data. Plannings are made and measures are taken for business 

continuity to fulfill this function even during the external factors have an impact, such as 

emergency, cyber attacks, earthquake. 

 

 Other concepts to be added to these three main elements are as follows: 

 

 Authenticity: It means electronic and physical documents 

 produced with data, transaction and communication processes on web processes 

 are original, authentic and accurate.  

 

 Non-repudiation: It means non-repudiation of information portfolio 

 documented as a result of the transaction performed.  Authenticity of information is 

objectively guaranteed by preventing denial of either party regarding the transaction in 

case of a dispute with digital signatures and encryption mechanisms.  

 

Identification: It means identification of identity of a person 

 to be used for transaction by inserting name, with card or other tools. 

 

 Authorization: It means determination of authorization level of identity that will access the 

information. 

  

  Accountability and auditability: It means which transaction is made and who makes the 

  transaction is accountable and auditable. 

  

9. What is Corporate Information Security?  

It is the process of protecting corporate information portfolio against unintended threats and 

hazards by determining vulnerabilities.  
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It includes a set of measures against unauthorized access to information in the entity and 

possession of information portfolio by unauthorized persons and damage to them.  

 

              It means protection of information to be used and kept in governance habitat of the entity 

              organizationally with corporate goals in accordance with relevant regulation.  

Obtained and produced data should be protected against end-to-end leakage across the 

entity. 

  

              With wide use of information technologies, internet and mobile devices, 

              Information Security almost has the same meaning as ensuring security of 

              information technologies. 

 

Efficient and reliable implementation of Information Security policies ensures the entity 

gains high-level reliability and reputation in its governance habitat. 

             

10. What Does Corporate Information Security Include? 

  

Risk Management Process of Corporate Information Security consists of determination of 

possible risks and threats, execution of operations actively, reliably and uninterruptedly, 

establishment of Information Security policies and norms, development of methods to 

control audits and applications within the scope of supervision function, establishment of 

organizational structures, provision of data processing infrastructure and 

software/hardware functions and analysis of application errors and improvement 

processes. 

 

Main Target Points of Corporate Information Security: 

 

 Activities for managing risks, such as mistakes, negligence and abuse arising from 

employee security and employees... 
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 Physical security includes control of entrance to and exist from places, field security 

and prevention of damages to the active assets and bad intentioned interventions.  

 Prevention of unauthorized access to information and damage or possession of 

information portfolio even if it is accessed... 

 Ensuring security of data processing infrastructure and elements in this 

infrastructure, such as systems, software, network and communication... 

 Measures to provide business continuity, measures for emergency and unexpected 

situations... 

 Ensuring compliance with the regulation... 

 Prevention of cyber attacks...  

 Efficient management of support services... 

 Establishment of cooperation in information requested in the governance habitat 

only with authorized entities... 

 Raising an active awareness on information security in the presence of customers. 

 

11. Who are Responsible for Corporate Information Security Policies and 

Applications? 

 

Authorities of information security, information technologies and physical security are 

responsible, especially including board of directors and members of the executive board. 

In this scope; organization, processes and risk management tools of the entity that contain 

information security strategy within the management chain. 

 

It is required to determine roles in detail based on authorities and responsibilities. Such 

roles include Information Owner undertaken by one of senior managers, Information 

Custody undertaken by an authority from information technologies department, 

Application Owner and its authorization level determined by the manager of the unit where 

transaction is performed and Security Administrators responsible for taking any security 
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measures and controlling them. In addition, employee of the entity should determine 

access and authority for end users who/which might be supplier or customer. 

 

12. What Does the Role of Top Management in Risk Management of Information 

Security? 

 

Top management of an entity sets up the mechanisms to ensure following operations are 

performed: 

 

 Establishing the framework of corporate information security management system, 

 Building necessary organization, 

 Determining and implementing policies and norms and giving due importance to the 

ton at the top for efficiency of the application, 

 Determining reaction processes to be applied in case of a risk while the system is set up 

and authorities to take part in the process,  

 Ensuring active awareness of employees in the system and providing necessary 

trainings, 

 Implementing the system across the entity, 

 Supervising performance, periodical reviews, following potential threats, correcting 

determined malfunctions, taking new measures, 

 Applying consistent improvement concept. 

 

13.  What Does Information Security Governance Include? 

The Institute of Internal Auditors (IIA) defines information technology governance as 

factors that ensures sustainability of information technologies, supports strategies and 

goals of organization, protects information and reduces the impact of ever-growing threats 

to information technology on the basis of leadership, organizational structures and 
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processes. With this approach, Framework of Information Security Governance for 

Corporate Information Technologies should have following elements. 

              Framework of Corporate Information Security Management System: 

 Difference of Governance/Management 

 Processes of Corporate Information Security Strategy and Management 

 Organization Structure to Minimize the Impact Level of Potential Risks 

 Norms and Tools to Minimize the Impact Level of Potential Risks 

 Procedures for Compliance with Regulations and Standards 

 Scope of Information Technology Infrastructure and Operation Security 

 Processes of Security Audit and Threat Management 

 Processes of Identity and Access Management 

 Processes of Cyber Attack Management and Digital Forensics 

 Processes of End/Final point/User Security 

 Processes of Confidentiality and Data Security 

 Processes and Tools of Security Management 

 Processes of Backup, Cloud and Virtualization 

 Awareness and Training Activities 

 Ton at the Top 

 

14. What Should Be Considered in the Process of Information Security 

Governance? 

 

In the process of Information Security Governance, it should be considered that good 

practices are supported, entity has information security activities convenient to need risk 

profile and risk appetite of top management, demands of governance habitat and 

approaches of top management of the entity are conducted collaterally. 
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         As a result, a seven-stage process management is required in an entity for Information 

Security: 

 

 Determining Information Governance Policies, 

 Determining documents required to be confidential in this scope, 

 Determining where and when documents are created, 

 Who and when to access documents, 

 Determining a separate authorization and access policy for sensitive documents, 

 Applying encryption, authorization, access management, digital signature, 

agreement, confirmation and segregation of duties and medium, 

 Reporting, reviews. 

 

15. Which Criteria Should Exist to Say Information Security Management is 

Efficient, Effective and Secure in an Entity? 

 

 Defining and implementing Framework or methodology of Information Security 

Governance 

 Building an organization structure convenient to the framework and employing 

qualified employees 

 advanced technological infrastructure 

 Support service processes managed effectively 

 Implementing an effective internal control system and producing computational 

and meaningful outputs 

 End-to-end and standard risk measuring across the organization 

 Business priorities reflecting risk profile of the entity and risk appetite of top 

management and potential risk levels 

 An effective, on-time and reliable reporting infrastructure for management 

chain 
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16. Processes of Confidentiality and Data Security 

Today, the main reason why the processes of information security, security of information 

technologies and cyber security management are so important is entity should protect data 

entity obtains, processes and stores to the utmost in terms of regulation, high reputation 

level to be reached in the governance habitat, and legal rights and trust of its employees, 

business partners and customers. While entity uses its data in its activities, it also 

establishes confidentiality policies and ensures data security of stakeholders is provided; 

on the other side, Big Data analyses may be used innovatively for designs of new product 

and service.  

 

Main elements in ensuring data security: 

 

 Creating Data/Authorization (providing processes to ensure rules for data 

production process, procedures for source document authorization and secure 

obtainment, integrity, authenticity, accountability and on-time transmission of 

source document data and protecting source documents), 

 Database Evaluation (Operations such as using database management programs, 

Data classification, Activity Control/Monitoring, Summarization, Encryption, etc.), 

 Prevention of Data Loss/Leakage (use of DLP Solutions, Tools for detecting and 

preventing unauthorized access, Content Exploration, etc.),  

 Encryption (encryption tools according to the needs, such as Distributed Encryption, 

Key Management, SAN/NAS, etc.) 

 Authorization and Access Management (Authorization database, access rights, file 

monitoring, control),  

 Data backup plan (determining and performing processes for backup of data, 

communication lines, power supply, devices and physical medium) 
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17. What are Customer Data Medium of an Entity? 

 

Personal data that an entity has are; 

 

 Customer databases, 

 Tracks of mobile and internet usage habits of customers, 

 Obligatory documents and feedback forms filled by customers, 

 E-mail content, 

 Photographs, 

 CCTV videos, 

 Loyalty program recordings, 

 Databases of human resources. 

     

Personal Data or Personal Identity Information; information used to identify the person 

that information is related to with predetermined parameters. Another matter to be added 

is the protection of data obtained.  

 

Personal identity information are obtained from wide variety of information, such as 

name/surname, place/date of birth, sex, nationality, mother’s maiden name, telephone, e-

mail, residential address, social security or Bagkur (social security organization for the self-

employed), T.R. Identity Number, Tax Identity Number, Social Security Institution number, 

passport number, curriculum vitae, photograph, images, fingerprints, genetic information, 

computer or mobile device IP address, family/friends, etc. 

 

Protection of personal data is assured in Turkey with the constitution, LPPD and other 

relevant laws and communiques. 
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18. What is Cryptology and Why is It Important for Information Security? 

 

Cryptology is defined as a discipline studying on confidential texts and encryptions.  

It is an instrument requiring secure works and processes that we use in every field of our 

lives as based on unprecedented pace of technology from a virtual shopping website and 

product purchasing process to 

a transaction in our bank account with our smart phones; from a strictly confidential 

strategical text that we will send to access to information sources that we need to perform 

our business process we are responsible for in the company where we are working in.  

 

It ensures devices used in data processing system recognize each other, makes transactions 

we will perform on internet secure, shows who perform the transactions in terms of entities 

by reviewing log recordings and ensures the person to perform transaction is recognized 

by the system and it is determined whether such person is authorized to perform this 

transaction. 

 

Passwords that we use at ATMs, in credit card transactions, while opening our phone or 

building gate are now required to be used in every places in our business and private lives 

more intricately by the virtue of needs. There are many problems, for example accounts 

are blocked if passwords are not remembered or big material losses arise if they are 

possessed by malicious people.     

 

Encryption contains symmetrical and asymmetrical summarizing algorithms, so level of 

benefiting from cryptology instruments for biometric recognition increases. Bitcoin, which 

one of the popular cryptocurrency products, and new-generation technology Blockchain, 

which precedes decentralized and current encryptions, came into our lives and are 

accepted by entities quickly. With Blockchain, big radical changes are expected especially 

in the banking sector. Blockchain based encryption structures will provide much more 

secure service in payments during the transaction and data storage.  
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To summarize the matters specified above, encryption solutions are the security gate for 

access to information as a whole by authorities and on time regarding the purpose of 

protecting information sources of an entity. Therefore, the non-repudiation principle 

regarding the transaction is provided. 

 

With the use of cryptology, it is ensured that confidentiality standard required in processes 

of obtainment, processing, storage and protection of data is established, security of 

received-sent data is provided and reliability and privacy in sender-receiver relationship is 

enhanced within this framework, integrity of relevant files and data is provided, and data 

are irrevocable and non-repudiate. 

Services using cryptography are involved in all fields connected to information 

technologies.  Various encryption tools are used from sending WhatsApp messages to 

sending-receiving e-mails and files, from payment system solutions to symmetrical and 

asymmetrical algorithms,summarizations and stenography used in transport layers. 

 

Aim of cryptographic controls is to ensure confidentiality, integrity and non-repudiation 

principles. 

 

19. What Do System Log Recordings Involve? 

 

Another important matter in ensuring information security is to keep, protect and control 

log recordings containing system login-logout and transactions performed. 

 

      Examples of matters to be detected with log recordings: 

       

      Detecting who log in to-log out from the system, user identities, login/logout, network 

addresses of login, transactions performed by administrator, correcting and deleting 

transactions, network connection, defense detection and prevention systems,  DLP system, 
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making anti-virus and firewall passive temporarily, changes in the system security settings, 

reported system errors, data input, processing, storage, defining and using privileges, etc... 

 

20. What Does User Authorization and Access Management Include? 

 

Main principle in user authorization and access management is ‘everything is prohibited if 

not allowed’. In other words, it is not “everything is free if not prohibited’. Three irrevocable 

condition in Access Control applications is User Identification, Identity Authentication and 

Authorization. 

              Framework of Corporate Access Management: 

 

 It is required to have information technology tools at sufficient level in terms of 

compliance with legal regulation and realizing strategical goals of the entity.  

 For users, unique user name that may be associated to them and make them 

responsible for operations they perform, 

 Authorization level is determined, 

 Scope of authorization to access cannot be wider than purposes of relevant work, 

 All user names and authorizations are recorded, 

 Identity Authentication mechanisms are engaged: 

 

                     Examples: 

o Passwords (Simple Password, Password Complication, Password Policies) 

o Verification with Successive Questions  

o One-Time Password Devices (Smart Cards, Magnetic Cards, Certificates) 

o Biometric Systems (Fingerprint, Hand geometry, Palm, Iris, Retina, Voice, 

Keyboard Motion) 

o Acceptance of Users, Age, Sex, Physical Disabilities 

o Error Types, Type 1, Type 2, CER 
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 Privileges for authorizations to access are granted only in necessary situations, 

 In the event that privileges given for authorization to access are used;   

 

o Privileges are defined where necessary for each system operator, such as 

operating system, database management system and applications,  

o Privileges are confirmed at first and privileges are recorded,  

o Logs of privilege use are monitored and analyzed, 

o If possible, they should be defined with a name different than existing user 

names. 

 

 Framework of Access Management consists of the following: 

 

o Framework of Identity Management (Central Identity Management System, 

internet logins, matchups, password controls, algorithm applications, 

biometric systems, user name/password use, etc.) 

o Access Attacks (DOS, D-DOS, Viruses, Malwares, Identity Fraud, XSS, SQL 

Injection, Password Cracking) 

o Building Central Authentication and Authorization and Infrastructures 

 

21. Can You Please Explain the Principle of Segregation of Duties and Medium... 

 

              In order to prevent unauthorized access, change or use of data processing 

              systems;  

 

 Processes of starting and confirming transactions to be performed in data processing 

systems are segregated,  

 Persons who perform transactions and authorized officers who confirms transactions 

and persons who manage log files of transactions are segregated,  

 Real systems are segregated from development and testing medium, 

https://technologydevelopmentgroup.net/


If you want to read more e-books, please check vailable books at  https://technologydevelopmentgroup.net/ 

P. 26 
 

 Rules for transfer of development medium of software to the medium of use are 

determined. 

 

22. What is Physical Security, Which Elements Does It Include? 

 

Any physical limit security should be allocated to protect data processing service (entrance-

exit gates, security personnel, cameras, card-controlled access, etc.)  

 

Physical limit security should be built depending on security needs of information portfolio 

and results of risk assessment process. Control mechanisms should be set up in certain 

places of the entity to allow access of authorized personnel only and entrance-exit times 

and reasons of visitors should be recorded. Physical protection measures should be taken 

and implemented against damages arising from incidents, such as natural disasters and 

attacks with terror intention. Measures should be revised periodically.  

 

For example, authoritativeness is strictly required at entrance-exit points in certain places, 

such as a bank branch, service buildings of general directorate, storage areas, sections 

where host computer is located in, etc. and measures should be taken to ensure protection 

against malicious behaviors of authorized persons. The same sense is also applied for 

security of a production facility. 

 

Physical and environmental security means prevention of unauthorized access to 

workplace and protection of information portfolio against theft and hazard. 

 

In the past, important information was kept in physical medium by engraving on stones and 

then putting down on papers and protected by walls, moats and guards appointed. Most 

of the time, physical protection was not sufficient and information was stolen and 

possessed by others. This shows physical security is not sufficient alone to protect data. 
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Today, physical security also maintains its importance and necessary studies are conducted 

on this matter. For example, various measures are used, such as putting up high walls or 

irons around buildings, card entrance systems for entrance-exit measures, private security 

personnel at the entrance point of buildings, camera systems, locking rooms where 

important data are kept in or encrypted security systems set up to access such rooms. 

 

23. What is ISO Information Security Management System? 

ISO/IEC 27001 Information Security Management System is the body of standards that 

grounds on ensuring security of information that an entity has and will have and ensures 

information security system created with principles and processes determined in the 

governance system of the entity determines, classifies information portfolio of the entity 

and builds its security concept.               

             ISO 27001 Information Security Management System; 

 Emphasizes that principal owner of the responsibility in Information Security is the 

top body of an entity, 

 Includes the whole entity, 

 Encourages use of advanced information technology systems, 

 Aims to determine and classify information portfolio correctly,  

 Ensures determination of possible security vulnerabilities in information 

technologies that are used in the entity, 

 Raises an active awareness in employees and other stakeholders of the entity, 

 Ensures risks arising from information security and information technologies for it 

are determined correctly and effective reaction processes are adopted, 

 Includes business continuity and emergency and unexpected situation plans in this 

scope, 

 Aims to comply with the regulation, 

 Includes periodical revisions and corrections. 
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24. What is PDCA Emphasized in ISO 27001? 

ISO Information Security Management System recommends to adopting the loop Plan, Do, 

Check, Act (PDCA) as the continuous improvement method in the process of minimizing 

risks resulted from information technologies. It sets forth to make and implement a 

systematic planning convenient to realities (country, sectoral, source structure, corporate 

culture, strategical goals, values) of the entity. It includes control and revision of activities 

within the framework of supervision function. Actions include corrections, reactions and 

maintenance activities. 

 

25. What are the Control Agents of ISO/IEC 27001 Information Security 

Management System? 

 

Control agents are provided and explained in ISO 27002 regarding implementing ISO 

27001 standards. These are as follows: 

 
 Security Policies: Information security policies of entity should be established and 

published by its top management in the light of standards specified in ISO 27001. 

 

 Information Security Organization: Determination of organizational operations for 

information security of the entity. Includes determination of employees to work in 

processes of information security and their roles, regulation of internal and external 

information flow, determination of processes of sharing information with public and 

other institutions in the governance habitat, periodical revisions and independent 

audit. 

 

 Human Resources Regulations: Includes regulations in the processes of recognition and 

adoption of information security policies of the entity by all employees, determination 

and contraction of responsibilities (e.g. confidentiality) of employees on this matter and 
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preemployment, employment, orientation, operation, change of position and leave of 

employment. For example, regulations in authorization of access on recording logs, 

change of position or leave of employment... 

 

 Information Portfolio Management: Includes determination of information portfolio 

that entity has or will have, subjection to level of importance for the entity, classification 

and establishment of policies and procedures on how to protect assets in information 

portfolio category in each category. 

 

 Access Control: The most important matter in ensuring integrity, accessibility and 

confidentiality of information portfolio is prevention of access by unauthorized persons 

and if not prevented, prevention of possession and hazards. It is required to determine 

access management policies and equip the entity with technological infrastructure and 

encryption methods at a level to ensure security. It is also highly important to keep and 

control log recordings regularly. The scope of determining authorized access includes 

managers, employees, auditors, customers and support service providers. Authorized 

persons should access only information they need. 

 

 Cryptography: Security control infrastructure should be built, such as passwords, 

summarization, advanced algorithms, digital signatures, etc. 

 
 Physical and Environmental Security: Secure places should be allocated to protect 

service areas, production places, machinery-equipment and critical information 

technology tools. 

 

 Operation Security: Are the processes that provide supervision and control to fulfill all 

operational infrastructures and operations that entity should have for conduction of 

activities effectively on time in a secure way without mistakes, negligence and 
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misconducts and ensure to build the whole structure including an efficient internal 

control system with reporting mechanisms. 

 

 Communication Security:  Ensures high-quality information is obtained and principles 

of reliability, timeliness and accuracy are adopted in the entity and all communication 

activities in governance habitat in line with information and communication activities. 

 

 System Development and Maintenance: Includes development of data processing 

systems that entity needs, supply of those that cannot be developed with internal 

sources and security and maintenance processes thereof.  

 
 Supply Process Management: Support services that are irreplaceable elements of 

today’s technological world provide various services from machine maintenance to 

software development. Some of them produce operational services directly under data 

processing system of entity. This matter that includes supplier selection, required 

standards, cooperation processes, termination of agreement and output strategies and 

has a critical importance in terms of information security of the entity. 

 

 Management of Information Security Incident: Includes incidents that may be resulted 

internally and externally, have a direct impact on maintenance of service and 

production activities of entity and information security and have power of impact at 

different levels. These may be resulted from data processing systems, mistake and 

negligence or malicious behavior of an employee or a stakeholder, external cyber attack 

or any natural disaster. Entity should determine security vulnerabilities regarding such 

risks and be ready with its full complement, reaction organization and processes to 

maintain business continuity and protect information security in case of an emergency. 

 

 Business Continuity: Includes a set of measures for conducting activities smoothly and 

ensuring information security in case of a problem. 
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 Conformity: Conformity standard is conduction of activities foreseen for fulfilling 

commitments given with subjected regulations, norms and agreements. It is required 

to measure difference between the ones foreseen and applied. 

 

26. How Does ISO/IEC 27001 ISMS Contribute to an Entity? 

          We may list contributions of relevant ISO standards as 

            follows: 

 

 Ensures information security of entity, 

 Ensures policies and applications of Information Security are determined, 

 Recommends effective application organization for information security, 

 Ensures risks that may arise from human resources within the scope of information 

security are managed, 

 Ensures information portfolio is determined, classified and protected, 

 Includes the whole entity from end to end, 

 Regulates relationships with stakeholders in the governance habitat and provides 

confidence, 

 Produces proactive solutions to business continuity and emergencies, 

 Regulates supplier relationships, 

 Ensures compliance with the regulation, 

 Ensures implementations for cyber security and prevention of exploitation threats, 

 Contributes to realization of strategical goals, 

 Raises an active awareness on information security in the presence of stakeholders, 

 Develops corporate culture. 
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III. INFORMATION TECHNOLOGY SECURITY 

    

27. What is Governance of Information Technologies (IT) and What Does It 

Include? 

The first things that spring to mind when it comes to information technology operations 

are IT service management, IT infrastructure management, management of software life 

cycle and risk management of IT operations. 

 

Governance of information technologies includes the areas, structures and mechanisms 

where IT exists in. From this aspect, governance of information technologies means 

information technologies required to conduct compliance with regulation and activities 

effectively in parallel with the sources is ensured as wider and more objective than 

management considering all stakeholders and factors in the ecosystem and the 

atmosphere that consists of processes including employment of relevant competent and 

technical human resources, effective management based on sustainability in parallel with 

strategical goals of entity, definition, measurement and reporting of information 

technology activities and security elements for risks is created. 

 

 

28. What is Management of Security of Information Technologies? 

 

It includes activities consisting of processes to ensure security of information technologies 

in entity, conduct operational services uninterruptedly in accordance with the regulation, 

prevent data leakage and manage risks for security of information portfolio of entity 

accessed by third parties and for support services effectively.  

 

It means technological capacity required to realize strategical goals of an entity is planned, 

developed (supplied), applied, renewed and secured. At present, another function is added 
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to management of information technologies.  

It is adaptation of source of information technologies and human resources of entity. 

Information technology managers (CTO, CIO, CDO, etc.) has the biggest responsibility here. 

 

With operations to be performed within the scope of management of information 

technologies, governance habitat of entity is provided with assurance on following matters: 

 

 Operational Activities 

 Compliance with the Regulation  

 Information Security 

 Business Continuity 

 Support and Help Desk 

 Backup 

 Change Management 

 Cyber Security 

 Plannings for Emergency and Unexpected Situations 

 Process of Source Allocation  

 Software Development/Supply 

 Management and Control Processes of Support Services 

 

29. How are Information Security and Security of Information Technologies 

Connected to Each Other? 

 

Information security matter cannot be separated from information technologies due to the 

impact of technology in each field.  

 

Security of Information Technologies embraces information security and is an inseparable 

part of it. Data is entered, processed, transferred, stored and analyzed in a completely 
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digital atmosphere during a business process that is performed for any work and based on 

data production.  

 

Therefore, activities of security of information technologies, cyber security and information 

security are interlocked. Big Data and AI (Artificial Intelligence) activities make a difference 

in creating information and create an innovative impact on business models of entities, 

approaches to customers, product developments and renewals.  Data protection now does 

not include a static process, but a dynamic process.   

 

30. Can You Please Explain Principles Taken as Basis on IT Security System... 

 

During processes of management of information technologies and information security, 

ensuring compliance, capacity, functionality, maintainability and non-repudiance principles 

is taken as basis.  

 

 Compliance: Compliance of access to information, processes and services at any time. 
 Capacity:  Ensuring transactions are completed on time in a secure way. 
 Functionality:  Design of systems in accordance with business and user needs. 
 Maintainability:  Existence of control tools for protection against unauthorized 

accesses. 
 Non-repudiance: Completion of transactions according to the principles of data 

ownership, authorized access verification and completeness and accuracy proof. 

According to the COSO 2013 Framework, following elements should be provided to 

mention about a secure and high-quality Information System:  

 

 Accessibility  

 Compliance 

 Accuracy 

 Real-time 
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 Adequate 

 Protected 

 Archived 

 On-Time 

 Valid 

 Provable 

 

 

31. What are IT Risk Sources? 

 

Risk sources of Information Technologies are examined on the ground of risks of general 

management of information technologies, strategy assembly and architecture.  

 

To look at subtitles; it includes attitudes and behaviors of top management as if they were 

not responsible for the process, inabilities to follow technological developments, 

improper design and/or application of IT organization structure, changes in IT top 

management, lack of employment of IT qualified technical labor source, mistakes, 

negligence and misconducts of employees while activities are carried out, risks of IT 

project planning, source allocation, budget foresights and expenses, security 

vulnerabilities in unauthorized access, lack of a staged security concept, gaps in 

digitalization of business processes, hardware and software risks, 

 incorrect technology selections, user mistakes, weaknesses of internal control system, 

negative impacts of corporate culture, compliance problems, inefficient and incorrect 

applications, mistakes in planning for business continuity and for emergency and 

unexpected situations and external factors.  Risks of supplier and support services 

 

Capacity planning of Information Technologies and performance risks of sources 

according to determined capacity are also matters bearing high concern. It is required to 

act very sensitively in organization of security, accessibility, recoverability and scalability 
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parameters. Another source of risk to be considered is protection of reputation in the 

presence of stakeholders. 

 

32. Can You Please Explain the Risk Management Areas of IT Security in Detail... 

 

Risk Management Areas of Information Technologies include: 

 

 Organization and infrastructure of information technologies, 

 Design and applications of business processes and reporting channels convenient 

to end-to-end security concept, 

 Conduction of activities realized effectively, reliably and uninterruptedly, 

 Compliance with related national and international regulation, 

 Access to information sources and cyber security, 

 Business continuity and management of emergency and unexpected situation, 

 Ensuring integrity, consistency, reliability, on-time acquirability and confidentiality 

of information provided from accounting and financial reporting system,  

 Use of information system sources efficiently,  

 Development and presentation of new products, 

 Risks in the surrounding ecosystem, 

 Process management of support services through which products and services of 

information technology are received and that some business processed are 

completely assigned to, 

 Social media management, 

 Big Data Analyses, 

 Digital transformation processes, 

 AI (Artificial Intelligence) applications, 

 Applications of internet of things, 

 Supervision of risks resulted from use of information technologies. 
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Within this framework, systematic planning, applications and controls are made for security 

of information technologies in processes containing matters that are specified in the titles 

below: 

 

 Establishment of information security policy and management framework and 

sharing them with stakeholders 

 Employment of a reliable, cooperative and competent IT top management 

 Pool and organization of qualified technical employee 

 Training and active awareness activities 

 Use of advanced information technologies to conduct business processes effectively 

and uninterruptedly and ensuring compliance with the regulation and security 

 Involvement of design and key controls for risk management in business processes 

 On-time reporting to reliable and relevant person 

 Automatic (real-time, instant) and simultaneous business process controls 

 Prevention of unauthorized accesses, minimization of impact level if accessed 

 Prevention of data leakage 

 Physical Security 

 Cyber security precautions (allocation of IT tools, performing leakage tests, etc.) 

 Cloud solutions 

 Support and Help Desk 

 Backup 

 Change Management 

 Process of developing and presenting new products 

 Business Continuity and Planning of Emergency and Unexpected Situation 

 Management of Sources and Use of External Source 

 Processes of supply and development 

 Risk Management of support service processes 

 Processes for management of reputation risk. 
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33. What Do IT Risk Management Processes Consist of? 

 

An entity revises policies and processes of risk management depending on use of 

information technologies and renews them in a way to include management of risks 

resulted from them. In addition to assessment of risks resulted from information 

technologies within the scope of operational risk, an integrated risk management approach 

that contains the risks resulted from information technologies is adopted since such risks 

are multipliers of other risks arising from activities.  

 

Within the scope of operations for follow-up and supervision of information technologies, 

risk analyses are made before important changes to arise in certain periods or in the data 

processing systems. Procedures on how to perform these risk analyses are prepared. 

 

Policies and procedures developed to manage risks for data processing systems are 

integrated to the operational structure that involves internal control system of entity. In 

addition, supervision and follow-up activities that contain controls for operability of them 

are conducted. Procedures and processes are revised regularly in line with changes in 

business field or technological developments.  

 

Risk management principles rooted in special qualities of data processing systems are 

considered in activities of regulation of policies, procedures and processes for risk 

management in a way to include risks resulted from use of information technologies. Said 

principles refer to what to do within the scope of titles of top management supervision, 

security controls and legal and reputation risk management.  

 

 

 

 

https://technologydevelopmentgroup.net/


If you want to read more e-books, please check vailable books at  https://technologydevelopmentgroup.net/ 

P. 39 
 

 

 

Entities develop their risk management processes for information technologies according 

to its own risk profile, top management appetite, source and technological operational 

structure, top management capacity of IT technologies, potential of qualified technical 

employees, corporate management culture and framework set forth with related 

regulation in line with expectations of the governance habitat. 

 

Entities treat management of data processing systems as a main part of corporate 

management applications. Strategy for information systems should comply with business 

goals in order to sustain activities of entity consistently, competitively and on a developing 

line.  

 

Effectiveness of management allocated on information systems depends on risk 

management, internal control system and level of activities to be conducted within the 

scope of internal audit. 

 

Following matters are considered in management of possible risks resulted from use of 

information technologies in operation activities. 

 

 Impact of quick and destructive developments in information technologies,  

 Reaction rate and flexibility level of competitors for technologies changes, 

 Security issues requested in customer feedbacks out of regulation provided that 

they comply with the regulation, 

 Capability of data processing systems to lead up to different mistakes and fraud 

activities, 
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 Multiplier effect of risks resulted from information technologies, 

 Popularization of support services upon increase of use of data processing 

systems in activities and growing dependency on support service organizations in 

operations, 

 Obligation for digitalization, 

 Considerable dependency of business continuity of entity on operability of 

information systems, 

 Difficulty in ensuring security of transactions performed over data processing 

systems and data kept, transferred and processed and keeping recordings of 

customer recognition, non-repudiation and process tracks. 

 

34. What are the Elements of Information Technology? 
 

   Activities of Information Technologies at corporate level consists of; IT architecture, 

advanced IT infrastructure and infrastructure topology, business continuity and plannings of 

emergency and unexpected situations, IT controls, IT system security, entries to the system, 

compatible and reliable software, updates and patches, backup, encryption, advanced 

firewall, use of intrusion detection and prevention technologies, antivirus and anti-

malware, DLP, configuration management, physical security, security gap analyses (sniffing, 

leakage tests and scanning for malicious software), keeping log recordings, access 

authorization regulations, processes of employment, work, quit or position changes of 

human resources, processes of instant reaction and correction against threats and 

problems, consistent supervision activities and use of tools for compliance with the 

regulation. 
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35. What Does Top Management Supervision Include in IT Risks? 

 

As a topsider, top management of entity establishes policies, conducts organizational 

activities, executes an effective supervision by enabling business norms and internal control 

system, manages information and communication processes and manages development 

and supply processes of information technologies within the frame work control medium 

responsibilities for managing risks resulted from use of information technologies.  

 

With this purpose, a comprehensive framework is prepared by top management to manage 

risks resulted from use of information systems that are assessed and approved by top 

management.  

 

Board of directors is mainly responsible for performing effective and adequate internal 

controls on data processing systems. It is considered entity has the level of specialty 

required to manage projects for getting new information technologies that will have 

important impacts on risk profile and strategy of entity into use and risks that will these 

new projects cause. In addition, source structure of entity plays a main role in decision-

making process in terms of investments in a new project. Lastly, it is also required to specify 

the requirement to follow harmony of technology used with human resources. 
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36. Which Steps Does IT Risks Assessment Methodology Include? 

 

Step 1: Characterization of system 

Step 2: Determination of threats 

Step 3: Determination of system gaps (vulnerabilities) 

Step 4: Control Analyses 

Step 5: Assessment of Possibility of Happening 

Step 6: Impact Analyses 

Step 7: General Risk Assessment 

             We answer said methodological steps in relevant questions. 

 

37. What Does Control Mean in IT Management? 

 

Control in Management of Information Technologies means controls performed to ensure 

assets of entity are protected, activities are conducted effectively and efficiently in 

accordance with the regulation, internal policies and rules, accounting and financial 

reporting systems are reliable, integrated and information are obtained on time. Controls 

for information systems consist of general information system controls and application 

controls.  

Information technologies control consists of system development processes, systems, 

software controls and application controls. For determination of information technologies 

control, there are frameworks and standards on best practices of information technologies, 

as well as the regulation. These are COBIT 5, ITIL Library, ISO 27001 and 

             ISO27002, PRINCE 2, CMMI. 
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      Information Technologies Control includes following matters: 

 

 Human resources controls 

 Log entries to infrastructure, application and data 

 Hardware and communication infrastructure  

 Controls for development, supply and use of software 

 Transaction and business process controls 

 Physical controls 

 Controls of system development life cycle 

 Program change management  

 Physical security on data analytics and data center 

 System and data backup and recovery  

 Operational controls 

 Cyber Security  

 Cloud Technologies 

 AI (Artificial Intelligence) Applications 

 Social Media 

 Mobile Technologies 

 Devices and BYOD 

 

It refers to all policies, procedures, applications and organizational structures that are 

implemented for internal processes of information technologies and aim to establish trust 

at an adequate level for realizing business goals, preventing and determining and correcting 

unintended incidents. 
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38. What are General Controls within the scope of IT Controls? 

 

       General Controls are performed to ensure data processing systems operate 

       at the performance level foreseen (correctly, timely and reliably)  

 

Observation, interview, document review and where necessary, re-realization techniques 

are used in application of general controls. 

 

Continuous audit method may be applied for critical controls eligible for remote 

monitoring. 

 

             

               During General Controls, for each control process; 

 

 Policy, procedure and application guides are prepared and provided to all 

stakeholders. 

 Processes may be repeated and are designed with cyclic logic. 

 Process owner, roles, activities and responsibilities are appointed.  

 Control targets are determined and difference between foresight and 

performance. 

 

      According to COSO, which is mainly known with its regulations of Framework of Internal 

Control System and Corporate Risk Management, general controls of Information 

Technologies should include at least the 

      following: 

 

 Controls of system software and supply processes, 

 Controls for development of applications, 

 Maintenance controls of Information Technologies, 
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 Controls for the level of access security, 

 Controls for data management processes. 

 

39. Can you Please Explain Application Controls within the scope of IT Controls...  

 

These controls include internal controls to be used in all business processes, such as 

defining, producing, using financial data that are used to conduct or support data 

processing systems and activities of entity and ensure authenticity, integrity and reliability 

of those financial data and authorizing access to data.  They also provide assurance for 

controllability of transactions by data processing system. 

 

            Application Controls Are Divided into Four Categories: 

 

1.  Data Source Controls:  

 

These controls include protection of processing of obtaining and creating data during 

performing transaction and reliability of documents taken as reference and compliance 

thereof with business processes and documents taken as basis for transaction. 

 

 

2. Data Processing/Input Controls:  

       These controls include whether data to be processed is valid and data is not subject 

to any transaction for changing, dual-recording, missing or excessing while being 

transferred to data processing system. Another matter in this control is it is considered 

whether processes of data processing and storage comply with relevant regulation and 

provided procedures. Data are controlled during entries to data processing system in 

terms of limit control, transaction sequence, blank areas, entry of data with provided 

character structure. 
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3. Output controls:  

 

 Control for compliance of outputs with business norms, 

 Control of output for confidentiality and reliability, 

 Control of processes for transfer and protection of outputs, 

 Control for comparison of relevant input and output processes, 

 Control of log recordings, 

 Control of processes of agreement, approval and confirmation. 

 

      4. Limit controls:  

      These controls include control of data obtained by documents produced externally or 

by telephone, fax or e-mail.  Completeness and authenticity of processed data are 

confirmed. 

 

 

40. What is Primary and Secondary System? 

 

It is the whole system consisting of infrastructure, hardware, software and data that 

ensures activities of entity are conducted and all information required to fulfill all 

responsibilities set forth in related regulation are recorded and used to enable access in 

electronic medium securely and at any time. 

 

In the event that activities conducted through primary systems are interrupted, primary 

system backups ensure all information required to conduct such activities again within 

acceptable interruption times determined in the business continuity plan are accessed 

uninterruptedly and at any time.           
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41. What is Business Continuity? 

 

It ensures activities are sustained uninterruptedly at provided level considering disaster, 

crisis or interruption incidents that may be faced due to internal and external factors.   

 

In addition, protection of corporate reputation, brand value, value-creating activities and 

interests of stakeholders is also important.  

 

As a result, it is an integrative managerial process that contains policies, standards and 

procedures which include determination of potential risks for precrisis recovery of business 

continuity. 

 

42. What Does Business Continuity Plan Include?                                

 

This plan is prepared to ensure business continuity in case of an interruption in data 

processing systems that enable to sustain activities. Functionality of early warning, 

intelligence mechanisms and quick reaction processes may become considerably important 

for entity. Another main matter is provision of acceptable interruption time. 

Considering threats to Business Continuity; they may be operational risks of disaster, crisis 

and interruption resulted from natural disasters, big technical problems, war/terrorist 

attacks, cyber attacks and support services, behaviors of employees causing mistakes and 

misconduct, malicious managers and other stakeholders. 

 

Business continuity plan consists of written plan or body of plans that is a part of business 

continuity management and comprise of policies, standards and procedures established 

for sustaining activities of entity according to priorities in case of an interruption.  

 

              Management Framework of Business Continuity Plan: 
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 Design, Staging, Prioritization of Methodology, 

 Design of Organization 

 Determination and Assessment of Risks for Business Continuity 

 Business Impact Analysis 

 Determination of Strategy for Emergency and Unexpected Situation 

 Performing and Implementing Tests 

 Applications and Periodical Exercises 

 Active Awareness and Training Activities 

 Revision and Renewal Activities 

 

Within the scope of this framework, following processes are planned for interruptions 

that may be resulted from network and communication infrastructure of data processing 

system: 

 

 Determining acceptable interruption times 

 Entity-specific planning: 

o Comparing features of residential area 

o Planning capacity use 

o Estimations of trading volume 

o Establishing or supplying secondary system 

o Using security equipment  

 Backup Management (of data, communication lines, power supply, devices and 

physical medium) 

 Error Analysis at One Point 

 Testing endurance of infrastructure with stress tests 

 Revising and updating methodology. 

 

 Impact levels of disasters, crises and interruptions on business are considered while 
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 designing business continuity plans. Business impact analysis means collecting data by 

speaking with related persons, assessing data, determining impact levels on quantitative 

and qualitative business processes according to acceptable interruption levels, prioritizing 

business processes for target service quality level and reporting determined business 

impact levels. 

 

Quantitative classification in business impact analysis is performed as follows: 

            

 Low (less than 24 hours),  

 Medium (more than 24 hours, temporary displacements may occur),  

 High (long-term placement, for example after an earthquake) 

    

Technical works of information technologies performed to ensure Business Continuity 

include other solutions for system mirroring, clustering, uninterrupted power supply, use 

of cloud technology and data storage. 

 

When Emergency and Unexpected Situation Strategy is determined in management 

process of Business Continuity, results of assessment of reasons for interruption are 

grounded, measures for production and protection of data are determined, precautions 

for operational and support interruptions are resolved, loss of employees is considered, 

sustainability assurance is ensured in support services in case of a new need, information 

technologies and other supplementary equipment are planned. Therefore, a correct and 

reliable recovery strategy that complies with sources is determined for entity.  

 

Organization to perform Emergency and Unexpected Situation plan is determined and 

implemented upon approval of (with required regulations) business top management. We 

will mention Emergency and Unexpected Situation plan in the answer of the next 

question in detail. 
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43. What is Emergency and Unexpected Situation Plan? 

 

This plan is a part of business continuity plan, which determines measures to be taken and 

primary actions to be performed to manage risks and problems in case of a sudden and 

unplanned interruption in activities, business loss or crisis. 

 

Emergency and Unexpected Situation Plan includes the following: 

 Design of assessment, prioritization and planning steps 

 Mechanisms to ensure unexpected situations are notified early. 

 Information of intervention teams 

 A quick, effective and regular reaction process 

 Alternative transaction location to be used when necessary 

 Process for finding source of incident 

 Process for detecting damage and showing its potential size and impact 

 Verification of integrity of systems that are recovered and configuration of current 

hardware 

 Name and address of key suppliers 

 Management information process 

 Processes for determining effected customers 

 Information and recordings for later review 

 

 

44. Can You Please Explain Management Process of Risk of Supplier and Support 

Services... 

 

Since information technologies include almost everything in business activities recently, 

cost-cutting and innovation- and specialty-oriented support services have become popular. 

Entities establish their own ecosystems and take steps to gain strength in competition. 
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Start-up and Fintech applications have widened the range in support services from 

conventional definitions to other expansions. For example, banks create API platforms, 

allow for such organizations, so some operational functions are assigned with win-win 

advantage. Some information technology experts foresee some banks will turn into risk 

management completely. 

 

Let’s take a glance at effective and reliable management process of Support Services: 

 

 Due diligence should be exercised in selection of support service provider,  

 List of requirements should be suitable for the real needs and technical requirements 

sought and standards should be determined one by one, 

 Not only purchasing department, but also information technologies department 

should be involved in the process for pre-controls, 

 It is recommended to keep away from those who make offers with a considerably 

low price difference, 

 Systems and process in provider company should comply with its own policies of risk 

management, security and customer satisfaction,  

 Security standard of support service provider should be at corporate level,  

 Connection to entity may be provided over VPN, 

 Technological structure, ordinance of recording, log recordings, financial status and 

service level of support service provider should be audited,  

 Sub-suppliers of support service provider should be controlled, 

 Human resources security policies of support service provider should include process 

of employment, leave of employment, authorizations and change of position, 

 Bank business continuity plan should be considered when receiving support service, 

 Convenient output strategies should be determined for support service provider, 

 In some national security companies or entities, personal reliabilities of experts to be 

employed in positions that require utmost security should be proven. 
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45. Which Elements Does IT Security Architecture Consist of? 

 

IT Security Architecture Elements: 

 Information Technologies to be Used 

 Infrastructure Topology of Information Technologies 

 Network Traffic Planning 

 Configuration Management 

 Infrastructure (Hardware, communication, etc.) Devices and Software Selection 

 Physical Security in Infrastructure 

 Patch Management 

 Protocols 

 Firewall, 

 Internet Security,  

 Mobile Security 

 Remote Access (Virtual Private Networks) (VPN) 

 BYOD (Bring Your Own Device) Policy 

 Antivirus/Anti Malware 

 Intrusion Detection/Prevention Systems 

 Data Leakage Prevention (DLP) 

 URL Filtration/Spam Management 

 Strong Access Diagnostics 

 Use of Cloud Technology 

 Support Services Standardization and Integration 

 Supervision/Reporting 
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46. What Does Network Security Refer to? 

 

It is critically important for an entity to ensure Network Security. Therefore, risk 

management process should be planned very carefully. 

 

In Network Security Management; application of Network Security Model and OSI Layer 

model is used as base. As required by the principle of segregation of duties and medium, 

those that are responsible for network and operation are segregated. The main target is to 

access and use network securely and make operation with secure connections out of the 

network. Content security is also ensured while the main target is realized. 

Network security management process consists of policies, tools and synchronized 

applications that contain the duties of prevention, protection and supervision of 

unauthorized accesses to the network, malicious uses, changes, breakdown of operation 

continuity of network sources and network itself. In this matter, there are wide variety of 

successful policies, supportive models and technological opportunities. 

 
 Effective Network Security Elements: 
 
 NAC (Network Access Control: Includes controls of access to the network. 
 Antivirus and Anti Malware: Includes use of software developed to prevent viruses 

and malicious software (e.g. Worm, Trojan, ransomware, Spyware) 
 Software Security: Includes a circle of security extending over any software, 

application and process and associated hardware used to conduct activities. 
 Behavior Analyses: Includes analyses of anomaly or deviations in data package in 

traffic for network. Therefore, it is ensured threats are detected instantly and their 
impacts are minimized. 

 DLP (Data Loss Prevention): By applying said technology, information leakage is 
prevented no matter it happens maliciously or by mistake. 

 E-Mail Security: Threats to network security and malicious information access are 
tried to be prevented with phishing and social engineering methods by cleaning out 
suspicious e-mails coming from a system activated while e-mails are received. 
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 Firewall: It aims to protect security system network against external threats with 
software, hardware or hybrid solutions, UTM and threat-based next-generation 
security applications. 

 IDS / IPS: It aims to detect and prevent malicious attacks (IDS and IPS) with behavior 
and content analyses of data package accessing to the network. 

 Mobile Device Security: Includes prevention of system leakage that happens over 
mobile devices mostly used by employees recently through certain policies and 
software applications. 

 Network Segmentation: Includes supporting security operations by applying 
classification with some criteria, such as authorization, location, network traffic, etc. 
for not only IP addresses, but also end-point users. 

 SIEM (Security Information and Event Management): Includes effective fighting 
against threats with physical and virtual applications, server software and collection 
and assessment of information in one medium. 

 VPN (Virtual Private Network): Security of communication between connected device 
and network with security certificates used for security in especially remote and 
internet connections, such as SSL. 

 Web Security: Includes prevention of access to dangerous websites in connections of 
owned website and employees over internet to other websites and ensuring 
protection. 

 Wireless Security: Includes use of technological tools for security of network operating 
over wireless networks. 

 
 
We will detail OSI Layer Model and NSM in answers of 47th and 48th questions. 
 
 

47. What is OSI Layer Model, Why is it Used? 

                                                              

OSI (Open System Interconnection) Layer Model was first developed by ISO (International 

Organization for Standardization) in 1983. The aim of the model is to identify how 

communication is provided between two computers.  
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OSI model is divided into 7 layers: Physical, Data Link, Network, Transport, Session, 

Presentation, Application. Function of model starts at the 7th layer. In case of a problem in 

a layer, the problem is defined from bottom to top. 

 

 Physical layer identifies how to send data to the other side. 

 Data link layer determines the rules for access to the physical layer. Data is 

transferred in packages. 

 Network layer adds information to be used by routers while sending data package 

to another different network. 

 Transport layer ensures end-to-end transfer of data to upper layers. TCP protocols 

are used. 

 Session layer ensures connection is made and ended between two computers. 

 Presentation layer ensures encryption, opening, compression of data for 

composition and form of data sent. 

 Application layer provides an interface between a computer application and 

network.  

 E-mail sending - receiving and database applications are made with this layer. 

 

48. What are the Features of Network Security Model (NSM)? 

 

Suggested by Joshua Backfield in 2008, NSM (Network Security Model) provides a generic 

network security model in a 7-layer system for information technology professionals. 

Thanks to this model, network security gives responsibility to all these 7 layers each of 

which can be managed separately and which function from top to bottom. Since the model 

in a generic form, it is compatible with all security applications and devices. Thanks to 

combined security concept, when a threat gets success in a layer, the problem can be 

solved from the next layer. In this model, which functions from top to bottom, it is 

considered all layers have a problem up to the main problematic layer. 
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Layers of NSM: 

 

1. Physical Layer: Aims to eliminate attacks for computers, server and other 

equipment containing target data. If layers up to the physical layer cannot resist 

attack, this is the last and core layer that should be strictly protected.  

 

Physical security consists of field security measures, alarms, cameras and access 

control tools. Field security includes measures, such as putting up a wall or 

enclosing fences, placing sensor lambs, warning plates, barriers around a real estate 

to be protected. Measures like entrance gate, access doors, keys are also required 

for access control. Alarm system must warn information technologies or if any, 

information security department at the moment of incident. Camera system 

detects who, where, how and when to access.  

It is also required to receive security personnel service adequately for 7/24 to 

ensure physical security. While deciding for organization of them, a security level 

should be provided to fulfill vulnerabilities with a budget to be allocated to detect 

internal and external security vulnerabilities of the real estate depending on 

importance of information to be protected. 

 

2. VLAN Layer (Virtual Local Area Networks): Consists of local networks that control 

VLAN data traffic and data access. Therefore, it is fundamental to ensure security. 

Segments of networks used for security are differentiated in VLAN infrastructure. 

For example, finance and marketing departments use different networks... So, 

measures to be taken for private and public networks will also be different. For 

example, web servers, external FTP and DNS in public networks... In private 

networks, users and internal servers and VLANs based on possible units and data 

are different. 

 

3. ACL Layer (Access Control Lists): This layer is provided to prepare and sustain access 
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control lists. They are recorded in router and firewalls. It fulfills access permits and 

prevention functions among servers and different VLANs in general. Providing 

access and prevention parameters and traffic flows at high level increases the 

chance of success of ACL. 

 

With HTTP, HTTPS, DNS servers and VPN applications for remote access, it is 

ensured ACL functions efficiently. It protects the software layer by preventing 

malicious access. 

 

4. Software Layer: In this layer, attackers can obtain the first authorization and cause 

big damages. It includes update, upgrade and configuration of software and patch 

application.  

 

It eliminates security vulnerabilities in applications and servers. HTTP and HTTPS 

should be consistently updated to ensure secure internet connections of servers 

and users.  

 

5. User Layer: Includes training and awareness-raising for security concept in users. 

Users learn which applications are not used and should not be installed in the 

system used. They are informed about end-to-end communication and potential 

malware. In addition, they should be aware of indicators (e.g. slowing down, 

freezing, etc.) that may arise during use of a system infected by malware. According 

to administrative layer, attackers target at the user layer first due to information 

deficiency. 

 

6. Administrative Layer: Awareness and training activities are becoming more 

important depending on user layer since entity involves them in the management 

staff and has the authority to reach and approve critical data. The reason why it is 

included in the IT Department layer is security of administrative layer will be wiped 
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out if there is a leakage to IT Department layer. 

 

7. Information Technologies Department Layer: Includes managers of Information 

Technologies, network technicians and architects, network security experts, 

technicians and support service providers. While those included in the user and 

administrative layers are entitled to read, write and correct recordings; those 

included in the IT Department layer also use these authorizations for database. 

Those included in this layer are also responsible for implementing and maintaining 

all other layers in NSM. 

 

              Let’s take a glance at which NSM layers correspond to OSI layers: 

 

1) Physical layer in NSM includes physical security; Physical layer in OSI includes 

physical network connections. 

2) VLAN in NSM and Data Link layer in OSI are related to MAC addresses and VLANs. 

3) ACL in NSM and Network layer in OSI are related to IPs and LANs. 

4) Software layer in NSM and Transport layer in OSI are related to real-time server-to-

server connection in network. 

5) User layer in NSM and Session layer in OSI are related to local server connections. 

6) Administrative layer in NSM and Presentation layer in OSI are related to 

administrative transactions. 

7) While BT Department layer in NSM ensures the provided performance in all 

networks and operation of all layers of NSM and OSI; Application layer in OSI 

ensures data is shown real-timely. 
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49. What is Configuration Management? 

 

It means ensuring use of only approved software and hardware in technical infrastructure 

of Data Processing considering new technological developments.  

 

Configuration management is one of the cornerstones of risk management of information 

technology security and cyber security. 

 

 

50. What is Change and Patch Management? 

 

Patch Management 

Patch is a product add-in prepared to fulfill content errors and security vulnerabilities 

detected in software. It includes applications, such as application code revisions, system 

upgrades, infrastructure renewals of information technologies (servers, transmission 

infrastructure, routers, firewalls, etc.). It is one of the fundamental proactive tools to 

ensure security of information technologies.  

 

ATM robberies seen in various countries simultaneously all over the world in 2013 were 

easily made due to a security vulnerability in ATM software detected by crime syndicates.  

 

It is a fundamental issue to be considered by especially SMEs. Unfortunately, it is ignored 

due to lack of sources. 

 

             Change Management 

             When facilities, hardware and other equipment, software and procedures 

             should be changed for data processing systems; it is required to 
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 Identify and record changes, 

 Plan and test changes, 

 Analyze impacts of changes, 

 Approve changes suggested, 

 Apply changes by authorized users, 

 Notify change information to whom it may concern. 

 

In consequence of all these processes, it is required to determine unsuccessful changes and 

unexpected results. 

 

51. What to Consider to Succeed in Information Technology Projects? 

 

       It is required to follow ten main rules given below to succeed in Information Technology 

       projects: 

1) Effective engagement of project owner 

2) Support of senior 

3) Open and net business goals 

4) Quick optimization capability 

5) Management of passions of stakeholders 

6) Competence of project managers 

7) Effective financial management 

8) Competent technical human resources 

9) Formal Methodology 

10) Tools and infrastructures 
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52. What to Consider for Security of IT Infrastructure? 

 

              Communication and operation management of information systems include the following: 

 

 Determining requirements to process and hold information, 

 Segregating application development, test and operational systems; 

 Backing up and protecting data, 

 Setting instructions that manage error messages of system use limits, 

 Determining supports in case of unexpected communication and technical problems, 

 Preparing rules to get secure outputs, 

 Determine reset and recovery processes in case of a system error, 

 Planning and applying management of system monitoring recordings, 

 Determining and documenting rules for transfer of software from development systems 

to application systems. 

 

53. What Does Software Security Includes? 

 

Software security includes software development and supply processes and processes of 

intervention, run toggle, program modification, backdoor applications of software needed 

and used by entity to sustain its activities and protection of software against malicious 

viruses.   

 

It consists of applications, such as advanced firewalls, software encryptions, measures for 

phishing, patch management, configuration management, anti-virus and anti-malware.  In 

particular, possession of software source codes by malicious persons may cause various big 

damages up to liquidation of entity. 
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54. What Does Application Security Includes? 

 

The reason why application security is reviewed separately from software security is there 

are various applications used due to mobile devices and intense internet accesses. 

 

 Assessment of Web Application/Security Vulnerability  

 Managed (Assessment/Tests) Services  

 Managed Web Application Firewalls 

 

 Processes of Secure Application Development/Supply/Threat/Test: 

o Configuration Management 

o Sensitive Information 

o Log Recordings and Audit 

o Controls for Change of File System  

o Operation Status  

o System Development Life Cycle  

o Software Development Models  

o Change Management  

o Programming Languages  

o Database Management 

o Threat Modeling 

o Test Processes 

 

55. How to Ensure Hardware Security?               

 

Security of Hardware and IT Devices is ensured with the following measures: 

 Entrance-exist controls of system room 

 Advanced Firewall Applications 
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 Anti-Virus Software 

 Anti-Malware Software  

 Intrusion Detection Systems 

 Intrusion Prevention Systems 

 DLP (Data Leakage Prevention) 

 Patch and Configuration Management 

 Regular Updates 

 Physical Security Measures 

 Password Use 

 Access Management 

 Log Controls 

 Closure of Device Not Used for a Certain Time 

 Disc Sharing Procedure 

 Spam Management 

 Use of Security Certificates 

 Regular Backup 

            

 

56. What is Risk of Information Technologies Device? 

 

Risks related to IT devices can be classified as compliance, privacy (privacy of personal 

data), security, physical security, data storage/backup, operating systems, network 

connections, applications and location: 

 Compliance Risks 

 Privacy Risks 

 Security Risks  

 Physical Security Risks 

 Data storage and backup 

 Encryption  
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 Operating systems 

 Network Connections  

 Applications  

 Location in Portable Devices 

57.  How Is Web/Internet Security Ensured? 

 

In addition to general measures, certain measures are also taken for web security, such as 

remote access mechanisms (like VPN), use of web-specific secure protocol, performing 

transactions with security certificate (like SSL), use of secure payment methods (like 3D), 

Wi-Fi internet connection limitations, application security, etc.  

 

 

58. What is SSL (Secure Sockets Layer), What is it Used for? 

 

As a very important tool for data security, SSL; 

 Means communication between server and receiver is provided with data 

encryption. 

 It uses open key infrastructure. 

 Its most important elements are digital certificates, data abstractions, certification 

authorities and digital signatures. 

 It ensures data is decoded at the correct address. 

 Verification is made at both sides.  

 Confidentiality and integrity of process and information are protected.  

 It ensures cryptographic flow of HTTP (FTP, IMAP, POP3, SMTP) traffic. 

 There is also virtual private network solution that is called SSL VPN and enables 

network access over Web. 

 We can understand the existence of SSL security: conversion of    

o http:// into https://  
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o Key symbol under browsers. 

 

59. What Does Mobile Security Include, How is it Ensured? 

 

Mobile security has become a very important security matter for entities as a result of 

popular use of mobile devices in business and private life. Mobile security includes security 

measures taken for devices that are owned by entities, used by entity personnel within the 

framework of BYOD and used by support service providers, customers and other 

stakeholders. Companies allocate mobile devices with secure software to employees 

working in the field (marketing, sale, technicians, etc.) 

Main titles of mobile security include access and transaction with mobile devices, loss of 

devices, data backup, location and BYOD (bring your own device) and delivery policies. 

Within this framework, software and applications, usage policy management, access 

management, inventory management, security management and service management are 

regulated for smart phones, tablets and notebooks.  

Some matters to consider at this point: 

 Password should be strictly used for access to mobile devices. 

 You should know what kind of information are kept in your mobile device,  

 Sensitive and confidential information should not be kept in mobile devices as far 

as possible, 

 IT controls should be performed and managed from the center through measures, 

such as strong passwords, encryption levels, remote data deletion and security of 

other devices, 

 List of applications to be used in mobile device should be drawn up, applications 

should be allocated, updated and removed, 
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 Mobile devices should be monitored with a system to be set up, user and 

management are notified of any violation of control policy and smart devices that 

violate policies should be deactivated,  

 Some processes should also be subject to security applications, such as loss of 

mobile devices, sale of mobile devices of stakeholders, 

 Special application shops should be created by entities for mobile employees...  

60. How Should BYOD (Bring Your Own Device) Management Framework Be? 

 

BYOD (Bring Your Own Device) application means employees, support service providers and 

other related stakeholders use devices like smart phone, tablet, notebook that they own 

personally to use software of entity, perform transaction by reaching corporate network, 

perform corporate e-mail transactions, send/receive files and have access to data of entity.  

 

Within the framework of BYOD policy, measures are taken for employees and other 

stakeholders,  devices are recorded and usage commitments are signed. 

 

BYOD Framework to be adopted in an entity includes at least the following elements: 

 

 Approved devices and operating systems and maintenance responsibilities. 

 Expectations and responsibilities for corporate and personal information recorded 

in device. 

 Minimum security requirements, such as strong passwords and updated operating 

systems. 

 Notification of security violations and lost or stolen device. 

 Who and how to access data, applications and network sources of entity. 

 Backup and transfer. 

 Remote wipe. 

 Sold, stolen, exchanged, donated, changed devices. 

 

https://technologydevelopmentgroup.net/


If you want to read more e-books, please check vailable books at  https://technologydevelopmentgroup.net/ 

P. 67 
 

 

61. Can You Provide Information about Virtualization and Cloud Management 

Security... 

     

  Virtualization is the process of combining network sources of hardware and software in a 

single virtual network. It means creating not a physical, but a virtual version of a computer 

operating system, computer network source or storage device. Virtualization includes a 

guaranteed bandwidth. Network traffic management and real-time controls may be 

performed. 

 

     Cloud Services Management is an online storage service that provides convenience 

operatively with web-based applications which do not require installation. Data processing 

systems are provided on web (cloud), such as server, storage, databases, software, networks. 

 

 

  Types of Cloud Services: 

 

 IaaS (infrastructure as a service)- IT infrastructure elements are leased, such as 

server, virtual machine, storage, network, operating system, etc.  

 PaaS (platform as a service)- developing, testing, distributing and managing services 

for applications like web and mobile with IT infrastructure and medium provided. 

 SaaS (software as a service)- reaching required software in the time of need and 

with its most up-to-date form. 

 Public, Private and Hybrid Cloud Services 

 Advantages: Cost, speed, global scale, performance enhancement, reliability. 

    

Scope of Security of Cloud Technologies: 

 Physical Security  
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 Network Security  

 Data Security    

 Access Security and Cryptography 

 

62. What is COBIT 5, What is it Used for? 

    COBIT (Control Objectives for Information and Related Technology) was published by 

    ISACA (Information Systems Audit and Control Association) and ITGI (Information 

Technologies Governance Institute).     

    It is originated from Integrated Framework of Internal Control System of COSO in terms of 

management and control processes of Information Technology applications.  

 

    With application of COBIT 5 version, security/possession level of processes 

    performed in various infrastructures of data processing systems is detected. 

 

    Scope of COBIT 5 risk management includes establishing risk management framework, 

incident determination, risk assessment, risk response and executing and monitoring of risk 

action plans. 

 

    Control Processes of COBIT Process Competence Model: 

 

0- Incomplete Process 

1- Completed Process: process started, but there is no convenient possession. 

2- Managed Process:  business products of process is located, controlled and 

maintained appropriately.  

3- Located Process: Process is capable of succeeding in outputs, but it is not 

applied by everyone. 

4- Estimative Process: Process is maintained, but there may be vulnerabilities. 

5- The Most Eligible Process: Process is healthy, secure and improved. 
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              Principles of Information Technology Activity Governance foreseen to be applied 

according to COBIT 5:  

 

1. Principle: Meeting demands of stakeholders 

2. Principle: Should include whole entity 

3. Principle: Applying a single integrated framework 

4. Principle: Integrative approach should be adopted 

5. Principle: Segregation of governance and management 

 

 

63. Can You Also Provide Information on ITIL, Prince 2, CMMI, SDLC that are 

Commonly Faced in Information Technology Applications... 

 

       ITIL (IT Infrastructure Library) is a methodology that contains the best practices and experiences 

for service processes between customers, suppliers, IT department and users. Application 

method should be determined depending on culture, structure and technology of each 

organization. 

 

 

    ITIL Service strategy;  

        

 Includes processes of service design, operation and transition, 

 Guides to maintain provided services in the best manner, 

 Consists of books that give detailed information to users about service providing 

processes.  

 

Prince 2 (Projects in Controlled Environment) is a process-based project management method.  
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   Main features: 

 

 Focus on business plan 

 An organization structure defined for project management team 

 Product-based planning approach 

 Highlight on dividing project into manageable and controllable stages 

 Flexibility to be applicable in every project at appropriate level 

 

In Prince 2, four elements project management of which is integrated with each other are 

handled:  

 

i. Principles 

ii. Themes 

iii. Processes 

iv. Adaptation of PRINCE 2 to Project Medium 

 

CMMI (Capability Maturity Model Integration) is the model of capacity maturity 

assessment of software processes (software planning, developing, configuration, etc.). 

 

  CMMI maturity measurement consists of five levels: 

 

i. Initial 

ii. Repeatable 

iii. Defined 

iv. Managed 

v. Optimizing 

 

https://technologydevelopmentgroup.net/


If you want to read more e-books, please check vailable books at  https://technologydevelopmentgroup.net/ 

P. 71 
 

SDLC (Systems Development Life Cycle) is an important term used during system development 
activities.  

 

          Stages of System Development Life Cycle: 

 

i. System Definition and Planning 

 System Design 

 Processability of data flow and storage 

 Design of mutual functionality of data, program codes and hardware 

 

ii. System Development  

 Writing codes 

 Testing fake data 

 User acceptance 

 

iii. Implementation  

 use of one of four strategies that is convenient, 

 system operation, performance and technological assessments. 

           

             Principles to be Considered at the Stage of System Implementation in SDLC 

 

a) Parallel operation of former and new system for a certain time 

b) Simultaneous activation of new system as soon as the former is stopped 

c) Activation of new system in a certain section or location 

d) Gradual activation of new system 

 

 

 

https://technologydevelopmentgroup.net/


If you want to read more e-books, please check vailable books at  https://technologydevelopmentgroup.net/ 

P. 72 
 

IV. CYBER SECURITY 

 

64. What is Cyber Security? 

 

Cyber security is a proactive set of reaction that contains processes that entity create by 

using technological tools and technical information to prevent potential cyber threats that 

may cause financial losses by using information system vulnerabilities of entity, have 

negative impacts on reputation of entity causing entity to have problems in realizing 

strategical targets and lose its reputation in the governance habitat.  

 

Even if definitions are different, cyber security with a broader definition also refers to 

common activities and sources that enables individuals, entities and governments to reach 

their data processing goals securely, privately and reliably. 

 

Cyber Security processes; 

 

 Protect information portfolio of entity against unauthorized accesses through 

technologies, processes and applications developed and supplied.  

 Include information security, operation security and security of computer systems. 

 Aim operations to be performed to realize strategical goals at provided quality level 

and maintained uninterruptedly. 

 Ensure individuals, entities and countries reach their data processing goals securely, 

privately and reliably. 

 It is usability of functions that have critical importance related to business. 

 It is protection of operation and information security and confidential data.  

 Cyber security controls are designed, applied and guarded to include whole entity as 

end-to-end in order to protect integrity, confidentiality and availability of information. 
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65. What are Risk Sources of Cyber Security? 

 

 External Threats (sources decision-making processes of which cannot be controlled, 

such as hacker, hacktivist and cyber crime syndicates) 

 Technologies and Connection Types (technologies, communication infrastructures, 

web, internet connections used in entity= 

 Distribution channels (Branches, service points, dealerships, etc.) 

 Online/Mobile Products and Technology Services (Have become the most potential-

bearing sources) 

 Organizational Characteristics of Entity (consist of business style of entity, corporate 

culture structure set within the framework of control medium, commitment to 

ethical values, employment of qualified personnel, roles and responsibilities created 

with the organizational structure, business processes, access authorizations, 

adequacy of technology used, business standards and norms, supply chain and 

support services management structure, data security concept, level of compliance 

with regulation, adequacy of reporting systems and information and communication 

infrastructure and supervision mechanisms) 

 

 

66. What Do Cyber Threats Target at? 

 

Cyber Crime Syndicates that analyze the opportunities of abovementioned sources act 

with the principle to ‘reach the most valuable in the easiest way’.  

 

Cyber criminals target at the following to reach their goals for whatever purpose, such as 

fraud, technology theft, intercountry competition, activist movement, etc.: 

 
 Software  
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 Hardware  

 Data  

 Storage Medium  

 Information Transfer Medium  

 Humans 

 

We will just mention about the titles since we elaborate this mater in questions of related 

sections. 

 

67. What are Sources of Cyber Security Threats? 

 

              Sources of Cyber Threats; 
 

 Countries: We often read of cyber attacks caused by lodges of countries due to 
intercountry competition with political, economic, security, social and cultural 
motives. For example, process of nuclear activities was interrupted for a long time 
due to the fact that one of officers of Israel and the USA infiltrated Iran nuclear 
power station from a private computer with DDos attacks by using malware 
(Trojans, worms, etc.) ... 
 

 Cybercriminals: Today, almost whole of data and information are produced and 
protected for activities of entities through information technologies. This 
encourages unfair advantage of common fraud cases through cyber attacks 
performed by determining security vulnerabilities of information technologies used 
by a person and/or an entity. 
 

 Hackers: Include the biggest threat group with extraordinary talent and skills on 
information technologies. Countries and cybercriminals either have hackers in their 
organizations or establish cooperation with them. They even lease slave computers 
for DDos attack and sell information to crime syndicates upon determination of 
security vulnerabilities of entities by ‘sniffing’ them.  
 

In a part of the range, while companies use hackers to collect information about 
their competitors due to a competitive environment and cause damage to them 
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with cyber attacks; actually in the most positive and colorful part of the range, big 
businesses use the hackers to determine their own security vulnerabilities and carry 
out innovative information technology activities.  
 
In order to obtain information, they aim at applications, systems and users that an 
entity owns. 
 

 Hacktivists: Hacktivists have the information capacity of hackers, but use this 
information with ‘abstractively ethical’ purposes. For example, actions to damage a 
country or an entity with cyber attacks against a -according to hacktivist- decision of 
that country or entity that is unethical, incompatible with human rights and have 
the aim of aggression... 

 
 
 Employees: It means managers and other employees working in an entity play a role 

in achieving malicious goals by leaking data and information that they are 
authorized to access or obtain even if they are not authorized to access whether 
they are involved in a cyber crime syndicate or not. In addition, they may cause 
security vulnerabilities during a business process due to their unwitting mistakes or 
intentional acts, this is another source of cyber threats. For example, temporary 
deactivation of security systems, such as IDS, IPS, DLP, Antivirus... 

 
o Internal Misconduct 
o External Misconduct Cooperations 
o Mistake and Negligence Sources (lack of a risk-based learning corporate 

culture structure, inconsistence behaviors and attitudes of managers, level 
of labor capacity that is not convenient to job definition, internal regulation 
does not cover all business processes, lack of transparency and clearness, 
employees are not provided with training and awareness activities in the 
’same language’ to be understood by all of them, noncompliance with BYOD 
rules, duties in business processes are not fulfilled earnestly and 
conscientiously, noncompliance with access and authorization policies 
provided in devices they use, lack of adequate measures required to be 
taken in information technology tools used or if taken, contrariness to such 
measures) 

 
 Support Service Providers: In our digitalizing world, now entities have the 

opportunity to apply their business models more strongly thanks to secure 
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ecosystems they create, develop new products and services with innovative 
operations, support some of their business processes through external services 
(including technology, human resources, etc.) with the supplier concept and 
conduct some of their business through platform they create on API with the 
business partner concept.  
 
We may add cloud technology service purchases to these opportunities. This 
obligation also brings about big security risks Such persons and entities are only 
involved in entity in which they offer products and provide services. Therefore, we 
may call this group ‘internal learners’ just like managers and employees of entity.  
 
As a result, high-standard security level should be provided and exit strategies 
should be absolutely created in all entities which are included in the ecosystem and 
purchase products/services of information technologies. 

 
 
 Low-Standard Product and Service Providers: Refers to subcontractors used to 

provide services, such as cleaning, technical support, security, food-beverage. Such 
persons should enter into any kind of place within entity and reach information 
sources.  
 
Imagine a housekeeper insert a USB to a computer and obtain information or 
technical support personnel places a screen and keyboard reader on a device...  
 
We cannot even image security personnel ignore his/her duties in terms of physical 
security and act as the member of a crime syndicate... 

 

The most important matters in the category of internal learners that we mentioned 

about in the last three titles are employment of human resources, 

signature/termination of service agreement, necessary controls within service 

period, security measures and security process to be followed while leaving 

responsible roles. 
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68. How Should Cyber Security Architecture and Design Be? 
 

In design of cyber security architecture, information technology products to be used in 

processes of obtaining product/providing service are selected and potential risks in 

business continuity, new product presentations, internal/external sources of threat and 

potential security vulnerabilities caused/used by them are determined.   

 

The next step is to decide for framework, process, tools and roles to minimize such risks. It 

is fundamental architecture is designed in a scope that includes inside to outside and 

outside to inside processes. Therefore, firewall is created with tools that we will mention 

about later against all of risks foreseen.  

 

It should not be forgotten that the most important factor to be considered in management 

architecture of cyber security risks is human behaviors. Namely, humans have the biggest 

responsibility.   

 

Architectural design -that we detail in our study with various questions/answers - should 

include following elements: 

 Administrative, Operational and Technical Control 

 Casting of Security Process 

 Certification 

 Security Processes and Key Controls 

 Physical Security 

 Compliance with Regulation 

 Identity and Access Management 

 Configuration and Patch Management 

 Data Security Management 

 Web Security Management 

 E-mail Security Management 
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 Network Security 

 Application Security 

 Infrastructure Security 

 Cloud Security 

 Intrusion Detection and Prevention 

 Process Management of Emergency and Unexpected Situation 

 Training for Security of Human Resources 

 Security Audit 

 

69. What are the Popular Cyber Attack Sources? 

 

In recent years, the most popular 5 cyber attack threat sources mentioned in 

international studies are as follows: 

 

1) Phishing 

2) Inadequate Passwords 

3) Network Security Vulnerabilities 

4) Website Security Vulnerabilities 

5) Security Vulnerabilities in BYOD (Bring Your Own Device) Applications 

    

   You may find detailed explanations about the titles in related questions. 

 

          By the way, we may answer the question ‘Why are SMEs Considered Common 

Targets?’: Just because they offer the easiest and secure medium to achieve the targets. 

That is to say; Information Security, Security of Information Technologies and Cyber 

Security are not priority issues in SMEs. Due to lack of source allocation, they do not 

invest in necessary information technologies infrastructure and qualified technical human 

resources. Moreover, crime syndicates target at SMEs to reach big business partners that 

SMEs correlate with. 
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70. What are Types and Information Sources of Cyber Attack? 

     

       We will detail types and information sources of cyber attacks under the titles 

       below: 

 

 Social Engineering  

 Phishing Techniques 

 Malware 

 DOS, D-DOS Attacks 

 Ransomware 

 Cryptography Attacks 

 

71. Can you Please Explain Social Engineering Threats... 

As we mentioned before, the basis of social engineering is to deceive human, which is the 

weakest link of the chain in cyber security.  Management implementations are built on 

prejudice grounds as considered one of the human behaviors.  

 

It is a process including unfair advantage obtained as soon as information is possessed with 

fraud, deceit and deception through social engineering. Victim is deceived with persuasion 

or perceived forcibly and defrauded. In this method, targeted persons or entities are called 

‘as if they were called from an institution’, such as their related bank, insurance company, 

etc. or a prosecution office, police department, tax office, etc. 

Using social engineering methods; information like physical, system infrastructure of 

persons and entities, organizational characteristic of entity, user codes and passwords, 

working conditions, managers, business processes, security system, etc. are obtained 

with/out use of technological tools. 

 

              Some Prejudices and Human Behaviors to be Exploited: 
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 Sense of gloriation (“you won awards” messages...) 

 Fear of authority (“we are calling from police department”, “you send threatening 

message...”) 

 Wish to help (immediately...) 

 Fear of loss (“this opportunity is just for today...”) 

 Laziness (“if you cannot come to branch, don’t be bothered and we will perform 

your transactions here...”) 

 Sense of being appreciated; ego (“we are doing business with you as a valuable 

customer, can you give your personal number?”) 

 Supineness (“so what if I give my card number?”) 

 Pledging (“we will refund credit card subscription charge and credit file expenses 

collected from you, we will refund excessive amount of insurance premium...”) 

(Taken as reference from TBB publication that is specified in the references 

section). 

 

Life Cycle of Social Engineering Fraud Activities: 

 

1. Step 1 - Follow  

2. Step 2 - Give Confidence  

3. Step 3 - Manipulation 

4. Step 4 - Impose Target and Leave 

 

1. Step 1 - Follow: Tracks of persons who are suitable for the target plan in social media 

and garbages are followed. Information are obtained and enriched through such as 

social media, garbage diving, shoulder surf, spying, visits, internal-external 

obtainment, phishing techniques, spyware, malware, interference techniques and use 

of information technology tools, such as backdoor applications, pop-up screens, etc. 
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In addition to information of target person and entity, information on security 

vulnerabilities, habits and other weaknesses are also obtained through such methods. 

          

2. Step 2 - Give Confidence: With a well-fictionalized scenario, target persons are 
contacted and given confidence. 

     

3. Step 3 - Manipulation: The criminal possesses additional information that is needed to 
achieve the purpose by manipulating confidence that target person is given. 

  

4. Step 4 - Impose Target and Leave: After information required for the crime act are 

possessed, the criminal falls into silence without leaving evidence until the 

opportunity of operation is caught. 

 

             Social Engineering Techniques: 

 

In social engineering, certain techniques are used to obtain information from a person or 

perform operations required to perform fraud activity, such as persuasion, threatening, 

impersonation, pledging, impression and creating reverse psychology.  

 

They call people as if they were public officials (public prosecutor, police, employee of SSI 

or tax office, etc.), attorneys or entities (bank that the person that the person opens 

deposit account or receives credit card from, insurance company that the person is given 

health insurance from, etc.) that the target person works in or is associated with. 

               

              Let’s look at techniques used: 

               

 Impersonation: For example, target person is told he/she is called from call center of a 

bank that he/she has a deposit account in. Recently, persons who worked in call 

centers before are cooperating with crime syndicates at a gradually increasing level 
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day by day. In this technique, information of the target person obtained beforehand 

are repeatedly used to earn trust and the person is surprised and convinced. At last, 

the person is deceived. 

 

 Persuasion and Threatening: So-called public official calls and convinces the target 

person. If the person is not convinced, threatening starts. Then, the person, so to say 

is made ‘prepared’ to be defrauded.  In this technique, information obtained 

beforehand and scenario steps built on such information are used. To deceive, target 

person is kept at suspense or given confidence directly. Or, more information needed 

for the main purpose is obtained.  

 

 Reverse Psychology: First of all, an alarming (panic) atmosphere is created to 

eliminate healthy discernment of the target person. Then, the person is given 

confidence as if assistance was going to be provided to solve the problem and 

necessary information is obtained and related action is performed. 

 

 Pledging: So-called law office or cargo company calls the target person. Calling person 

pretends to be a lawyer and pledges to refund credit card payment collected or pay 

an amount to be paid from insurance company. In cargo company technique, the 

target person is convinced for a price refund or delivery of a payment document for 

an insurance compensation. 

 

72. Which Information Sources Are Used in Social Engineering Method? 

 

1) Human-Based Information Sources: 

 Garbage Diving: Includes collecting information from documents that are 

deemed unnecessary by persons or entities (such as superannuated, duplicated, 
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unneeded documents) and thrown away (credit card abstracts, insurance 

policies, agreements, bank statements, etc.).   

 

 Shoulder Surf, Spying and Overhearing: Shoulder surf refers to obtaining 

information while a person makes a transaction at ATM. Overhearing refers to 

obtaining information freely disclosed in places deemed to be far away from 

business environment, such as restaurants, hotels and other crowded places. 

Spying means information is obtained by placing a recorder on your desk or a 

candid camera in your room. 

 

 Technician, Housekeeper: It means such personnel obtains information while 

working in an entity or a house. 

 

 Visits:  Refers to obtaining information when a person enters into a place for 

friend visit, courier service, job interview, etc., overhears what is talked about or 

sees a document. 

 

 Password Estimations: Refers to obtaining information by estimating password 

used by a person who is known from private of business life considering his/her 

habits, behaviors, hobbies and relationships. 

 

 

2) Obtaining Information Based on Information Technologies: 

 

 Social Media: Refers to obtaining information of a person or entity through tools 

used on social media platforms. Target persons are analyzed with persons that the 

target person has a relationship with, his/her habits, friend groups, activities, 
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behaviors, reactions, etc. and information is obtained. Where necessary, a 

relationship is established with the target person.  

 

 Insecure Wi-Fi Medium: In this medium, information technology tools of persons 

and entities that provide internet access may be possessed. All transactions of such 

persons or entities are followed, then information is obtained. 

 
 Pop-Up Screens: Such screens appear during internet connection and user is 

deceived with promises, such as free music, winning award, free application 

download, etc. Then, spyware or other malware (worm, Trojan, etc.) are 

downloaded on the computer and device is possessed without notice of the user. 

 

 Surfing on Online Forms/Organization Websites: In this method, user is asked to fill 

a form for an opportunity or advantage and required information is possessed. 

 
Let’s see the types of phishing, which is another information obtainment technique. 

 

73. What are the Types of Phishing Threats? 

       Phishing that we will detail in the Phishing title is derived from the combination of 

       ‘password’ and ‘fishing’ words. 

 

        Attackers usually target at users randomly in phishing method. Yet, 

        there are some segmentations as we can see the phishing types below! 

 

        The aim of phishing technique is to obtain information of persons and entities 

        for exploitation.  Such information includes passwords, account information, 

        access authorizations, account number, biometric data, telephone number, identity 

information, 
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        land deed, etc. required to achieve the purpose. Phishing is also used by hackers to leak 

into information of another 

        person or entity. 

 

       Phishing is usually realized through fake e-mails that are sent as very urgent and important 

and user believes these e-mails are secure 

       (by using tricks, such as company logo that the person works in, mail format, logo of bank 

that the person has account in, brand  

       name/logo of antivirus system that the person uses, brand of device, product campaign, 

       insurance campaign,  

       superior or relative of the person). If the user is convinced that transaction will be 

performed 

       as soon as the user clicks the link, device is obtained by cybercriminals after 

       the user opens the link.  

 

       Another method is possessing information with tools such as free antivirus software 

update, 

       award, free software/movie/match/music download, discount voucher through 

       pop-up screens or banners during a transaction of the user. 

 

       Malware are used to possess the device of user, such as Trojan, worm, etc. Only spyware 

       may also be installed. 

        

       At the next stage, attacker acts according to its intention. Crime syndicates sell the 

information they obtain and 

       realize the purpose. Sometimes, device becomes a slave computer and 

       leased to demanders to be used as botnet, for example 

       in DDos attacks. If the objective is technology theft, process is conducted accordingly. 
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The most important way to prevent phishing is user should be aware and careful. 

Therefore, users should be careful about opportunities offered on pop-ups and contents of 

so-called important e-mails containing links. 

 

              To mention about other phishing types used other than classical phishing (phishing 

attacks): 

 

 Vishing (Voice Phishing) Attacks: It is known as deception with voice. It has been 

popular recently. Letter P is changed with the letter V. For example, you may be 

called by a so-called call center of your bank as you are familiar with. You may not 

notice the (+) mark added to the call center number of your bank that you have 

already memorized. You may be given a ‘so-called bank’ number for you to call 

when you will need to do a transaction. When you call, you may hear the voice of 

the call center and do similar processes. In such case, you will be ‘deceived’ with 

the social engineering technique! 

 

 Watering Hole Attack: It targets at managers of high-security entities that uses 

low-security websites with malware, such as public institutions, social clubs and 

foundations, associations, religious foundations, etc.  

 

 Harpoon Phishing: The main aim is to possess access information of top managers 

that are considered to have high authorizations. It is similar to the classical 

phishing, but the main aim is to send e-mails to draw attention of the users to 

reach charming announcements of private e-mail of an association or a member 

of board of directors, concert, etc.  

 

 Pharming: Pharming is derived from combination of Ph for Phishing and arming for 

Farming. For example, persons may be entrapped with an advertisement banner 
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that promises about giving an expensive smart phone designed with the cutting-

edge technology to the first 100 bank customers who click the link and has the logo 

of a bank that persons have deposit account in. Here, the person is directed to a 

fake website that is similar to the website of the bank but has a different URL.  

 

 

74. What are Malware? 

Abbreviation of malicious software is known as Malware.  It is also called as harmful 

software or valdalware. Such software possesses, even modified information sources The 

most frightening one is worm. In addition, such software includes Trojans, spyware and ad-

supported software. 

 

Malware can reach information, create and delete files without notice of the user and 

contain key loggers and screen loggers. Such software aims to create vulnerability in data 

processing system and access information; ultimately, use such information to achieve 

cyber threat purposes. 

 

             Let’s see the types of malware: 

 

 Spyware: It is usually used for marketing purposes of companies. In this sense, it is 

not a malware. However, it may be used to collect information by hackers for 

criminal purposes. Spyware can open endless windows or install toolbars on web 

browser of the computer. The most important way to prevent spyware is to 

consider pop-up screens and banners. For example, you may install a spyware in 

background when you download music or watch a football game free... 

 

 Virus: Viruses leak through files with rar., exe., zip., scr. extensions or e-mail, USB 

and file download and reproduce through the same ways. If Auto Run is activated, 

that means the computer is imperilment.  
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The aim of viruses is to create security vulnerabilities in data processing systems 

that they leak into to lead up to main threat purposes of cybercriminals. If computer 

slows down, freezes during operation or files are deleted or new files are added 

automatically, we can talk about a virus leakage into the computer.  

 

Viruses can be found in four sections: 

 

o Different file systems 

o In macro software like MS Office 

o Source code command files on internet 

o In preinstallation section of operating system (to be activated when 

computer starts to operate) 

 

 Worms: They leak through files shared on websites and e-mails. They possess E-mail 

addresses installed on data processing device they leak into and spread over the 

whole system automatically since they can be reproduced themselves from one 

device to another. Due to this feature, they target at networks. While doing these, 

bandwidth and network sources of the target are used. In the meantime, system 

slows down, performance efficiently reduces, networks can be locked, web access 

speeds reduce and e-mail servers are overloaded. They create security vulnerability 

and leak into the system by opening backdoors (tunnel). They are the most 

dangerous one among malware. 

 

 Trojan Horse: Trojan Horse software pretend to be a beneficial program, hide 

themselves in device and create security vulnerability without affecting routine 

operation of program, thus enabling cybercriminals to intervene in the device. This 

fraudulent situation is why such software is called as ‘Trojan Horse’.  
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They leak into devices through DVD, CD, link on an e-mail created with Phishing 

technique (like .jpg, .gif, .txt, .doc, .xls), and files in games downloaded on internet 

(.exe). It collects e-mail addresses in device and sends virus to them in mail 

attachments.  

 

For internet leakage, user is sent a file with download first with Trojan Horse 

software. Then, user opens a port for the use of cybercriminal when the computer 

is turned on. It runs the second file through this way that is opened and possessed 

required information in the device that it leaks into (user name and password, credit 

card information, identity information, important files, etc.) It changes, deletes files 

or create new files. For example, even mouse can do operations automatically. It 

may lead other malware with the backdoor that is not known to be left. 

It is stated that Trojan Horse has seven main types. These are remote access, data 

destruction, Proxy Trojan, E-mail sending, FTP Trojan, Dos Attacks, URL Trojan. Sub 

7, NetBus, Poisonlvy, JRat, BackOrice, BiFrost, ProRat may be examples of Trojan 

Horse.  

 

Up-to-date and effective antivirus programs may prevent infections of Trojan Horse 

software. 

How to understand infection of Trojan Horse software? 

o Data are deleted or overwritten, 

o Settings of computer change automatically, 

o Web browser connects to unknown websites, 

o Files are locked with password, 

o Computer restarts itself while related program is used, 

o Firewall or anti-virus program is deactivated automatically, 

o CD-ROM opens and closes itself automatically. 

 

https://technologydevelopmentgroup.net/


If you want to read more e-books, please check vailable books at  https://technologydevelopmentgroup.net/ 

P. 90 
 

 Key logger and Screen logger: As can be understood from its name, this software 

reads key and screen acts and required information is obtained. Recordings 

obtained are kept in the system as a text file with “.txt” extension. Information are 

transferred to cybercriminal simultaneously. For example, iSpyNow, Perfect Key 

logger, Phantom, etc.  

 

It may be installed on target computer physically, as well as through e-mail, insecure 

internet medium. Imagine a housekeeper working in your office connects an 

apparatus to your devices and records all your operations!  

 

75. Can You Give Information about Ransomware... 

 
Another tool for unauthorized access and possession of information sources is 

ransomware. With Ransomware coming to the fore recently especially in cyber attacks 

towards automotive sector, data processing system of target entity is possessed by a 

malicious virus that is for example called as WannaCry and system is locked down. Then, it 

is promised to reactivate the system with Cryptolocker on the system screen against 

ransom payment.  

 

FBI, the security institution of the USA recommends the following on its website for 

preventing entrapment of ransomware: 

 

 Training and Awareness 

 Patch Management 

 Updating antivirus systems and ensuring regular operation 

 Management of Privileged Authorizations 

 Access Control Configurations (file, working directory, network sharing consents) 

 Implementation of Application Restriction Policies and Controls 
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 Regular data backup and control of backup integrity, disconnection of backup with 

network 

 

76. What are DoS Attacks? 

             DoS (Denial of Services) Attacks target at bandwidth and networks, 

             make information technology services nonfunctional, possess and deactivate 

             service.  

 

             Obtained IP addresses and slave computers (zombies) are used. Various requests are sent 

at once and band capacity of server is exceeded. Firewall cannot distinguish whether packages are 

included in white list or black list against the excessive capacity due to the attack. Therefore, local 

networks are leaked through with botnet  (robot network connected to each other with internet) 

and/or malware. 

   

             Types are as follows: 

 

 DoS (Denial of Services) Attack: Made for a certain target from single server (IP) 

address. 

 DDOS (Distributed Denial of Services) Attack: Made by sending a number of 

requests with use of slave computers (zombie, Botnet) that sometimes reach up to 

millions. In this method, various computers deactivate a website or internet service 

by sending or requesting data simultaneously and regularly.               

            Examples of attacks made through this method are as follows; 

 

 Smurf (Source addresses of ICMP packages are changed and they are directed to 

target),  

 Fraggle (UDP protocols are possessed), 

 Ping Flood (Millions of ICMP packages that are directed to target are used),  

https://technologydevelopmentgroup.net/


If you want to read more e-books, please check vailable books at  https://technologydevelopmentgroup.net/ 

P. 92 
 

 Ping of Death (Large ICMP packages are used),  

 SYNFlood (Uses TCP vulnerability),  

 Land Attack (Made with package traffic source and target address of which are 

changed),  

 TearDrop (Use of UDP packages by being torn down),  

 DSN Poisoning (Server is introduced with faulty DNS and all systems are directed to 

this DNS server), 

 Syn-Ack Flood (big botnet attack may be made),  

 Fake Session Attack (Different packages are sent as if they were TCP package), 

 Slow Session Attack (target devices are kept open for a long time),  

 NTP Flood (A number of and very large fake NTP packages are sent). 

 

77. What are the Types of Cryptography Attacks? 

They are known as attacks on a security vulnerability to be detected in cryptography 

program. 

In applications of cyber security of Information Technologies, strict measures are 

generally taken against threats for infrastructure, server and applications; cryptography is 

of secondary importance. Very different methods are used for cryptography attacks. 

MitM, MitB that are the most popular methods are detailed as follows: 

 

Man in the Middle Attack (MitM) aims to intervene between server and client and possess 

user information. Therefore, personal information, passwords and user accounts kept in 

the local network are possessed. MitM method is usually used in internet connection 

medium.  

             

While user is surfing on the internet on a general-purpose open network, cyber attacker 

listens information transferred over the network (Sniffing). Then, it cuts of the connection 

between the user and website and directs the user to a fake .html page located in .html 
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document of the real website. With this method, for example, one-time password that is 

sent by banks to their customers for login to web branch is possessed by cyber attacker.  

 

Other than HTTPS (Hypertext Transfer Protocol Secure), when user wants to make a secure 

connection, it is suggested that SSL (Secure Socket Layer) that represents secure certificate 

is directed to the certificate, but a connection problem occurs and connection may be 

confirmed.  

       

Man in The Browser (MitB) Attack aims to possess user information by placing a malware 

on web browser. Browser :  Internet Explorer, Google Chrome, Firefox, etc.). Browser add-

in containing malware can change amount and receiver information of transfers made by 

user. Zeus, Sinowal are the examples of ‘MitB’ applicable malware. 

 

  Main types of cryptography attack: 

 

 Birthday Attack 

 Man in the Middle Attack (MitM, MitB) 

 Swift Method 

 Fraud Activities over Companies Making International Money Transfer 

 Selected Converted Text Attack 

 Repetition Attack 

 

78. Can You Provide Examples for Network Security Threats? 

 

       We can Detail Network Security Threats under Three Main Titles: 

 

 Service Prevention Attacks (DoS, DDoS) 

 Obtaining Information (Sniffing, ARP/DNS Spoofing, Phishing, 

Virus/Worm/Spyware) 
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 Damaging, Data Change, Theft (Database Attacks, Smart Device Attacks, 

Identity Fraud, Password Cracking, Authorization Increase, Money Exchange 

Attacks, Software Piracy, Session Catching, Spam) 

 

 

79. Can You Provide Examples for Application Security Threats? 

 

 Application Security Threats: 

 

 Virus/Worm/Trojan Horse/Spyware 

 Memory Overflows (Buffer/Stack Overflow) 

 Character Format Definitions (Format String Attacks) 

 Changed Input Attacks (SQL Injection, XSS Cross Site Scripting) 

 Service Prevention Attacks (DoS, DDoS) 

 Asynchronous Attacks 

 Backdoors 

 Secret Channels 

 

80. As We Are Informed about Cyber Security Threat Sources and Types of 

Threats; What do 5 Main Questions to be Answered by Top Management in 

an Entity that will Establish a Cyber Security Management Building Consist of? 

 

We mentioned about value of information, requirement of information security and cyber 

security upon security of information technologies used.  

 

We have recognized the threats so far. Well, what kind of cyber security management 

framework should we have to be protected against such threats? Managers of entities 

should find the answers of 5 questions below and apply solutions to be find fastidiously.  
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We presented answers of such questions in related sections. 

 

1. What are the most valuable information of entity and who can access to such 

information? 

2. What kind of actives may be considered aims of cyber attacks? 

3. What kind of systems do cause the most absolute interruption? 

4. What kind of data do cause financial and competitive losses, legal problems, 

reputation loss? 

5. Have corporate management accelerated to react against a cyber attack? 

 

81. What kind of Processes Does Cyber Security Management Consist of? 

 

Potential cyber security risks to arise in an entity are managed through following processes: 

 

1. Identify: Determining, assessing and eliminating potential risks and security 

vulnerabilities and identifying risks 

2. Protect: Information and data security, access control, processes and procedures, 

maintaining, use of protective technologies, training and awareness processes 

3. Detect: Detection of anomalies with regular supervision 

4. Respond: Process consists of reaction plan, analyses and communication, 

interruption, regulation. 

5. Recover: Processes consisting of plans, improvements, communication and 

reporting to get back to normal after an attack. 

 

82. What are the Irreplaceable Conditions to Ensure Efficient Cyber Security? 
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According to international studies, 5 Main Elements that are irreplaceable to manage 

Cyber Security risks are as follows: 

 

1. Secure Configuration 

2. Advanced Firewall Applications 

3. Access Management 

4. Patch Management 

5. Malware (Malicious Software) Protection 

 

83. What kind of Elements Does Management and Audit Framework of Cyber 

Security? 

 

I suggest remembering the main goal of ensuring Information Security: Confidentiality, 

Integrity, Accessibility. It should be ensured a framework consisting of following elements 

is planned and implemented in terms of guaranteeing these goals. 

 

             Management and Control Framework of Cyber Security Risks should include the following 

elements: 

  

 Strong cyber security management structure 

 Adequate information technologies inventory (leakage tests and scanning of 

malware for data security) 

 

 Standard security configurations 

 Managing access to information 

 Patch Management  

 Advanced security applications containing protection against malware, such as 

router, antivirus, anti-malware, anti-spyware, etc. 

 Instant reaction and correction process 
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 Consistent supervision activities 

 

Titles of an Example of a Management and Audit Framework of Cyber Security are as 
follows: 

 
 

 Effective, Efficient and Economic Organizational Structure 

 Determination of Risk Assessment and Management Processes 

 Preparation of Policies, Procedures and Guides and Delivery of them to All 

Stakeholders 

 Ensuring Coherence in Policy Implementations and Attitudes and Behaviors of Top 

Management based on Entity Values 

 Information Technology Tools Ensuring Advanced Security  

 Implementation of Operational Design based on a Systematic and Integrated 

Understanding 

 Supervision Mechanisms 

 Audit Mechanisms 

 Training and Awareness Activities 

  

Methodology in conducting Management and Audit Framework of Cyber Security consists 

of following processes: 

 

i.  Construction and design 

ii. Carrying into action 

iii. Application (Management and Operation) 

iv. Attack and Reaction processes 

v. Audit, assessment and revision 

 

84. What Do Internal Solutions Include? 
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Entity should perform following activities to ensure cyber security: 

 

 Identifying confidential documents, 

 Where, how and when to create documents, 

 Protocol for who, how and when to access documents, 

 Determining policies for access to sensitive documents, 

 Use of electronic document security technologies,  

 Testing information governance program,  

 Configuration management, patch management, updates, 

 Network and application audits, Capacity tests, Gap Analyses, Management of 

Security Vulnerability and Patch, 

 Frontdoor cautions, leakage tests, Anti-virus software, firewalls and entrance 

controls, 

 Quick resistance methods, 

 Taking measures preventive overloading on firewall,  

 Preparing and following a good traffic white list and blocked traffic black list, 

 Performing detective controls for system weaknesses... 

 

85. What Does System Security Vulnerability Assessments Include? 

 

Includes assessment processes in terms of determining vulnerabilities for information 

technologies that are used in entity and ensuring security. Within this scope; hardware, 

software, network devices, network services and operating systems that constitute IT 

system infrastructure are analyzed with the help of technology to determine security 

vulnerabilities. Problems in system integration processes cause security vulnerabilities. 

 

 Determination of security vulnerability with the use of instruments, such as vulnerability 

assessments,sniffing, leakage tests, etc. based on Network, Server, Web Application and 
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Database server; is performed through use of known attack methods, control of known 

security vulnerabilities and control of new potential vulnerabilities and configuration errors.  

 

Web security vulnerabilities are caused by application code vulnerabilities, server and 

communication infrastructure weakness that are resulted from the errors in application code. 

 

86. Can You Give Information about Leakage Tests... 

 

In Cyber Security; first of all, reliability level of information technologies system of an 

entity and level of security vulnerabilities that potentially put this level under risk should 

be determined in order to activate processes containing disincentive, preventive and 

detective measures.  

There are various technological solutions on this matter. One of them is leakage 

(penetration) tests. Leakage Tests means determining and correcting security 

vulnerabilities that may cause unauthorized access to information technologies 

beforehand.  Current developments and new gaps in security are followed, necessary 

software is updated and patches are applied.  

 

Leakage Tests:  

 

 Main leakage tests (System detection, service detection and vulnerability 

scanning) 

 consists of detailed leakage tests.  

 

Leakage Tests consist of stages as information collection, network mapping, application 

mapping, determination of security vulnerabilities and use of security vulnerabilities. 

Profiles, anonymous, guest, customer and employees are the profiles to be used in tests. 
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As a result of tests, findings are divided into 5 categories depending on level of 

importance. Access points of tests are internet connections and networks used. 

 

With Leakage Tests, security vulnerabilities are investigated in the systems below: 

 

 Communication Infrastructure and Active Devices  

 DNS Services  

 Domain and User Computers  

 E-mail Services  

 Database Systems  

 Web Applications 

 Mobile Applications  

 Wireless Network Systems  

 

During leakage tests, DoS, DDoS (Distributed Denial of Service) Tests, Interference 

Techniques, Social Engineering Tests (phishing, persuasion, etc.) and many other 

information collection and attack methods are applied. 

Leakage tests aim to collect information (DNS inputs, IP address ranges, paths followed in 

system, determination of external access points and analyses of Intranet Architecture) and 

examine systems (determining and scanning systems, searching open port in systems (UDP 

And TCP), scan and investigate services on ports in the systems to determine service 

vulnerabilities). 

 

            Three tests are performed in this scope: 

 

 Tests on Internet:  System determination, service detection and vulnerability 

scanning are performed from location independent from data processing network 

of entity by scanning IP network of the entity. 
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 Tests on Internal Network of Entity: System determination, service detection and 

vulnerability scanning on internal network of entity consist of processes of 

determining corporate local network map, filtrating contents on open ports 

determined, performing firewall elusion and information evasion tests, scanning for 

weakness in local area network, actions to obtain sensitive information from 

corporate local network through interference techniques, performing possession 

attacks to user computers, server systems and active devices in the light of 

information obtained and actions to obtain more critical information on servers and 

user computers possessed. 

 
 Tests on External/Branch Network: System determination, service detection and 

vulnerability scanning on support services, regional and branch networks connected 

to entity include the processes of determining local network map, scanning for 

weakness in local network, actions to obtain sensitive information in local network 

through interference techniques, performing tests for active devices in network 

infrastructure, analyzing possible threats on computers of employees and 

possession attacks to other servers and systems accessible from branch network in 

the light of information obtained. 

 

87. What is Sniffing? 

 

As an English term, Sniffing means ‘smelling’ and it is called as ‘listening’ in Turkish 

dictionary of information technologies. Sniffing means following information exchange 

among more than one computer secretly and obtaining information. 

 

Sniffing is used with various purposes in terms of entities and cybercriminals. While BT 

officers of an entity benefits from sniffing for operation level of data processing system, 

authenticity of data produced, service quality and security vulnerabilities, cybercriminals 

use it to collect information for cyber attack they will perform to ‘head data off’. With 
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sniffing method, cybercriminals catch data packages in the network and read their 

contents. 

    They aim to catch passwords (web processes, SQL), e-mail text and files 

    transferred. 

 

88. What is VPN (Virtual Private Network), What is it Used for? 

 

VPNs are used to establish secure communication on insecure networks among 

information technology tools used for activities of entity. They include mobile operation 

and ensures secure communication among servers or networks. Main cyber security 

measures should be taken for configuration. 

 

89. Can you Please Provide Information about Features of Advanced Firewall 

Applications... 

 

Firewalls are software- or hardware-based solutions for security control between local 

network and external network. It is the general name given to audit systems of access to 

data in network communication. 

 

They are used to ensure network traffic from internet and to internet in a controlled way. 

They ensure secure communication between insecure networks and secure 

networks/systems.  

 

They restrict all accesses except allowed data packages and security of systems is enhanced.  

It is the main security application 

 

They fulfill secure cooperation functions through security networks, advanced systems, 

protocol analyses, application analyses, port analyses, prevention of unauthorized access 

and integrated networks. 
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Firewall software hide IP addresses of devices in LAN (local network) with interaddress 

conversion/masking and ensures access to external networks with a single IP. 

Thanks to this feature, critical topology structure in local network cannot be obtained 

externally.  

 

          Firewall applications have an alarm system. They record all activities for further 

examination. They should be integrated to other network and server security tools. 

Preventive measures should be taken against overloading on firewall. 

 

Standard firewall applications are not capable of programming automatically while 

they can restrict the impact of attacks. In addition, attack detection levels may be 

inadequate. Their effectiveness is enhanced with support of IPS, IDS and advanced 

antivirus tools. 

 

 

90. What do Antivirus, AntiSpyware and AntiMalware Applications Include? 

 

    With the most classical meaning, antivirus is scanning of potential viruses by a central 

structure before they leak into local network. They are installed on server computers. It is 

the most popular security measure that everyone knows. Viruses usually leak into 

computers with e-mail, http and ftp. Therefore, viruses are directed to antivirus gateway 

first. This is a signature-based application. 

  

 Anti-virus program should include Files, E-Mail, Web, Proxy servers, clients, 

 Router (Gateway) and Firewall.      

 

 Anti-virus program receives new update files automatically. Apart from this, 

 performance loss should be prevented while scanning viruses.  
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              Anti-Spywares have become popular due to the fact that anti-virus systems are not 

effective against spyware. They analyze undefined anomalies and reports them simultaneously. 

They are mostly used in client computers. They are integrated into operating system. Both Anti-

Spyware software and target database should be updated regularly. 

 

As understood from its name, Anti-Malware are security systems used to prevent leakage 

of malware to the system.  

 

 For an effective anti-virus management, anti-virus software,  

 Anti-Spyware, Anti-Malware and Anti-Keylogger systems that are managed from one point 

should be used. 

 

 

91. What Do Web Page Content Control (Filtration) Systems Do? 
 

Filtration systems function as follows: 

 

 Prevention of unintended e-mails (Spam, File Attachments), 

 Prevention of malware (Virus, Worm, Trojan Horse, Spyware), 

 Word-based prevention, 

 Prevention of listed websites, 

 Prevention of websites with sexual, ethnic, religious and political contents, 

 Prevention of contents that may potentially reduce the performance of employees 

(game, social media, etc.), 
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92. What are the Roles of Intrusion Defense Systems and IDS&IPS (Intrusion 

Detection/Prevention Systems) Systems? 

 

Intrusion Defense Systems detect and/or prevent attacks to a network, server or an 

application. They may be an Access Audit system depending on purposes of use. 

They supplement existing firewall. They warn the system administrator immediately or 

perform detection and/or prevention directly. 

Intrusion defense systems are divided into two categories according to the areas they are 

located to perform their functions. 

 

              First is (HIDS) Host-Based Intrusion Detection Systems: 

 

 Are installed on a certain computer, 

 View incoming-outgoing data packages real-timely. 

 Compare data packages with defined authorities and provide immediate reaction.  

 Enhance the impact of integration with operating system and other intrusion 

detection systems. 

 Some of them may sniff port efficiencies and prevent access to special ports.  

 If software is installed on each computer, it provides utmost contribution. 

 Attacks can be defined in many different ways: 

 

o Abnormal behaviors of operating system components 

o Abnormal termination of processes or system duty violation  

o Violation of defined authorizations by user transactions 

o Identification of other attack/violation signatures 

o Compare data packages with defined authorities and provide immediate 

reaction.  

 

Second is (HIDS) Network-Based Intrusion Detection Systems: 
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 Detect and prevent general or private abnormal transactions in data traffic flowing 

on network. 

 Monitor packages o strategical sections of network through sensors, 

 Analyzes network traffic closely, 

 Compares network with large-size databases.  

 

 Methods to Detect Intrusions: 

o Formation of unusual network traffic and loading  

o Searching possible attack signatures in network protocols  

o Abnormal behaviors in network protocols 

 Methods to Prevent Intrusions: 

o TCP/Reset and ICMP Error Messages 

o Downgrade of Package in In-Line Use 

o Long-Term Prevention with Firewall or Router 

 

Intrusion defense systems can be divided into two categories depending on their 

technological features and functions: 

 

First is Intrusion Detection Systems: 

 

 It is a kind of alarm system.  

 It has a two main components: sensor and management console.  

 It aims to monitor/prevent Attacks, Abnormal Transaction and Authorization 

Violation. 

 Intrusion Detection Systems; 

 Operates to ensure security as per the attacks that are previously known, 

 Determines and identifies the attack according to database,  
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 Provides detection with Defined Attack and weakness signatures and Normal / 

Abnormal Segregation 

 Ensures attack is noticed more quickly, clearly and transparently,  

 Prevents reaccess of attacker to system,  

 Configures communication network devices like firewall or router when the attack is 

detected, 

 Prevents repetition of attack. 

 

Second is Intrusion Prevention Systems: 

 

 Ensures prevention of attacks made through known attack methods or abnormal 

behavioral methods. 

 Is used to prevent malicious network actions and connections.  

 Detects and reports attacks and prevents leakage into network.  

 Is especially located in gateways and hides IP existence at that point. 

 Distinguishes which packages are aggressive and which packages are harmless for 

applications.  

 With ASIC, (Application Specific Integrated Circuit), it examines the whole traffic 

passing on it in detail.  

 Does not create a slow-down or division in the traffic. 

 Receives intrusion recognition criteria from updated database to detect new types 

of attack.  

 

     In addition, there are Stack-Based Intrusion Detection/Prevention Systems that contain 

cutting-edge technology in intrusion detection 

     . They are integrated with TCP/IP Protocols and 

     monitors data packages before they are processed.  They prevent access of data 

packages to any application or operation system in case of an incompliance. 
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93. How to Prevent Data Leakage from the Entity? 

 

With Misuse Detection, attacks that are resulted from internal network of entity are 

detected. In this method, intrusion detection and prevention systems analyze information 

obtained and compare such information with large-scale signature databases. It is required 

to define signature criteria and arrange the size of database in order to ensure system 

operates efficiently. 

 

Possible unauthorized data flows from the entity to the outside are prevented with DLP 

(Data Leakage/Loss Prevention) It is a kind of data protection method in the field of network 

security. Prevents output of unintended data from system with DLP software. Can monitor 

status of use of determined files. 

         

 

94. What are New-Generation Security Systems? 

 

 Unified Threat Management (UTM) Systems 

 Endpoint Security Technologies  

 Wireless Network Intrusion Detection Systems 

 Sound and Video Security Technologies on IP  

 Security Technologies for Mobile Devices 

 SIEM (Security Information and Event Management) 

 

   Let’s see some of them... 

 

 

95. What is Unified Threat Management (UTM) System? 

 

Integrity Tracking Systems follow changes in critical system files, 
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changes in critical system files, 

 

 changes in sensitive files that data are kept in and 

 changes resulted from backdoor, virus or Trojan horse 

 within the framework of following changes on the file system. 

 

     In addition, such systems receive and compare ‘data abstraction’ of files and indexes with 

single-way encryption algorithms. 

     

      

96. What is SIEM (Security Information and Event Management)? 

 

SIEM (Security Information and Event Management) technology ensure possible cyber attack 

or data leakage that is contained in data package are prevented with instant assessment 

of incident data. In terms of incident detection and simultaneous reaction, data that may contain 

the incident are collected, stored, assessed, investigated and reported. Therefore, process of 

compliance with legal regulation is performed. 

                

Stored information is capable of being used in legal procedures.  

 

While main source for SIEM is log data, NetFlow, network packages and information about users, 

protected information sources, detected and potential attacks and security vulnerabilities are also 

important sources. 

 

With Log Analysis, track records produced by all information technology devices for related 
transaction are followed and assessed.  However, instant correlation analyses among 
independent incidents may be performed with SIEM, which is a more advanced technology. 
 

 

https://technologydevelopmentgroup.net/


If you want to read more e-books, please check vailable books at  https://technologydevelopmentgroup.net/ 

P. 110 
 

97. Can Artificial Intelligence Applications Be Considered as Cyber Security Tools? 

 

Artificial Intelligence (AI) has become very popular in the field of information technologies 

and reach a common fields of use. It is used in many fields from banking to pharmacy; from 

industry to medicine. It is demanded in various fields, such as IoT, Robotics, performance 

management, customer relations management, human resources, etc.  

Within this framework, it is also used in the field of cyber security.  

 

It should not be forgotten that it is natural artificial intelligence may bear operational errors 

and security vulnerabilities just like information weaknesses in employees, information 

technology sources and physical assets. Cybercriminals may possess artificial intelligence 

and use it to the detriment of entity in line with their purposes. Such reasons require to 

perform operations to eliminate security vulnerabilities of artificial intelligence 

applications. 

 

98. Does IoT Network Need Cyber Security Measures? 

 

Yes, of course... Number-one target of cyber threats will be information sources in IoT 

network in the next periods. IoT network will contain wider communication protocols, 

standards and device capacities. Technologies that prevent unauthorized access to network 

must be used, such as advanced firewall applications, patch management, encryption, IPS, 

IDS, etc. Within this framework, some tools that ensure cyber security should be included 

in IoT products. These are, 

 

 IoT Device Authentication mechanisms 

 Management Processes of IoT Encryption Life Cycle 

 Use of secure digital certificates in identity verification with IoT PKI (Public Key 

Infrastructure) 
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 Collecting information from devices and assessing them for security with IoT 

Security Analyses 

 IoT API (Application Programming Interface) includes management of security risks 

arising when functions of an application operate with another application (for 

example, banks use Intertech incentive with their own systems). 

               

              As a result, an effective IoT network security ensures your devices at home like oven, air 

conditioner, television, etc. cannot be used in case of a Botnet attack and cyber security risks that 

cause production of trash products through possession of machinery and robots in your factory by 

your competitor over network are minimized. A jokey hacker friend of yours who connects to 

coffee machine at your home with augmented reality glasses and prepare your favorite coffee 

for you! 

 

99. How Should Process Management of Cyber Security Start according to the 

Institute of Internal Auditors (IIA)?  

              IIA recommends top management of an entity to start by answering following questions: 

 When was your weakness assessment of cyber attack made for the last 
time? 

 What did we learn from this assessment? 
 How can we know that we are under attack? 
 How will we reach? 
 Do we have a response plan for a written attack? 
 Does our response plan contain a communication strategy? 
 Did we rehearse for this plan as a part of crisis management and response 

activities? 
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100.How Can We Use 3 Lines of Defense Model in Cyber Security Activities? 

 

              Regarding 3 Lines of Defense model; 

                  

                 The first line of defense means frontdoor measures and includes access authorizations, 
encryption applications, weakness scanning, periodical leakage tests and consistent sniffing actions 
and activation of advanced security technologies for the needs. In addition, it means a risk-based 
corporate culture infrastructure is established for training and awarenessactivities. First line of 
defense is the owner of transaction in management of cyber risks and working units required to 
act with this sense of responsibility. They are primarily responsible for applying processes of cyber 
security. 

                  

The second line of defense requires to prepare very detailed reaction plans and apply practices 
periodically. In addition, horizontal and vertical communication structure should be established in 
information exchange containing the governance habitat. 

Units in the line are responsible for establishing policy and risk management framework of cyber 
security, determining risk management tools, supervising operations of the first line and  
submitting such operations to top management on time in a reliable report. 

                   

The third line of defense requires efficient audit of top management for all processes through 
internal audit unit. 

 

      101. Would You Like to Add Something About this Matter? 

                 Main principle for preventing cyber attacks is to ensure border security of entity  

                 (with physical security, software against malware, advanced firewall 

                 applications, IDP, IPS, SIEM, Encryptions, VPN, 

BYOD, Listing applications, patches and other technological applications) first. In addition 
to this, business processes, access authorization appointments, human resources 
management, training and awareness activities, management processes of support 
services, data storage solutions, business continuity plans, etc. are also important.  
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If border security is not in danger, measures are taken to prevent possession and use of 
information and ensure information integrity. Urgent measures are applied to ensure 
security of information technologies. Where necessary, secondary systems are activated.  

                 

 Despite of your very strong border security that you spent a lot of money for, internal 
information flied away to cybercriminals due to an employee or support service provider 
because of social engineering, phishing methods successfully performed against a 
manager!  

                 

                   By the way, you should remember the responsibility of discovering security violations 

                   that we have not noticed yet. According to data prepared by Verizon Enterprise 
Solutions company and obtained from 50 global companies, it was detected that 
cybercriminals penetrate into the most advance security cordons within just a few days. It 
may take months to notice violations. 

        

Some main measures include classifying information sources, determining access and 
authorization, implementing the principle of segregation of duties, considering log offs,  
recording everything, ensuring database security, taking measures against data leakage,  
implementing BYOD policies, controlling Logs retrospectively, providing critical instructions 
as signed with wet signature and conducting training and awareness activities for 
employees. 

 

In conclusion, it is important to state that main responsibility for ensuring information 
security belongs to the top management of an entity. Information security and security of 
information technologies that information security is integrated into and cyber security 
cannot be ensured with just managers of information technologies. During the process of 
making decision for allocation of sources, which risks should be avoided, accepted, reduced 
and transferred should be determined in terms of ensuring information security. 
Consistency, discipline and sustainability should be adopted as main principles in ensuring 
security. Information technology tools that contain cutting-edge technology may be 
purchased with generous budgets for security; but you should always remember that the 
weakest link in ensuring information security is human. 
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                ANNEXES: Bülent Hasanefendioğlu’s articles on this matter 

 

Reservation Statement and Thanks 

 

Information contained in this book are obtained from sources that are considered reliable by 

Bülent Hasanefendioğlu. In addition, author and publisher cannot be held responsible for direct or 

indirect damages to third parties due to deficiencies and mistakes resulted from the matters 

mentioned in this book. This book is prepared to inform the business world and should not be 

construed as a suggestion and legal opinion for any business activity. On this occasion, I would like 

to extend my thanks to persons and corporations that I use information and opinions of. 
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Examples for Framework of Information Security 

ITCA Dictionary of Information and Communication Technologies 

Regulation of ITCA Information and Communication Technologies Authority on Network and 

Information Security in Electronic Communication Sector — 2014 

COBIT 5 A Business Framework for Corporate IT Governance and Management — 2012 

COSO, COSO In The Cyber Age — 2015 

COSO, Enterprise Risk Management For Cloud Computing — 2012   

Dayıoğlu Erdal, Kamu İdarelerıṅde Bıl̇gı ̇Sıṡtemı ̇Güvenlık̇ Rıṡklerıṅin Yönetimi, Denetişim—2010 

Deloitte, Bağcı Barış, Bilgi Teknolojileri Risk Yönetimine Genel Bakış 

Deshmukh, Ashutosh, A Conceptual Framework For Online Internal Controls, Journal of 

Information Technology Management 

FFIEC Cybersecurity Assessment Tool — 2017 

Gartner IT Glossary  

Gartner, Kelly M. Kavanagh, Toby Bussa Magic Quadrant for Security Information and Event 

Management — 2017 

Gülmüş, Mustafa Kurumsal Bilgi Güvenliği Yönetim Sistemleri ve Güvenliği — 2010 

Hasanefendioğlu Bülent, The Unknown Heroes of Innovation: Neurodiverse People — 2018 
 
Hasanefendioğlu Bülent, 101 Soruda Etkin İç Kontrol Sistemi— 2018 
 
Hasanefendioğlu Bülent, 101 Soruda 3’lü Savunma Hattı Çerçevesi — 2018 
 
Heisterberg Rodney, Verma Alakh, Çevik Şirket – 2015 

Hightower Rose, Internal Controls Policies and Procedures - 2008 

IIA  Series of Global Technology Audit Guides for Audit of Smart Phones – 2017 

IIA Artificial Intelligence – Considerations for the Profession of Internal Auditing — 2017 

IIA  GTAG Auditing IT Governance — 2018 

IIA GTAG Auditing User-developed Applications — 2010 

IIA GTAG Assessment of IT General Control Deficiencies — 2008 

IIA GTAG Change and Patch Management Controls: Critical for Organizational Success — 2012 

IIA GTAG Information Technology Outsourcing — 2012 
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IIA GTAG Managing and Auditing IT Vulnerabilities — 2011 

IIA GTAG Assessing Cyber Security Risk — 2016 

IIA GTAG Information Security Governance — 2010 

IIA GTAG Entity and Risks of Information Technologies — 2008 

IIA GTAG Business Continuity Management 

IIA GTAG Information Technology Risk and Controls — 2012 

IIA GTAG The Role of Internal Audit in IT Governance — 2012 

IIA Case Studies of Using GAIT for Business and IT Risk (GAIT-R) to Scope PCI Compliance — 2008 

IIA Tone At The Top, Cyber Security: Keeping IP (Intellectual Rights) Under Lock and Key— 2014 

IIA Tone At The Top, Cyber Security: They’re In. Now What? — 2014 

IRM Cyber Risk — 2014 

ISACA, COBIT 5: A Business Framework for Coporate IT Governance and Management — 2012 

ISACA, IT Risk Management, White Paper — 2013 

ISACA, The Risk IT Framework Excerpt — 2009 

ISO/IEC 27001:2013, Your Implementation Guide 

Relevant Regulation: TCL, TCC, Banking Law, Law of Obligations, LPPD, Law no 5651, Public Finance 

Management and Control Law no 5018 

Guide for Audit of Public Information Technologies, Board of Internal Audit Coordination — 2014 

Karakaya Abdullah, Demiral Gülten, Banka Şubelerinde Bilişim Sistemleri, Bilgi Teknolojileri 
Kullanımı ve Etkileri  

Kidder, Yılmaz Hasan, TS ISO/IEC 27001 Bıl̇gı ̇ Güvenlığ̇i Yönetıṁi Standardı Kapsamında Bıl̇gı ̇
Güvenlığ̇i Yönetıṁ Sıṡtemıṅin Kurulması ve Bıl̇gi Güvenlığ̇i Risk Analıżi — 2014-15.                      
Menekşe Özlem, Ödeme Sıṡtemlerıṅde Bıl̇gi Teknolojıl̇erı ̇Rıṡklerı ̇— 2006.                                       

NIST Framework for Improving Critical Infrastructure Cybersecurity — 2014 

NIST Cybersecurity Framework Workshop —  2017 

NIST Risk Management Guide for Information Technology Systems — 2002 

OWASP Open Web Application Security Project Top 10 2013  

Reserve Bank of India, Guidelines On Information Security, Electronic Banking, Technology Risk 

Management and Cyber Frauds 
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SANS Institute InfoSec Reading Room, Backfield, Joshua, Network Security Model - 2008 

Selig, Grad J., Implementing IT Governance: A Practical Guide to Global Sect  

Practices in IT Management, 2008. 

Smallwood Robert, Safeguarding Critical E-Documents 

CMB Communiqué on Management of Information Systems 

Şahinaslan Ender, Kandemir Rembiye, Kantürk Arzu, Bilgi Güvenliği Risk Yönetim Metodolojileri ve 

Uygulamaları Üzerine İncelemeleri 

Information Security Policies of T.R. Ministry of Health — 2015 

Turkish Informatics Association, Risk Management in Information Technologies 

The Banks Association of Turkey, Fraud Actions and Ways of Protection - 2015 

TLA, Up-to-date Turkish Dictionary-(http://www.tdk.gov.tr) 

TİDE – IIA Obligatory Guide/IIA Occupational Standards and Dictionary 

TSI Glossary on Information,  

Data Backup Guide, TÜBİTAK, National Research Institute of Electronics and Cryptology 

Management System http://www.yonetimsistemi.net 
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 Articles- Bülent Hasanefendioğlu 
 
 

GDPR Risk Sources: Ransomware  
 
 
WannaCry, WeCry, WanaCyrpt, WeCyrpt… 
 
You are an IT staff/manager and think about your prestige level inside your entity after appearing 
one of those ransomware attacks on the screen… 
  
Ransomware attacks are and surely will be the main cyber threat that can hardly be stopped. The 
entities desperately looking for new security tools to avoid. The new GDPR regulation will 
dramatically increase the cost of the side-effects of ransomware attacks on the entity’s financials. 
 
If you are ready to see the realities on ransomware attacks, I want to share with you a recently 
released report of Sentinel One’s Global Ransomware Survey which has been finalized before 
2018 summer. Then we can revise the security essentials against ransomware attacks: 
 
 Six in ten (56%) surveyed decision makers report that their organization has suffered a 

ransomware attack in the last 12 months, compared to under half (48%) who said the 
same in 2016.  

 According to almost seven in ten (69%) respondents, the most successful ransomware 
attack resulted in the attacker being able to encrypt some files/data.  

 69% say that the ransomware attacker was able to gain access to their organization’s 
network by phishing via email or social media network.  

 Around two in five report that access was gained by a drive-by-download caused by 
clicking on a compromised website (44%) and/or an infection via a computer that was 
part of a botnet (42%).  

 The type of devices/systems most likely to be impacted by the ransomware attack(s) are 
desktop PCs (80%), servers (57%) and mobile devices (38%),   

 The types of data that are most likely to have been affected in the past 12 months were 
employee (45%), customer (38%) and product (37%) information. 

 Around half report that they did/would notify the CEO/board (53%), inform law 
enforcement (49%) and/or notify data protection regulators (45%). 

 According to respondents, the ransomware attack was successful because an employee 
was careless (51%) and/or anti-virus was in place but it did not stop the ransomware 
attack (45%).  

 Almost all (94%) cite that there has been some impact on their organization because of 
ransomware attacks in the past 12 months, with the greatest impacts being an increased 
spending on IT security (67%) and a change of IT security strategy, to focus on mitigation 
(44%).  
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 More than one in ten report that organization has received negative press/bad publicity 
(14%) and/or seen senior IT staff lose their jobs (14%). 

 Nearly three in four (72%) surveyed decision makers agree that organizations are turning 
to cyber insurance now that the possibility of fines is higher with the GDPR and over half 
(52%) say that their organization has lost faith in traditional cyber security, such as anti-
virus. 

 The average estimated number of employee hours dedicated to replacing encrypted data 
with backup data or attempting to decrypt the encrypted files amounts to 40 hours.  

 Of those whose organization has suffered a ransomware attack in the last 12 months, the 
average estimated business cost as a result of the ransomware attack(s) is USD 786.347. 

 Around a third (34%) of respondents report that their organization’s third party suppliers 
or partners were not affected by the attack. 

 Less than half (46%) of respondents say that their organization did not pay a ransom 
because they decrypted the data themselves/had backups. Entities paid the ransom 
because the cost of paying the ransomware was less than the lost productivity caused by 
downtime from the attack (58%) and/or the cost of paying the ransom outweighed the 
cost of restoration/damage to business (56%). 

 Around one in five (19%) admit that their organization paid the ransom demanded by the 
attacker every time. The most common reasons for not doing so are that they did not 
need to as they had backups/were able to decrypt themselves (51%) and because it is 
their organization’s policy not to pay ransoms, saying that on ethical grounds they do not 
pay criminals (43%). 

 Nearly six in ten (58%) report that even though their organization paid the ransom, the 
extortionist tried to extort a second ransom after receiving the first payment and around 
four in ten (42%) say that the extortionist did not decrypt the affected files despite 
receiving the payment. 

 The most likely motives for cyber-attackers are financial gain (62%), simple disruption to a 
successful business (38%) and cyber espionage (31%).  

 Three quarters (75%) of respondents agree that behavior based analytics is the only way 
to catch more complex ransomware attacks. 

 
One of the strategic solution should be based on human sources of the entity with the support of 
technological security tools against ransomware attacks. 
 
The security essentials can be briefed as: 
 
 Effective IT Governance Practices 
 Training and Awareness Activities (especially taking in consideration of the most popular 

instrument is phishing that attackers used) 
 Patch Management 
 Advanced Antivirus/Anti-malware and Firewall Tools 
 Regular Backup Policy and Offline Backups. 
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The entity security concept against ransomware should be based on to avoiding and reaction 
processes but not to finance the attackers for the future victims. 
 

Ensuring Digital Speed and Flexibility! 
 
Is it required to say that time for protecting competitive advantages that consist of corporate cores 
of companies, strategies they establish, values they present and difference they create is parallel 
with speed of success in adaptation to technological changes? 
 
 

Application of 3 Lines of Defense Line in Governance of Information 
Technologies 
 
 
Even if all roads lead to Rome (omnibus viis romam pervenitur), starting point of these roads is use 
of secure and efficient use of sources in terms of realizing goals for company management. 
Reaching Rome for companies means enhancement their positions in the market without 
conflicting with governance habitat and profitability. Even if tools change, goals don’t change...  
 
Effectiveness and reliability of corporate internal control mechanisms are main indicators of 
ensuring security of business model for top management. Efforts to realizing goals of entity on one 
hand and cost of time spent to manage the obstacles to be faced on the other hand... The need 
for the aim of high service quality and supreme technological equipment on one hand and costs 
on the other hand...  
 
Ensuring security of investments made to realize goals that are set with strategies established with 
high budgets and big efforts becomes one of the main concentration issues of top management in 
today’s business world that is embedded in technology. Furthermore, national and international 
regulative authorities and frameworks of occupational business hold top management responsible 
primarily for managing and controlling information technologies. This brings another responsibility 
for top management to spend more times in decision-making processes and main executive 
functions.  
 
It is becoming more and more important to create a safe working environment in entities to do 
works with high quality and do works. As a star of recent times, governance security concept also 
forces top management in these perspectives.  
 
3 Lines of Defense have also become a popular model recently to ensure quality and security of 
operations to be performed to realize goals at a more effective level to the extent that governance 
security concept provides. 
 
With 3 Lines of Defense, units in the company are divided into three main lines. Activity units are 
located on the second line, support units are located on the second and audit is located on the 
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third line. While superior managers, expertise committee and board of directors are appointed for 
them; top management and lines are attached and interbedded with other governance elements 
functioning as a fairly shadow defense line. Other governance elements are shareholders, 
regulative and supervisory institutions, independent audit, information technology and 
consultants/suppliers, customers, employees bearing other support services...  
 
With 3 Lines of Defense model, reference elements, roles of employees, units and lines and internal 
coordination and cooperation infrastructure are clearly and transparently determined. In 
management of information technology, efficient management and control of error, negligence 
and exploitation risks of operational system suitable for goals of company are ensured with a 
gradual and efficient structure. 
 
Top managements of companies can go their own ways in today’s business atmosphere only within 
the framework provided by governance elements. Preciseness and security of the road require an 
effective internal control system and management of information security ensured by 3 Lines of 
Defense model. 
 
 
Digital Transformation > IT Project! 
 
The latest research results of Fujitsu Company show that more than 60 % of the digital 
transformation projects were failed and created remarkable loss figures by 2017. Average cost of 
33 % of the projects are around 423.000 € which has been canceled by the top management. 
And 25 % of the finished projects were classified as unsuccessful project which had an average 
cost to one entity is around 555.000 €.  
 
These results prove that digital transformation has different characteristics than other projects of 
an entity. The entities should understand the new reality that instead of them digital world is 
game builder anymore. The digitization projects should be based on holistic, iterative and 
scalable concepts. At least, IT, finance and HR practices should be driven as parallel 
organizational structure under the strong support of tone at the top and also business processes 
will be covered by quickness, simplicity, standardization, sharing and constructive collaboration. 

Accenture advises necessary digital transformation actions to the leaders in five steps: 

 understand where you are and develop your digitization strategy, 
 build strong foundations, 
 differentiate your company through digitization, 
 monitor your progress continuously through the right governance structures, 
 do not underestimate the importance of macro-level collaboration. 

 

On the other hand, TDG Global accepts that the single secrecy of digital transformation is 
successful adaptation of the comprehensive technological instruments with qualified human 
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resources. An entity can build other elements related with digitization on this strategical target. 
The other vital elements should be: HR practices, peer to peer digital strategy, digital business 
design, efficient digital organizational structure, business process re-designing, customer 
experience & digital marketing, analytics, supervisory activities including internal audit and digital 
finance strategy & management. The entity that respect carefully to the above mentioned 
business structure can easily catch the success on realization of her strategies.  

Successful digital transformation processes help to the entity in different dimensions: efficiency, 
effectiveness and economy in business processes, increasing customer loyalty, cost saving, 
compact financial management, active HR practices, developed technological infrastructure 
against potential disrupted technologies, opening innovation channels, designing mentality, 
creative collaboration level with the ecosystem, quickness and flexibility on decision processes… 
All these factors will make the entity sustainable and also provide competition advantages…  
 
If the basic motivation of the digitization will be data analytics and data management, it will 
provide synchronous information flow to all stakeholders inside the entity governance system. It 
will also support risk management and security processes. 
 
Successful digitization is the pre-condition of having Industry 4.0 standards in the company. The 
future winners will be the transformers what they are doing and why they are doing to  
 economical value. 
 

The future winners will be hold the below mentioned characteristics: 
 
 Integration with the customers, 
 Provide excited services and products which are relevant with needs, 
 Having useful and secure integration with their governance habitat, 
 Employing talents and developing them, 
 The full adaptation between HR and comprehensive technologies, 
 Inspiring from insights and quick & flexible decision mechanisms, 
 Prestige building and protection, 
 Learner and designer corporate culture. 

 
 

Rebranding Your Success in Automotive Sector 

We are in year 2018 and let’s think about a CEO for a moment who cannot obtain all necessary 
data from Finance, Production, Sales&Marketing, HR, IT etc. departments.        Also, let’s imagine 
about another CEO at the same company in 2022 (probably current CEO will be replaced with 
another one!) which couldn’t have enough results yet on the digital transformation of the entity. 
Finally, let’s think about the level of competition advantage of this entity under the analysts’ 
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predictions that there will be at least 80 times more by 2022 the digital content compared to 
what exists today… 

Data management is becoming as ‘everything of a company in automotive sector’ as like as other 
sectors. Disrupted innovations, social media platforms, video-sharings, ecosystems and 
regulators like other essentials of the entity governance system are driving the business models 
of the sector.  

 

There are 5 technological trends which have disrupted effects on the automotive sector. Let’s 
take a glance at them: 

1. Data Management: The manufacturing entities are obliged to have the comprehensive 
data management systems for managing, update, analyze big data to make quick and 
flexible decisions on establishing strategies and applications. Especially for the automotive 
sector it is very important to receive on-line data from the production machines to make 
analysis and take different necessary action on time.  

2. Robotics Technology: Robots are capable of producing more and higher quality products 
and also providing safer working environments. In addition to these specialties, robots are 
equipped with sensors to provide data. These data are the basic elements of a production 
data management system to predict the potential maintenance needs, quality level, 
production evaluations etc. It is better not to forget the low cost advantage of them… 

3. AI: AI technology is the most important invention for the manufacturing companies. They 
are simply defined as algorithms those have the ability to learn and transforming the way 
that the automotive industry collects information and predicts consumer trends. Smart 
factories with integrated IT systems are providing the relevant data to increasing 
production capacity by 20 %.  

4. Cloud & Mobile Technologies: Both of them are vital elements for the manufacturing 
entities to increase the efficiency in the processes. Cloud technology is capable to present 
IaaS, SaaS, PaaS services. Big Data analysis, CRM, Cyber Security, cost saving for 
investment sources are the other advantages of the cloud technology. 

5. IoT and Industry 4.0: IoT is simply reducing cost and also highly effective on time and 
source management. On the other hand, Industry 4.0 is representing the vision of the 
interconnected factory where equipment is online, intelligent and capable of making its 
own decisions.  

The leaders of the automotive industry who have the intelligent awareness of the very fast 
technological developments effects on their entity’s business sustainability have also capacity 
rebranding their digital readiness for the future business models. 
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How Should Business Model of Digital Era Be? 
 
 
In the first wave brought by digital world, some traditional business branches made a gain and 
efficiency from e-commerce platforms as a new marketing channel. This caused sluggishness in 
agility of companies. Today, some of companies do not know the active one is the digital platform, 
not them. Digital channel includes everything from now on and customers make new demands on 
this channel with mobile devices and force companies to have new products, new applications and 
new pricing methods. 
 
Existing business models should be revised in detail to deal with this new situation and lead to 
innovations, subjected to changes or changed completely and innovations should be discovered.  
 
Business model that is generally accepted by a company and designed to reach its strategical goals 
includes two matters: 
 

1. An interesting value proposition for customers. 
2. Proposing value by reaching sources and creating difference with organization of sources. 

 
We understand the following from that: Those making difference in existing products, market and 
business methods will always be one step ahead in competitive advantage. Companies that have 
courage and culture to live through important changes and set up completely new businesses will 
taste new slices of the cake. They take position with companies which are conservative and has 
today’s risk-oriented culture, but adapt their digital transformation to slower business models and 
change by focusing on proven businesses in the market as they are accustomed to. For example, 
since core business of banks is risk management, they will probably focus on their core business 
day by day and assign their product development and service activities to Fintechs and support 
service providers operating in related ecosystem. Banks will ensure speed and flexibility in product 
development and decision-making processes they need to be successful in competitive 
environment and realize their strategical goals by keeping and supporting such processes in 
abovementioned companies.  
 
Digital networks that are always online and used with strategical networks that consist of 
employees, support services, partners and other stakeholders will also be effective in 
predestination for companies. Digital networks are those that are organic, organizes themselves 
and are always at work. It should be considered that digital networks can present new opinions 
and offer extraordinary and new opportunities, cause changes in regulation and policies; but 
companies may fall from grace suddenly.  Because everything you do is related with your brand 
even if you are involved in correct circles, participate in discussions, act actively with a positive 
mind in the virtual network, provide real time connection for 7/24, use insights in activity of 
decision-making processes and are online/offline...  
 
Digital technology offers product development, distribution with new technologies it provides and 
change of consumption habits through quicker and more radical changes.  Therefore, winners of 
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the future will ground on cooperations in an exciting, creative and dynamic structure in compliance 
with the new digital economy they are involved in and convert digital transformation into 
economic benefit for what, why and how they do. 
 
Winners of the future adopting business models of digital era will;  
 
 Integrate with customer, 
 Offer products associated with needs, 
 Offer exciting product, 
 Have a beneficial interaction with their governance habitat, 
 Be impressed by insights gained in decision-making processes and based on speed and 

flexibility, 
 Lead up potentials of their employees, 
 Interiorize components of the ecosystem and establish win-win cooperation, 
 Gain reputation and protect their reputation. 

 
 
 (I would like to extend my endless thanks to Blefield J., Heisterberg, R. & Verma A., Moore, J., 
Parkkinen H.M. who are my source of impression and interest to be informed about the subject.) 
 
 
 

5% OF COMPANY INCOMES IS ‘GNAWED BY MICE’! 

Report to the Nations* is published every other year based on studies and analyses conducted 
worldwide by ACFE (Association of Certified Fraud Examiners). Determinations in the last report 
which was published on March 30, 2016 and based on data from 114 countries bear resemblance 
with data in previous four reports of the association.   

According to related sections of the report, which has a rich content, a company suffering from a 
business exploitation loses 5% of its incomes on average. Business exploitations detected in 2015 
had damage to companies operating in countries within the scope of report in the amount of 6.3 
billion USD in total. Median loss as per case is 150.000 USD; however, damage calculated on 
average is 2.7 million USD. Cases of business exploitation were detected in each sector and each 
department of companies. SMEs, which are more incautious in terms of management of 
exploitation risk are damaged by business exploitations more than large-scale entities. While 
assessing data abstraction in reports, even if only foreseen average rate of damage (%5) happens 
as a result of a business exploitation in a company, it is obvious that there will be a serious 
‘competitive advantage’ loss that contains high risk level for companies which fight to survive 
under today’s global and severe competition conditions. 

Business exploitation cases arisen especially as of 1990s in the United Nations of America and 
having caused bankruptcy of many companies turned proactive exploitation risk management in 
entities into an important strategical instrument. After scandals blew up one after another, 
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lawmakers, top regulative and supervisory institutions (CMB, BRSA, etc. in Turkey) reacted to the 
matter immediately and constituted new sanction and application packages for management and 
audit of the risk.  

Risk means cases that are unintended in terms of activities of entity; but that the entity may face 
while conducting activities and cannot control its effectuation at 100% by the nature of business 
life despite of all measures taken and that affect the company negatively in parallel with 
company stroke. Impact severity of risk is hidden in the uncertainty that it contains. Namely, 
‘what, when, why, how, where’ to happen and which subject will effect on effectuation are much 
more uncertain. Risks jeopardize realization of goals of entity due to threat elements they 
contain.  

First of all, blueprint is prepared for effective corporate risk management activities that have 
gained a great importance recently. Proactive policies to be established within the scope of this 
plan that is prepared for possible risks that entity might face in the further periods are: based on 
determination, assessment, classification and minimization of risks and development of 
applications for actions against risk regardless of everything.  

One of the main elements in Corporate Risk Management is management of exploitation risk. By 
definition of Association of Certified Fraud Examiners (ACFE) in the strict sense, business 
exploitation (Fraud) is defined as ‘Employee uses his/her occupation (duty, authorization) to 
increase personal wealth by misusing or embezzling assets of employer entity intentionally.  

Under which conditions is ‘steel armor’ that ensures maximum protection of entity against 
possible risks after establishing corporate risk management policies containing exploitation risks 
in the entity ensured? 

In proactive risk management**, top management should raise awareness within itself first, then 
across the company for employees and stakeholders on risks. However, uncertainty cannot be 
managed with awareness of risks alone. Awareness will ensure efficiency in risk management 
only of it is crowned with a conscious attitude by top management at every moment of fighting 
against risks. 

KPMG had GFK Turkey make an important research of which results were published with the 
name of Exploitation in Turkey from Managers’ Perspective. This research presents conflicts top 
managers face on exploitation awareness and preventions. According to this research: While 93 
percent of top managers working in various sectors in Turkey thinks that exploitation is an 
important problem for Turkey, 57 percent of them believes that risk of exploitation will increase 
in the next two years, 81 percent of them states  that they face at least one case of exploitation 
in their business lives, 23 percent of them states that they face more than 10 cases of 
exploitation; 92 percent of them thinks that exploitation is not a big problem in their own 
companies, 30 percent of them states that there is no risk of exploitation in their companies and 
thinks that there will be no case in the next three years.  

The research proves that awareness concept should not be adopted in only intellectual 
dimension, active awareness is required in practice. When the same questions are asked to the 
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same managers in the research to be conducted three years later, I wonder how many 
companies that undertake responsibilities will be damaged due to exploitations! By the way, if 
‘internal control system’ that considered an important tool by managers in the same research to 
prevent exploitation is not organized and supervised duly, it turns into a hollow concept. 

Second step to be taken for proactive risk management is creating an effective control 
environment in the company. According to IIA (The Institute of Internal Auditors), which defines 
control environment concept as ‘attitudes and behaviors of management, board of directors and 
supervisory board on importance of internal control, an effective control environment in an 
entity consists of the following: honesty and ethical values, management and philosophy and way 
of doing business, organizational structure, distribution of authorizations and responsibilities, 
policy and implementation of human resources and competence of employees. 

The third step is establishment of an effective internal control system in entity. Either entity-
specific model can be designed or popular models can be used for internal control system (for 
example, COSO HRS). Control processes are essential during designing process. According to the 
definition of IIA, ‘control processes are activities, policies and procedures that are parts of control 
framework, which is designed and applied to keep risks at a level acceptable by entity. It is 
fundamental to design, implement and conduct business processes on the ground of data 
processing system with cutting-edge technology. Needless to say that regulations should not 
remain on papers. 

Planning is made, organizational structure is prepared, policies are implemented coordinately 
and is everything over? Of course, not... Because this is not a cinema movie! Operations of the 
company continue, just like endless soap operas... 

At the next step of proactive risk management, it is required to ensure ‘process wellness’ with a 
proper data processing system reporting, authority controls and data analyses within the scope 
of supervision function. In addition; whether all activities of entity are efficient, effective and 
economic should be guaranteed reasonably with internal audits to be performed periodically. 
With this last step, proactive risk management structure established in entity thoroughly should 
continue to work for 7/24 as an integrated and synchronized system with determined follow-up 
of top management (periodical reviews, feedback mechanisms, revisions, reactions). 

Final word: If just average potential damages to an entity due to business exploitation risk are 
foreseen at 5% as a result of researches (just think about the impact on profitability); we should 
manage all risks caused by internal-external exploitations that companies face, mistakes in 
business processes and negligence really well! 

Bülent Hasanefendioğlu 

*ACFE 2016 Report to the Nations on Occupational Fraud and Abuse, March 30, 2016. 

** Hasanefendioğlu, Bülent İş Suistimal Rehberi – Proaktif Yönetim Modeli, 2015 
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The Unknown Heroes of Innovation: Neurodiverse People 
 
Neurodiverse people have neurological features that affect standards of working in a company and 
living at home in different natures and at levels with their learning skills. Individuals with autism, 
dyslexia, dyspraxia, attention deficit, hyperactivity, etc. are considered in this scope. It is estimated 
that one out of every fifty has neurodiversity in the world. 

In the light of our present perception world, it is surprising there are many celebrities with 
neurodiversity: Thomas Edison, Bill Gates, Steve Jobs, Richard Branson, Michelangelo, Vincent 
Van Gogh, Pablo Picasso, Franz Kafka, Wolfgang Amadeus Mozart, Ludwig van Beethoven, Isaac 
Newton, Albert Einstein, Friedrich Nietzsche, Nikola Tesla, Steven Spielberg, Muhammed Ali, Tom 
Cruise, Jim Carrey, Paris Hilton and many other… 

 
Since it is not known that celebrities in the list are neurodiverse really since there are no medical 
reports proving this, I am very jealous of extraordinary features of neurodiverse people given 
below. I painfully laughed when I read ‘problems’ in business environment due to their honesty. 
 
According to data of international resources, it is stated that 60% of neurodiverse people has 
normal or superior-high intelligence and may even have double-major, post-graduation degrees or 
be patent holder; however, rate of unemployment is over 80% based on countries.  
 
To clearly state that neurodiversity is not a disorder. According to various scientific studies, it is the 
result of normal and natural diversity in human gene and each individual has different skills 
neurologically to some extent. 
 
Today’s most important objective in human resources management is to employ and develop 
talented individuals for positions defined to meet needs of entity and keep them within entity to 
the extent it is possible. The main purpose is to make intangible information portfolio of entity 
more valuable and provide competitive advantage to the entity in digital global business 
atmosphere in which technology is changing with a dazzling speed by encouraging innovation 
activities of employed talents. 

In spite of all those efforts of human resources for the goals, it is obvious that only half of the target 
number of skills can be employed according to statistics published. Therefore, it is aimed to grow 
the pool of skills to be employed newly with required qualifications in needs and candidates 
according to the position brought in detail by starting from global companies. Considering that 
digital skills actually belong to people who are different from the normal, both radical changes 
should be made in employment processes and regulations to ensure such talented individuals to 
be employed will feel comfortable and safe in working conditions. In the last years, neurodiverse 
individuals are provided with employment in banks and companies, such as SAP, Microsoft, EY, 
PWC, IBM, HP, Ford, JP Morgan, Chase, UBS, etc. and ministry of defense, etc. of countries in 
various positions that require high-level competence and skills. 
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According to the news in media, 800.000 IT employees will be needed to be employed until 2020 
across the European Union. The greatest need is in application of data analytics and IT services in 
which neurodiverse people will be so beneficial.  

As one of the companies which noticed the importance of neurodiverse employment first and 
obtained concrete and successful results, SAP aims to have neurodiverse employees at 1% of total 
employment until 2020 within the scope of Autism at Work program that it conducts in its offices 
located in various countries. 

Employing neurodiverse individuals at 75% of total employment, working as profit-oriented and 
playing the leading role in employment of neurodiverse population, Specialisterne, a Danish 
software company develops neurodiversity programs and trainings for companies to employ 
neurodiverse individuals. Detail programs in employment and working process conducted for 
talented people that are expected to provide high efficiency in working performance ensure both 
motivation to realize the goals and business continuity. 

In general, neurodiverse individuals have high-level cognitive abilities. For example, individuals 
with autism spectrum disorder have methodological and elaborative perspective and are highly 
capable of recognizing and noticing patterns and in technical capacity, numeric field, 
understanding, concentration and memory. Individuals with dyslexia have spacial intelligence, 
three dimensional thinking, mechanical abilities, integrative thinking and entrepreneurship 
tendencies, etc. Individuals with attention deficit and hyperactivity disorder have extremely high 
concentration, creativeness, explorativeness, raciness and spontaneous behaviors, etc.  

Other features of neurodiverse people include interrogator nature, openness to learning, logical 
thoughts, self-commitment, high-level problem solving skills, numerical skills, ability think from 
different perspectives, nature of elasticizing against challenges, superior-high intelligence and 
extraordinary observation skills, etc. 

It is suggested that some features of neurodiverse individuals who have abovementioned 
extraordinary competences and skills and are extremely honest and reliable cause negative 
incidents in the business life include lack of intuitive understanding and reacting skills in social 
incidents, perfectionism, extremely outspokenness (!), hurriedness in correcting mistakes and 
intolerance in irregularities. Such features may vary depending on type of neurodiversity. 

Fields of business in which neurodiverse people are successful within their personal features 
include software development and tests, programming, system integration, digital transformation, 
cyber security, data input, data analytics, video analysis, performance of penetration tests and SOC 
(Security Operation Center) analysis, customer support on information technologies, counseling 
for compliance with regulation, quality control, after-sale support, development of IoT (internet of 
things) platforms for industrial applications, business analysis, graphical designing, product 
management, customer services by phone, strategical planning, analysis in law and banking, etc... 

For example, employment of individuals with autism spectrum disorder in the field of cyber 
security has become popular in the last years. Individuals with autism spectrum disorder constitute 
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the majority in Special Intelligence Unit 9900 of Israel Defense Forces (IDF), since it is determined 
that such individuals are extraordinarily successful in detecting threats of unauthorized access to 
defense security system of the country. In addition, Slicon Valley is where neurodiversity people 
have the highest rate in terms of employment as the center of digital world.  

In spite of all those developments, why are there still big difficulties in employment of neurodiverse 
people? We can say that the main reason is traditional employment methods and working 
environment provided. Furthermore, another negative factor is governments cannot produce 
policies to encourage neurodiversity employment although it is a principle of being a social state 
and it returns to the public economically as a tax.  

In terms of increase in neurodiversity employment, it is required to organize application processes 
that take neurodiverse people into consideration, reach them through social media they use, 
determine required qualifications shortly, clearly and transparently, are simple and encouraging 
and well-planned conversational interviews rather than standard job advertisements, application 
processes or interviews. Applications that contain elimination as required by criteria that are 
announced simply, clearly and transparently beforehand may be made. 

Neurodiverse people need a simple and understandable corporate communication language when 
they start to work. It is essential to provide a support ecosystem (lighting, earphone supply, 
working place, mentorship from existing company employees, etc.) and personal flexible working 
conditions to ensure they feel safe. Contradictory and incoherent instructions of managers with 
regard to performing the work are the main factors that directly affect performance level of 
neurodiverse individuals reversely. Neurotypical colleagues and managers should not be 
prejudiced, but should adopt an understanding and tolerant approach, be simple and 
understandable in the language they use and foresee that neurodiverse individuals may not 
understand derision, humor and exaggeration. 

As long as neurodiverse individuals are given a working environment they need and their level of 
interest on subject increases, levels of communication skills become superior. In contrast to the 
common opinions, they do not have problems in exchange of ideas and face-to-face relationship 
with customers that much. Or they have problems as much as other people have! 

Neurodiverse employees may bring new perspectives to the efforts in adding and determining 
value in their entities. It is observed that they provide increase on efficiency, problem-solving, 
improvements in product and service quality, process activation, risks management, detection of 
cyber threats, customer satisfaction and team spirit (solidarity and dialog among employees) with 
simple recommendations and algorithms for process change that anyone notices. To give a 
concrete example; one of neurodiverse employees of SAP developed a technical solution in a 
business process, which provides 40 million $ of saving. 

To emphasize the difference of its employees, SAP thinks neurodiverse individuals are like puzzle 
pieces and this is becoming an obligation in today’s technological world. Innovation is already 
defined as finding different ideas out of standard parameters, isn’t it? If the way of gaining 
competitive advantage in the digital era is passing through innovation, this will be possible only 
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with a corporate vision, which embraces diversities and manages its skillful employees by providing 
opportunities.  

Skills are so close to us, majority of ‘them’ who cannot take their places in the target mass are 
inside us with destituteness, hopelessness, desperation and frustration of being a ‘load’ on their 
families’ shoulder! As employees are pieces of a puzzle, differences we have are the fire of 
innovation that we chase desperately, aren’t they?  

 (I would like to extend my endless thanks to Austin, R. D.&Pisano, G. P., Bloomfield, G., Doyle, N., 
Foxcroft, H., Holland R., Meyerhoff, R., Lawitzke, S., Robinson, J., Wilcox, M.F., Wittenberg, A.’ who 
are my source of inspiration and interest in the topic.) 

 

 

 
 

BETA Test of Business World!  
 
In a CEO survey organized by PWC recently, CEOs were asked about the “Biggest Factor to Effect 
Your Business” and 81% of them went for ‘technological development’. The second popular answer 
was ‘demographical or climatic changes’; third was ‘change in global economic power balance’. 
According to these results, we see that how technological change has become the main fixed 
parameter in the business world, but we are not surprised any more... 
 
The term Beta, which has become more popular recently, is used in association with the term Alpha 
in information technologies.  While Alpha means development of software and first-phase tests, 
the stage of trial before use of consumer is called Beta. With Beta tests, function and features of 
program to be used are assessed once more in the real medium.  Although, Beta now has a wider 
meaning and includes usage process of product.  
 
It is resulted from ‘incomplete products’ from our phones to tablets, computers, from vehicles we 
drive to planes we get on, from website through which we perform our banking transactions to 
social media or mobile applications, from cloud technology to machinery that we use in factories. 
In other words, under an intense technology change downpour... 

Everything in the digital business world that we live in is subject to change: technology, business 
models of companies, company management styles and decision-making processes, human 
resources policies, customer and other stakeholder interactions, products and services, marketing 
and sale platforms, service-provider robots, business processes, customer experience analyses, risk 
management, governance habitat interaction and compliance management, reputation 
management, security concept...  
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Each big technological transformation circle touching on all the cells of the business life also creates 
its own human structure sociologically. Namely, Beta human is now in the mood of ‘perceive and 
react’ just like companies! Social media has become a big source of power. 

In this digital world, which is also called Beta World, the way of ensuring customer satisfaction at 
the highest level is to be involved in the digital ecosystem that can string along with the pace of 
technological developments. It is now becoming important to assess data obtained by following 
customer experience from different platforms (CRM, ERP, Supply Chain Management, Social 
Media, Sale Channels, After-Sale Processes, Social Relationships of Customers) consciously and 
look at the customer from one perspective.  

In the Beta World, entities have to redefine the advantage to customer and difference to be 
created depending on this ever-changing technology. This forces companies to focus on new 
products and business models. To realize this goal, it is important for entities to be involved in a 
business habitat based on reliable cooperation and have competence employment and life-long 
learning. Digital era has polished off the ‘I will do everything’ period. In addition, traditional 
trainings containing expertise only, experiences of many years are falling short, we live through 
sustainable training period that contains consistent and different topics. Concepts of experience 
and leadership have turned into ‘leadership and experience of generations’. All of these are BETA 
prerequisites to comply with the digital era we live in and lead it!... 

With a hyper-quick change in technology, each ‘new’ can dominate in shorter validity intervals! In 
BEAT world, entities succeeding to be involved in the universal business habitat, accelerating with 
digitalization and becoming flexible against technological changes make their operations 
sustainable by providing new business models, business processes, products and services based 
on creative customer experience analyses and ecosystem. 

 (I would like to express my endless thanks to Altıntaş, Nilsen, Blefield J., Heisterberg, R.&Verma A., 
McKenna R., McLuhan M., Moore, J., Parkkinen H.M., Rifkin J. and PWC UK who are my source of 
impression and interest to be informed about the subject.) 

 

Secret of Being Successful in the Digital World! 
 
Yes, there is a secret containing just three words and I will be happy to share them with you in later 
sections of this book. 
 
Considering top 1000 or top 500 companies of the last 25 years in Turkey and world, we see 
majority of those companies in the list were not included in the same lists 25 years ago. Companies 
with business models dynamic and complying with requirements of the era take their positions in 
those lists every year... 
 
Large-scale companies are a little bit slower due to their nature, observe developments in the 
market, import technology with company acquisitions, but they are also aware of the digital world 

https://technologydevelopmentgroup.net/


If you want to read more e-books, please check vailable books at  https://technologydevelopmentgroup.net/ 

P. 133 
 

and willing to adapt their bulky nature to innovations with digital transformation process... Yet, ‘big 
ones’ which cannot take digital transformation in process successfully and catch the required 
speed and flexibility maintain to lose reputation... For example, market values of some automotive 
companies, such as Ford, GM, etc. despite of market value of Tesla gained within a short time... 
 
Is it required to say that time for protecting competitive advantages that consist of corporate cores 
of companies, strategies they establish with their business models, values they present and 
difference they create is parallel with speed of success in adaptation to technological changes? 
 
Companies get to work by monitoring technology, customer experiences and their ecosystems and 
recognizing new opportunities that will draw attention at a global scale; then they make researches 
in detail, design value to be offered to customer and differences to be created with the new 
product and establish business model that will bring success. What we explained will be possible 
with business models based on digital agility, focus on innovation, technical and competent human 
resources and support services, start-up synergy (like fintechs for financial entities), interaction 
with other stakeholders in the governance habitat and provision of maximum benefit after digital 
transformation is performed successfully. 
 
An era has ended on customer’s side with combination of internet platforms and mobile devices 
and a new era has begun. In this era, customer has become more conscious, powerful, active, open 
to innovation, reclaimant and gained an identity that compares products more easily. Customer 
explicitly says ‘I got the power’! Customer ‘shoots’ at the companies on social media and plants 
the seeds of product... It becomes a source of impression on making innovations on existing 
products and developing new products...  
 
The biggest mistake of companies in the digital word will be sustainment of ‘old-school’ marketing 
methods with algorithms set for customer experiences. From now on, obedience is over for 
customers, it is time to wake up and revolt! 

The secret of providing value to be offered to customer and difference to be created while value 
is being offered is the most important issue that companies are required to focus. Secret of gaining 
the advantage new-generation approaches as a leader is to transform human resources and 
innovation-oriented structure. One of the most important agenda topic of top managements is to 
employ talented, competent and ethical employees who can show leadership at any level and have 
technological sources that are needed.  To be more substantial, main responsibility of top 
managements is to integrate technology and human factor with success. Yes, it is quite that simple!  

 

Hologram of the Digital World! 
 
From companies’ side in the digital world, things are complicated in terms of sustainability of 
business models!  
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Companies that have difficulty in understanding destructive technological changes and are late for 
adapting their business models to the ‘new situation’, namely continue to live in their own world 
are condemned to be destructed... 
 
Companies turning benefit of technological developments to advantage, realizing digital 
transformation and having dynamic system integrations, value-creating ecosystem circles, namely 
becoming digitalized, therefore accelerating and providing flexibility will be one step ahead in 
competition... 
 
Digitalizing companies respect to their governance habitat and feed from that. Furthermore, they 
are involved in an ecosystem based on reliable cooperation in terms of realizing strategical goals.  
 
Digitalizing companies employ skillful potentials, support visionary, entrepreneur and leader-
spirited human resources at every level, develop them and enhance their bonds to entity within 
the framework of a ‘transforming and learning corporate culture’ that provides opportunity and 
risk balance for its employees. 
 
Digitalizing companies embrace sustainability in a control environment established on the bases of 
core values and norms and create active awareness in stakeholders and mature insight 
atmosphere.  
 
Digitalizing companies take loyalty as basis and put customer experiences on a pedestal.  
 
Digitalizing companies have a dynamic technology concept, adapt themselves to technological 
developments quickly, use mobile, video and cloud technologies, do not allow data to become silo 
and convert information into a value to be offered to customer and difference to be created and 
are smart, flexible, quick, mobile and completely customer-oriented.  
 
Digitalizing companies establish their strategies based on vision, mission, values and sources and 
do not convert short-term and theater approaches into main motivational factors. 
 
Above all, digitalizing companies are open to innovation and flexible cooperation at all levels, 
especially on the top and have visionary big leaders that esteem information and human. 
 
(I would like to extend my endless thanks to Blefield J., Heisterberg, R. & Verma A., Moore, J., Parkkinen H.M. who are 
my source of impression and interest to be informed about the subject.) 
 
 
 

IT Due Diligence 
 
Due-diligence, which means detailed company review and gains popularity with company merger 
and acquisition (M&A) processes mostly, is also used to meet other needs recently. It is 
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commonly demanded for transactions at certain magnitude, such as share sales, listing on the 
stock exchange, corporate financial instruments, etc.  
 
Main purpose of due-diligence is investigate and review authenticity of information submitted to 
relevant party in detail.  
 
To elaborate the study due-diligence includes;  
 Analysis of authenticity of information submitted, 
 Review on corporate profile of company, financial, legal, taxative, operational, technical 

structure, insurance, IT, assets, internal control system, HR, Occupational Safety, 
 Determining and assessing visible-nonvisible (if any) commitments of the company, 
 Revealing factors that have positive-negative impacts on the company value, 
 Analyses for sectoral and competitive structure of the company, 
 Analyses for sales and marketing structure of the company, 
 Dominant position research. 

 
IT Due Diligence is one of the main subjects like financial, legal, technical issues since information 
technologies are used in all processes in activities of a company, information security is now a 
main component and there may be great problems in some processes as a result of nonuse of 
competent experts after 
the company is acquired.  
 
Scope of due-diligence contains a wide variety, such as Information Technologies, Cyber Security, 
Information Security, IT Human Resources, Support Services, Intellectual Property Rights, IT 
Projects, Compliance with Regulation and Agreement, etc. Therefore, it is required to assess 
certain issues in detail, such as technological infrastructure used by well-seasoned experts within 
the company, technological capacity, secure configuration, access management, patch 
management, investment needs, integration of entity to be acquired with data processing system 
and cyber security, etc. 
 
During process, answers are searched for tens of questions prepared for each subject and real-
situation determination and future projections are made. Deviation from submitted information 
is subject to review in detail. At the last stage, a report containing determinations and 
assessment and results of research and review is prepared to be submitted to the requester 
company.  
 

Leadership in the Digital Era 
 
Real leaders in the business world act flexibly and quickly in decision-making processes, develop 
customer- and technology-oriented new ideas and products and offer products with new business 
models.  
 
Today, since digital transformation is a prerequisite, main agenda items of digital leaders are 
evolved into following titles: 
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 Industry 4 
 IoT  
 Autonomous robots 
 System integrations 
 Cyber security 
 Cloud technologies 
 Additive production based on 3D printer 
 Augmented reality 
 Big Data Analysis  
 Mobile Life 
 Social Media 
 Cooperations 

 
Digital transformation includes digitalization of processes, such as corporate intelligence, skills and 
competence, organizational structure, organizational model, products and services, security, audit, 
etc. It is important to use technology to redefine the works performed. Big data analyses, 
mobilization, social media, technologies based on smart devices and business processes should be 
handled in this scope. Use of ERP has become an obligation for customer relations, processes and 
value proposition. 
 
As well as visions of leaders in their success reports, digital era will also include,  
 
 Ethical operations,  
 Compliance with expectations of governance habitat, 
 Orientation in technology, 
 Skills management and management of human resources based on leadership at any level, 
 Process of designing and marketing on the basis of customer experiences, 
 Activation of reliable insight mechanisms, 
 Ability to establish a flexible and reliable cooperation structure, 
 Critical thinking (identifying problem correctly), 
 Creative thinking (producing innovative ideas for problem-solving, product development, 

processes), 
 Scientific and analytic thinking (using correct methods and techniques for solution), 
 A broad perspective,  
 Interaction with governance benefit,  
 Integrated organization, but mechanisms to encourage to take decisions independent from 

the center, 
 Effective loop of planning, implementation, application, control, revision, 
 Global awareness, 
 and critical thinking skills. 
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Success in the digital era is inevitable for leaders that have consistent tone at the top applications, 
give importance in details in business processes, perform required assessments on time (KPI), 
follow developments closely and encourage for imagine-design-produce motto. 
 
 
 

The Efficient IT Governance Framework 
 
 
The IIA’s International Professional Practices Framework Glossary defined IT Governance as 
‘consists of the leadership, organizational structures, and processes that ensure that the 
enterprise’s information technology supports the organization’s strategies and objectives’. 
 
The main subject of IT governance is IT assets. IT governance should depend on the regulations 
which are necessary and also have accordance with the entity’s risk appetite and tolerance. The 
essential components for the effective IT Governance are process areas (change management, 
ISMS, software development, project management etc.), organizational structures (roles and 
responsibilities), norms (including values, standards, policies for IT performance).  
 
An efficient IT governance framework should be based on:  
 
 IT & business strategic alignment (services and projects, business objectives, up-to- date 

IT strategy, linkage between business objectives and IT, etc.),  
 Risk management (alignment with top management risk appetite and entity risk 

tolerance, risk aspects of IT investments, defined role & responsibilities for risk 
management, defines the risk analysis methodology, establishing committees, mitigating 
the potential risks using necessary instruments, monitoring activities of threats, etc.),  

 Value delivery (the delivery of value level by IT, measuring ROI, IT execution levels, system 
uptime (infrastructure strategy), degree of automation, IT assets productivity & financial 
levels, etc.),  

 Performance measurement (implementation level of proven norms, achievement of 
strategic IT objectives, measure IT performance, IT cost & benefit measurement, 
monitoring and reporting mechanisms effectiveness level, follow-up policies, root cause 
analysis, problem management, benchmarking against industry practices, etc.),  

 Resource management (adaptation of IT assets with HR, efficient internal controlling 
instruments like HR policies & practices, procedures, guides, segregation of duties, 
reliable & on-time reporting, communication etc., IT assets planning and sourcing 
strategies, service level agreements, etc.). 

 Independent Audit  
 
These components will provide to the entity’s top management high level of IT Governance 
performance and assurance. IT Governance efficiency will need strong control environment, risk 
management, information & communication and monitoring mechanisms which are led by the 
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top management for the effective supporting of entity’s strategies and objectives by the IT 
assets. 
 
 

Auditing IT Governance  
 
 
Nowadays if one entity has desire to hold a reliable reputation at all over the governance habitat 
of the entity and also to measure the achievement level of the organization’s strategic objectives, 
top management of the entity is obliged to know efficiency, security and effectiveness levels of 
the implementation & practices of the designed IT Governance Framework at the entity. For this 
reason, they need independent audit activities to assure entity’s on-going business performance 
level and also to support the monitoring & measuring mechanisms of the entity. 
 
When we analyze the effects of IT Governance practices on entity business level, it can have 
significant negative impacts on the entity both financially and reputationally. Poor level of IT 
Governance in a company leads to multiplier effect not only on IT asset activities but also all over 
the governance habitat of the entity.  
 
Some examples of negative impacts of IT Governance activities at the entities are: 
 
 Poor level of information security governance, 
 Unsatisfied customers and other stake holders, 
 Insufficient results at core business processes which are delivered by IT services, 
 High level of financial losses due to business disruption, 
 Higher costs to run business operations, 
 Penalties because of poor compliance activities. 

 
We need the audit activity to assess whether the IT governance of the entity supports its 
strategies and objectives and to make recommendations to make some correction and revisions 
on the IT related practices in the entity.  
 
Taking in consideration of IIA advises (Implementation Standard No. 2110 A2) our opinion on 
audit activities to assure the entities on the efficiency and reliability of the IT governance should 
focus on the points mentioned as below: 
 

 
 Organizational characteristics and clear IT ownership and accountability norms and 

practices, 
 Tone at the top, ethics and values, corporate culture level within the organization, 
 Entity-wide adaptation level of IT assets and HR, 
 Compliance level with the related regulations, 
 The IT assets management efficiency level, 
 Making strategic and operational decisions, 
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 Risk appetite alignment and overseeing risk management and control, 
 The innovation value that IT can offer, 
 Information security and effective communication level,   
 If the IT performance is monitored and measured effectively. 

 
Auditors will do more than just identify problems when they make analysis on these subjects. 
They need to present the root causes of the identified weaknesses in IT Governance practices.  
 
Audit activity has an essential function in IT Governance Framework for an entity to present high 
assurance level at the attention of the top management on safeguarding of IT and related assets, 
efficiency and effectiveness on operational performance, high compliance level with all norms 
and regulations, and reliable & on-time reports on financial and non-financial information. 
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